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P Leakage model
d arbitrary wires can be probed M— —— C
» Fault model
e arbitrary wires can be faulted
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» d+1 out of d + 1 secret sharing (Masking)
d probes do not reveal the secret = O(d - e) shares

» Copy everything e + 1 times (Duplication)
e faults can be detected

Shamir Secret Sharing

» d+1outof d+ e+ 1 secret sharing = O(d + ) shares
d probes do not reveal the secret
e faults can be detected

O(d + e) < O(d - e) = This work uses Shamir Secret Sharing
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[SFRES18] This Work [DN19]
» n=2d+ e+ 1 shares » n=d+ e+ 1 shares » n=d+ e+ 1 shares

Improve number of shares

» O(n”) Complexity » O(n”) Complexity » > O(n’) Complexity

Improve complexity

Improved Security: This work even allows d/2 probes in each gadget.
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P Take n different a; with a; # 0 n...rg<sw¥
> B = et « Encs) for j=0....on=1:
d
s; = f(a;) with f(x Z 1rx +s sj<—Zr,-aJ':+s
» s=17(0) « Dec([[s]]d) =
return [s]; := (so,...,5n-1)

P Leakage Resilience: Any set of d shares s; is uniformly, independently
distributed.

P Fault Resilience: If only e shares of d + e + 1 shares are faulted the
polynomial has a degree > d!
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» Compute ¢; < a; + b; = Z, (i + )X + (a+ b)

Addition of [a]ly and [b]l5 ) {
» Result [c] = [a + b]ly

Probing Attack: Our Paper

> Generate [b]3 < Enc(0) Fix: d Refreshes in a row

» Compute [c] = [a + b]

Refresh of [a]ly ) {
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» Compute ¢; « a; - b; (Z:.jzl rix +a) - (2;11 rix' + b)
> Result [c]5y = [a- b5 =Y ("% + (a- b)

» Reduce [[c]54 down to [[c]

» Problem: Requires n =2d + e+ 1
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» Reduce [[a]ly, [b]y down to [[a]]d/g, [[b]]d/2 [b]4
» Compute [c]lz = [a- b]

> Problem d probes in [a]lg/, reveal a

Solution: SplitRed splits [[a]y into
[a'1g and [a"1G with [a']g + [a"'1g = [a15,
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Security: Fault-Robustness
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Security: Fault-Robustness
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Security: Fault-Robustness

o d x [0

[als + (0.1

— [l + [oc]g

NV

[614 + 051 SplitRed

©

e faults result in [5.] with d' > d
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Security: Fault-Robustness

o d x [0

[als + (0.1

— [l + [oc]g

NV

[614 + 051 SplitRed

©

e faults result in [d.] with d' > d or [6.]5 = (0,...,0)
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Security: Combined Resilience

(a) e-Fault Robustness
(b) d-Probing Security (or d/2 probes in each gadget)
(c) Fault Invariance
P Each intermediate value can be written as a function f(xg, X7, ... ) with input values

(Xo, X’1, NN )
P Let f be the corresponding value in the faulted gadget
» There are functions x, xo, x1 s.t. ' = x(F(xo0(x0); x1(x1),...))

(a)+(b)+(c)= Combined Resilience
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