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For Round-Based Primitives

CASA

CYBER SECURITY IN THE AGE
OF LARGE-SCALE ADVERSARIES

> Start with C[y =% ¢] and P[a

LN}

» Often only possible if R; themselves have structure

» Here: focus on SPNs
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=% Pla &5 6] - P[5 ™ 5]

» Gives only average P[« LN B] (over the key)
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s Pla ———— f— 8]
=% Pla ™8] - P8 % 5]

» Gives only average P[« LN B] (over the key)

» Similarly: get only average C[vy LN ¢]? (over the key)

» Can we do better?
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For Two Rounds and all keys C‘\S'\

k2 CYBER SECURITY IN THE AGE
OF LARGE-SCALE ADVERSARIES

> ‘C[’y LN ’y]’ =1 and Pla LN a] =1, even if Ry is resilient

» Seeing rounds as independent cannot work!

As a First Step

Answer existence of k such that
E
> ‘C[’y — (]

= 1 (perfect linear approximation), or

> Pla Ly B] = 1 (perfect differential)
for two-round SPNs
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» Perfect linear approximation: there exist v, # 0 s.t.

cor(~y Ly C)‘ =1 <= dc: (7,x)=(¢E(x))®c Vx

» For fixed k: easy to find all perfect linear approximations

» For each x we get a linear equation in 7, ¢ and ¢
» Solving the system leads to all perfect linear approximations

» Question: Do some k lead to perfect linear approximations?

» Problem: often infeasible to try all k
» For two-round SPNs: can be (efficiently) answered
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For every Z’: linear equation in ¢ independent of key!
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Theorem 1 ([Lambin, Leander and N., EC'23], informal)

If an SPN-round-function has two essentially different decompositions then there exist a
perfect linear approximation and a perfect differential over (at least) one of its s-boxes.
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If an SPN-round-function has two essentially different decompositions then there exist a
perfect linear approximation and a perfect differential over (at least) one of its s-boxes.

> Here: 5: x = S~1(S(x) @ B;) are the s-boxes
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Theorem 1 ([Lambin, Leander and N., EC'23], informal)

If an SPN-round-function has two essentially different decompositions then there exist a
perfect linear approximation and a perfect differential over (at least) one of its s-boxes.

> Here: 5: x — S~1(S(x) @ ;) are the s-boxes
> Perfect differential over 5 would imply

36 #0,0": STYS(x) @ B) @ SHS(x D) @ ) = Vx
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> Here: 5: x = S~1(S(x) @ B;) are the s-boxes
> Perfect differential over 5 would imply
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Theorem 1 ([Lambin, Leander and N., EC'23], informal)

If an SPN-round-function has two essentially different decompositions then there exist a
perfect linear approximation and a perfect differential over (at least) one of its s-boxes.

> Here: S5: x Sfl(S(X)A@ Bi) are the s-boxes
» Perfect differential over S would imply
36 #0,0": SHSx)@ep)eSHSxed e ) = Vx
= SHS(x)eB)e S S(x® ) p;) =9 Vx
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Theorem 1 ([Lambin, Leander and N., EC'23], informal)

If an SPN-round-function has two essentially different decompositions then there exist a
perfect linear approximation and a perfect differential over (at least) one of its s-boxes.

> Here: S5: x Sfl(S(X)A@ Bi) are the s-boxes
» Perfect differential over S would imply
36 #0,0": SIS @ep)eSHS(xed e ) = Vx
= SHSx)eB)e S HS(x®d) e p;) =9 Vx
— SHS(x)@ep)e S Y S(xadad)®p) =000  Vx

» l.e. S would have maximal boomerang uniformity [Boura and Canteaut, ToSC'18]
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» Use theory from [Lambin, Leander and N., EC'23]
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» Use theory from [Lambin, Leander and N., EC'23]

> Exemplary implication

Corollary 2

If L has differential branch number of at least 3 and if S does not have

1. maximal boomerang uniformity, or
2. linear structures

then there cannot exist any perfect differential over two rounds.
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