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Ø Family of ciphers proposed by Ha et al. at Eurocrypt 2022

Ø Usecase: transciphering framework for approximate FHE

Ø Idea: introduce noise to a symmetric cipher of a low algebraic degree

Ø Similar to HERA   BUT  defined over a ring

J. Ha, S. Kim, B. Lee, J. Lee, and M. Son. Rubato: Noisy Ciphers for Approximate Homomorphic Encryption. In Advances in Cryptology - EUROCRYPT 2022, volume 
13275 of LNCS, pages 581–610. Springer, 2022.
J. Cho, J. Ha, S. Kim, B. Lee, J. Lee, J. Lee, D. Moon, and H. Yoon. Transciphering framework for approximate homomorphic encryption. In M. Tibouchi and H. Wang, 
editors, Advances in Cryptology - ASIACRYPT 2021, volume 13092 of LNCS, pages 640–669. Springer, 2021.
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in the RtF framework

J. Cho, J. Ha, S. Kim, B. Lee, J. Lee, J. Lee, D. Moon, and H. Yoon. Transciphering framework for approximate homomorphic encryption. In M. Tibouchi and H. Wang, 
editors, Advances in Cryptology - ASIACRYPT 2021, volume 13092 of LNCS, pages 640–669. Springer, 2021.
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Assumption 1:
 

Determining

• Smallest                    where it is possible to distinguish the correct key 
guess                          from all the wrong ones

• The score function measures how much the candidate noise value 
produced by     deviates from the uniform distribution (in the same way as 
values drawn from                           do)

• Caveat: wrong key guesses do NOT produce noise values that are 
distributed uniformly at random

High score
Score    0

Find             heuristically
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Practical verification of the attack                              

Experiments  determining

• Select a 25 or 26-bit    with some small factors
                  at random

• Fix value of            make                  guesses on the key                (including
                                                        ) and store score values in a file 

• Make plots of the score values as a bar chart

• Verify that the maximum score value seen corresponds to

Produce 10000 elements 
of               key stream

Experimental verification at https://github.com/Simula-UiB/RubatoAttack 
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Lowest time complexities of key recovery attack

Step 1     Step 2       Step 3 
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• Prime

• Bigger

• More rounds

• Non-polynomial S-boxes 

Restoring the security of                              

+ Immune to small-factor attack

+ Cannot distinguish                         for
-  More noise       loss of precision and accuracy

+ Linearization step high solving complexity
-  Higher multiplicative depth      loss of efficiency

+ No polynomial representation of S-box
-  Loss of efficiency



• Key recovery attack of 5/6 instances of                for at least 25% of the 
choices of 

• Experimental verification of the attack

• Security of symmetric primitives over rings 

Conclusion                              

More details in https://eprint.iacr.org/2023/822

Thank you for your attention


