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Our work:  
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assumptions and more efficient 
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Efficiency: 
|𝖼𝗍 | = 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , log |S | )

𝖲𝖾𝗍𝗎𝗉(1λ) → 𝗉𝗉

Distributed broadcast 
[BZ14] assigns each 

user indices



14

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…
,
𝖼𝗍

(𝗉𝗄u)u∈S

Flexible Broadcast Encryption
𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉)

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) → 𝖼𝗍
𝖣𝖾𝖼(𝗉𝗉, 𝖼𝗍, 𝗌𝗄v, (𝗉𝗄u)u∈S) → 𝗆𝗌𝗀 if v ∈ S

Syntax and Correctness:

Security: Without  for , ≈ 𝗌𝗄v v ∈ S
𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S)
≈ 𝖤𝗇𝖼(𝗉𝗉, 𝟢, (𝗉𝗄u)u∈S)

Efficiency: 
|𝖼𝗍 | = 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , log |S | )

𝖲𝖾𝗍𝗎𝗉(1λ) → 𝗉𝗉



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

,
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v)),
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct?

,
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure?

,
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure?

Hybrid : switch   H1 ∀u ∈ S, 𝗉𝗄u = 𝖤𝗇𝖼𝖯𝖪𝖤(0; r)

,
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure?

Hybrid : switch   H1 ∀u ∈ S, 𝗉𝗄u = 𝖤𝗇𝖼𝖯𝖪𝖤(0; r)
Hybrid : switch   H2 𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝟢, RL(x, ⋅ ))

,
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure?

Hybrid : switch   H1 ∀u ∈ S, 𝗉𝗄u = 𝖤𝗇𝖼𝖯𝖪𝖤(0; r)
Hybrid : switch   H2 𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝟢, RL(x, ⋅ ))

Relies on  in . x ∉ L H1

,
𝖼𝗍
(𝗉𝗄u)u∈S



Construction: Attempt 1

15

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure?

Hybrid : switch   H1 ∀u ∈ S, 𝗉𝗄u = 𝖤𝗇𝖼𝖯𝖪𝖤(0; r)
Hybrid : switch   H2 𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝟢, RL(x, ⋅ ))

Relies on  in . x ∉ L H1

,
𝖼𝗍
(𝗉𝗄u)u∈S



16

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure? Efficient?

Construction: Attempt 1

,
𝖼𝗍
(𝗉𝗄u)u∈S



16

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure? Efficient?

|𝖼𝗍 | = 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |RL | )

Construction: Attempt 1

,
𝖼𝗍
(𝗉𝗄u)u∈S



16

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure? Efficient?

|𝖼𝗍 | = 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |RL | )
= 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |S | )

Construction: Attempt 1

,
𝖼𝗍
(𝗉𝗄u)u∈S



16

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure? Efficient?

|𝖼𝗍 | = 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |RL | )
= 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |S | )

Need log |S|

Construction: Attempt 1

,
𝖼𝗍
(𝗉𝗄u)u∈S



16

(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = 𝗉𝗄𝖯𝖪𝖤

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Output 

where , 


𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))
x = (𝗉𝗄u)u∈S w = 𝗌𝗄v

RL(x, w) → (∃v ∈ S, 𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v))

Correct? Secure? Efficient?

|𝖼𝗍 | = 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |RL | )
= 𝗉𝗈𝗅𝗒(λ, |𝗆𝗌𝗀 | , |S | )

Need log |S|

Construction: Attempt 1

,
𝖼𝗍
(𝗉𝗄u)u∈S



(𝗉𝗄b, 𝗌𝗄b) 𝗉𝗄b

𝗉𝗄c

𝗉𝗄z

(𝗉𝗄c, 𝗌𝗄c)

(𝗉𝗄z, 𝗌𝗄z)

…

…

𝖪𝖾𝗒𝖦𝖾𝗇(𝗉𝗉) → (𝖤𝗇𝖼𝖯𝖪𝖤(1; r), r) 𝗉𝗉 = (𝗉𝗄𝖯𝖪𝖤, 𝗁𝗄)

𝖤𝗇𝖼(𝗉𝗉, 𝗆𝗌𝗀, (𝗉𝗄u)u∈S) :
Compute 

Output 

where , 





                  

𝖽𝗂𝗀 ← 𝖧𝖺𝗌𝗁𝖬𝖳(𝗁𝗄, (𝗉𝗄u)u∈S)
𝖼𝗍 ← 𝖤𝗇𝖼𝖶𝖤(1λ, 𝗆𝗌𝗀, RL(x, ⋅ ))

x = 𝖽𝗂𝗀 w = (𝗌𝗄v, 𝗉𝗄v, i, π)
RL(x, w) → {𝗉𝗄v = 𝖤𝗇𝖼𝖯𝖪𝖤(1; 𝗌𝗄v)

.

Attempt 2: Efficient Set Membership!
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Desiderata: 
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function

- local openings

- if leaves are all 

Enc(0), impossible 
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