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miABE for constant arity

By using [AYY22] compiler, we get Multi Input Predicate Encryption for same settings

Studying tensor LWE: We show that tensor LWE can be reduced to standard LWE in a special

case

Our Results
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Fundamental Challenge in Constructing miABE

Two opposite requirements
Multiple encryptors generate the ciphertext components independently

The ciphertext components are independent

Independently generated components must be joined in a meaningful way

Need correlated ciphertext components for decryption
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BGG+14 KPABE Overview

Given A, x, [ 3 efficiently computable short matrix H such that

A-x®GH = A — f(x)G

Encryption(x, msg)

KeyGen(f)

Part of
mpk

S(A—x @ G) +othertermsto embed msg

Right multiplication with H gives sAy if
f(x)=0

A short preimage of a public vector u wrt A¢ to enable
recovering the masking term sAr when f(x) = 0
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Evasive LWE
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(B,sB + e) = (B, random) @
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(sB+e)B"1(P)=sP+e'

Evasive LWE assumes that this is
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Encryption

x = (xq]x;)

\

BGG+ ciphertext
s((A114;) = (x1|x2) @ G)

KeyGen(f) Same as BGG+ key: A7 '(Gu") Freshly sampled

by User 2

B™'(4; —x, ® G)

Two BGG+
ciphertexts with

same secret —
Insecure!
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Encryption

x = (xq1]|x3)
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BGG+ ciphertext

ste )@ - oo B g, nea o), o
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KeyGen(f) Same as BGG+ key: A:'(Gu")

Construction Attempt 1
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1 —— o —

l

[Wee22] - Homomorphism is preserved eveg

. Structured
after tensoring
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\((A —xQ6) @r")H=(4; — f(X)G) Q7T

Proving Security: Cannot apply evasive LWE with Afl(')
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Construction Attempt 2
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\

BGG+ ciphertext

e
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BGG+ ciphertext
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= s(((41142) = (x:1%2) ® 6) @ 1)) *2
KeyGen(f) Modify the key as: B™'(A;u’ @ I)
Proving Security: Can now apply evasive LWE ¥

Prove pseudorandomness of s((4; —x; ® 6) ® I),  sB, §((,42 -, Q06 R TlT) , S(AfuT ® 1)

Use Tensor LWE assumption, but...
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Construction Attempt 2

Encryption PY
_ dh
x = (x1]x3) X

\

BGG+ ciphertext
s(1 @ 1) ((A114,) = (%1122) ® 6) N

1

(s(4,-x.6) QNI ® riT)J

=s(-xu®6) Q)
s(A;—-x, ®G)®I), sB

B1 ((Az -x,®6) X rlT) r;

——————————————————————— -
= 5(((A1142) = (x1|2) ® 6) @ 7]) z
KeyGen(f) Modify the key as: B™'(A;u’ @ I)
Proving Security: Can now apply evasive LWE ¥

Prove pseudorandomness of  s((4; —x; ® 6) ® I), SB, §((,42 -, Q06 R TlT) S(AfuT ® 1)
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Construction Attempt 2

Encryption

x = (xq1]x7) X1

\

BGG+ ciphertext
s(1 @ 1) ((A114,) = (%1122) ® 6) N

(s(4,-x.6) QNI ® r{)}

=s(-xu®6) Q)
s(A;—-x, ®G)®I), sB

B1 ((Az -2, Q6 X rlT) r;

——————————————————————— -
= 5(((A1142) = (x1|2) ® 6) @ 7]) z
KeyGen(f) Modify the key as: B™'(A;u’ @ I)
Proving Security: Can now apply evasive LWE ¥

Use Tensor LWE assumption, but...

Fix: Hide these terms using LWE samples

Prove pseudorandomness of  s((4; —x; ® 6) ® I), SB, §((,42 -, Q06 R TlT) S(AfuT ® 1)
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Construction Attempt 3
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Construction Attempt 3
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Applyig the Fix user 1
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Same mask for different functions - insecure sampled by
user 1
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Construction Attempt 3

sampled by

Applyig the Fix user 1 Part of mpk
[

Same mask for different functions - insecure sampled by
. . . user 1 Part of mpk
Fix: KeyGen must introduce its own randomness
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Construction Attempt 3 (Final)

Applyig the Fix
@

Same mask for different functions - insecure sampled by
. . . user 1 Part of mpk
Fix: KeyGen must introduce its own randomness

sampled by
KeyGen

s(Au" @D +s;(DQI) —— s(Au" Q@D +s,(DXt" Q)
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Evasive LWE Suffices for NC1

Low
norm

s((A; =%, ® 6) @r]) + noise ——» s ((Al- —-x;®D rlT) + noise
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Evasive LWE Suffices for NC1

Low
norm

s((A; =%, ® 6) @r]) + noise ——» s ((Al- —-x;®D rlT) + noise

(A-xQDr")H= A4 — f(x)6) @rT
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Evasive LWE Suffices for NC1

Low
norm
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Evasive LWE Suffices for NC1

Low
norm

s(4;—x,®6) ® riT) tnoise ——— ((A,; —x;®DQQ rlT) + noise
= S(I X riT)(Al- —x; @ I) + noise
~ (s(I®r]) + noise)(4; — x; ® I) + noise

(A-x@D R TT)H = (4; — fF()6) @ 1"

Low norm if
f ENC1

16

e

[ Ay .4



SNy TSR /X

Evasive LWE Suffices for NC1

Low
norm

s(4;—x,®6) ® riT) tnoise ——— ((A,; —x;®DQQ rlT) + noise
= S(I X riT)(Al- —x; @ I) + noise
~ (s(I®r]) + noise)(4; — x; ® I) + noise

[Fresh random J}:i(Ai —x; @ I) + noise
secret

(A-x@D R TT)H = (4; — fF()6) @ 1"

Low norm if
f ENC1
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Evasive LWE Suffices for NC1

Low
norm

s(4;—x,®6) ® riT) tnoise ——— ((A,; —x;®DQQ rlT) + noise
= S(I X riT)(Al- —x; @ I) + noise

~ (S(I 0% rlT) + noise)(4; — x; Q I) + noise
[Fresh random (A, —x; @ I + noise

secret

~ random (from LWE)

(A-x@D R TT)H = (4; — fF()6) @ 1"

Low norm if
f ENC1
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Summary and Open Problems

We constructed constant arity ABE from evasive and tensor LWE

Evasive LWE suffices for NC1 circuits

We also studied tensor LWE assumption and show new implications
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Summary and Open Problems

We constructed constant arity ABE from evasive and tensor LWE

Evasive LWE suffices for NC1 circuits

We also studied tensor LWE assumption and show new implications
Open Problems

Construction of constant arity miABE from standard LWE

Going beyond constant arity

Supporting corruptions
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Final Construction

Userl(xq,m)
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Final Construction

Userl(xq,m) User2(x,)

(-1 @O ®1) +50A ® D, (- ®6) @) A
(s,s9, )B, if m = 0, else random r
________ B—l (AO ® r )

= /
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Userl(xq,m)

S((Al—x1®6)®1)+50(140® ’

DPRt"®DN
N

_/

Final Construction

User2(x,)

/((Az - 06)Q TT)

-

(A4, Q")
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Final Construction

Userl(xq,m)

s((A; -2, 6 ®I)+5,(4, R D),

DPRt"®DN
N /

Recovering the mask s;(D @ tT ® r7)

User2(x,)

/((Az - 06)Q TT)

-

(A4, Q")
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Final Construction

Userl(xq,m)

s((A; -2, 6 ®I)+5,(4, R D),

SS_ So _5_121_3 if m = 0, else random
KeyGen(f)
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DRt" QI
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Final Construction

Userl(xq,m)

s((A; -2, 6 ®I)+5,(4, R D),

gs_ So _5_121_3 if m = 0, else random
KeyGen(f)
B! 0 )
DRt" QI
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Final Construction

Userl(xq,m) User2(x,)

s((A1 - % ® 6) ® 1) +50(4, ® D), (A -1,®6) 1)

(s,s0,81)B if m = 0, else random
________ g1
KeyGen(f)
B-1 0 ) CIDRt' QD
DRt" QI
\ %

Recovering the mask s;(D @ tT ® r7)

=5:(IQr"H(D X"
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Tensor Product

Tensoring

a1 ain allB alzB
A= ’ B AQX B =
a1 az2 ® a,1B a,,B
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Tensor Product

Tensoring

a1 ain allB alzB
A= , B AXB =

azq az> 3 a; B ay;B

(AQ® B)(C® D) = AC® BD
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Tensoring

Tensor Product

allB alzB
’ B 4 ® B = a21B azzB

(A® B)(C® D) = AC® BD

¥
A®NU®Tr)=AQ®1"

ARr"HB=AB Q1"

|
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