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Predicate Encryption: Ciphertext hides attributes as well
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[AYY22] NC1 2 LWE+pairings

[AYY22] P 2 Heuristic

[ATY23] Conjunctions in NC1 Poly MDDH

Ours NC1 Constant Evasive LWE

Ours P Constant Evasive+Gen. Tensor 
LWE

Ours P 2 Evasive + Tensor LWE

[FFMV23] supports conjunctions without collusion resistance from LWE

Collusion 
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Our Results
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miABE for constant arity

By using [AYY22] compiler, we get Multi Input Predicate Encryption  for same settings

Studying tensor LWE: We show that tensor LWE can be reduced to standard LWE in a special 
case

Arity Function Class Assumption

Constant NC1 evasive LWE

2 P Evasive and tensor LWE

Constant P Evasive and Generalized 
tensor LWE



Fundamental Challenge in Constructing miABE

Two opposite requirements

Multiple encryptors generate the ciphertext components independently

 The ciphertext components are independent

Independently generated components must be joined in a meaningful way 

             Need correlated ciphertext components for decryption
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Right multiplication with 𝑯 gives 𝒔𝑨𝑓 if 

𝑓 𝒙 = 0

Fresh 
secret

Part of 
mpk
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𝑨 − 𝒙 ⊗ 𝑮 𝑯 = 𝑨𝑓 − 𝑓 𝒙 𝑮 
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KeyGen(𝑓) A short preimage of a public vector 𝒖 wrt 𝑨𝑓 to enable 

recovering the masking term 𝒔𝑨𝑓 when 𝑓 𝒙 = 0

+ other terms to embed msg

Fresh 
secret

Part of 
mpk

Given 𝑨, 𝒙, 𝑓 ∃ efficiently computable short matrix 𝑯 such that

𝑨 − 𝒙 ⊗ 𝑮 𝑯 = 𝑨𝑓 − 𝑓 𝒙 𝑮 

Encryption(𝒙, msg) 𝒔(𝑨 − 𝒙 ⊗ 𝑮)

Right multiplication with 𝑯 gives 𝒔𝑨𝑓 if 

𝑓 𝒙 = 0
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𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



Construction Warm-Up

12

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



Construction Warm-Up

12

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 , 𝒔𝑩

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



Construction Warm-Up

12

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)
𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 , 𝒔𝑩

𝑩−1(𝑨2 − ഥ𝒙2 ⊗ 𝑮)

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



Construction Warm-Up

12

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)
𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 , 𝒔𝑩

𝑩−1(𝑨2 − ഥ𝒙2 ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



12

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)
𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 , 𝒔𝑩

𝑩−1(𝑨2 − ഥ𝒙2 ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|ഥ𝒙2) ⊗ 𝑮)

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

Construction Warm-Up



Construction Warm-Up

12

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)
𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 , 𝒔𝑩

𝑩−1(𝑨2 − ഥ𝒙2 ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|ഥ𝒙2) ⊗ 𝑮)

Two BGG+ 
ciphertexts with 

same secret –
Insecure!

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



Construction Warm-Up

12

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)
𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 , 𝒔𝑩

𝑩−1(𝑨2 − ഥ𝒙2 ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

𝒔( 𝑨1 𝑨2) − (𝒙1|ഥ𝒙2) ⊗ 𝑮)

Two BGG+ 
ciphertexts with 

same secret –
Insecure!

Fix [Wee22]

Ensure different random secret  𝒔𝑖  for 
each BGG+ ciphertext as

𝒔𝑖  =  𝒔(𝑰 ⊗  𝒓𝒊
𝑇)

Freshly sampled 
by User 2

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇)

𝒔𝑩

𝑩−1(𝑨2 − 𝒙2 ⊗ 𝑮)

chosen 
by User1

𝒔?

𝒔(𝑨1 − 𝒙1 ⊗ 𝑮)

𝒔(𝑨2 − 𝒙2 ⊗ 𝑮)

Encryption

𝒔( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2



Construction Attempt 1

13

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 ,

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)

𝒓𝑖
𝑇



Construction Attempt 1

13

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)



Construction Attempt 1

13

[Wee22] - Homomorphism is preserved even 
after tensoring

𝑨 − 𝒙 ⊗ 𝑮 ⊗ 𝒓𝑇 𝑯 = (𝑨𝑓 − 𝑓 𝒙 𝑮) ⊗ 𝒓𝑇

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)



Construction Attempt 1

13

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇) [Wee22] - Homomorphism is preserved even 

after tensoring

𝑨 − 𝒙 ⊗ 𝑮 ⊗ 𝒓𝑇 𝑯 = (𝑨𝑓 − 𝑓 𝒙 𝑮) ⊗ 𝒓𝑇

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)



Construction Attempt 1

13

Proving Security: Cannot apply evasive LWE with 𝑨𝑓
−1 ⋅

Structured 
matrix

KeyGen(𝑓) Same as BGG+ key:  𝑨𝑓
−1(𝑮𝒖𝑇) [Wee22] - Homomorphism is preserved even 

after tensoring

𝑨 − 𝒙 ⊗ 𝑮 ⊗ 𝒓𝑇 𝑯 = (𝑨𝑓 − 𝑓 𝒙 𝑮) ⊗ 𝒓𝑇

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)



Construction Attempt 2

14

KeyGen(𝑓) 

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)



Construction Attempt 2

14

KeyGen(𝑓) 

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)

Modify the key as :  𝑩−1(𝑨𝑓𝒖𝑇 ⊗ 𝑰)



Construction Attempt 2

14

KeyGen(𝑓) 

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)

Modify the key as :  𝑩−1(𝑨𝑓𝒖𝑇 ⊗ 𝑰)

Proving Security: Can now apply evasive LWE  



Construction Attempt 2

14

KeyGen(𝑓) 

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)

Modify the key as :  𝑩−1(𝑨𝑓𝒖𝑇 ⊗ 𝑰)

Proving Security: Can now apply evasive LWE  

𝒔𝑩, 𝒔 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑇 ,Prove pseudorandomness of   𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔 𝑨𝑓𝒖𝑇 ⊗ 𝑰



Construction Attempt 2

14

KeyGen(𝑓) 

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)

Modify the key as :  𝑩−1(𝑨𝑓𝒖𝑇 ⊗ 𝑰)

Proving Security: Can now apply evasive LWE  

𝒔𝑩, 𝒔 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑇 ,Prove pseudorandomness of   

Use Tensor LWE assumption, but…

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔 𝑨𝑓𝒖𝑇 ⊗ 𝑰



Construction Attempt 2

14

KeyGen(𝑓) 

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 𝑰 ⊗ 𝒓𝑖
𝑇

= 𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝒓𝒊
𝑻

Encryption

𝒙 = (𝒙1|𝒙2) 𝒙1

𝒙2

BGG+ ciphertext

𝒔 𝑨1 − 𝒙1 ⊗ 𝑮 ⊗ 𝑰 , 𝒔𝑩

𝑩−1 𝑨2 − 𝒙2 ⊗ 𝑮 ⊗ 𝒓𝑖
𝑇 , 𝒓𝑖

𝑇𝒔 𝑰 ⊗ 𝒓𝑖
𝑇 ( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮)

= 𝒔(( 𝑨1 𝑨2) − (𝒙1|𝒙2) ⊗ 𝑮) ⊗ 𝒓𝑖
𝑇)

Modify the key as :  𝑩−1(𝑨𝑓𝒖𝑇 ⊗ 𝑰)

Proving Security: Can now apply evasive LWE  
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Open Problems

We also studied tensor LWE assumption and show new implications
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