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No fully simulatable DKG in the 
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Simulatable DKGs are not as 
efficient as the Pedersen DKG
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Pedersen DKG with PoP [KG20, CKM21]

Additive sharing of a secret key 
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Not fully simulatable DKG due to a 
possible shift [GJKR06]
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Security Proof for OLAF
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Similar to TS-UF-0 of [BTZ22] 

An honest party accepts NO signing queries before key setup (DKG) has 
finished for it
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M*, σ*
M* ∉ {M queried}
Verify(pk, M*, σ*) = 1{𝒜 ⇔wins
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Proper (A)OMDL proof has less DLog queries than challenges. 
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Counting DLog queries could be the most tricky part. 
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Discrete Log Oracle

OCH

ODLog

AOMDL Proof for Single-Signer Schnorr
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AOMDL Proof for Threshold Schnorr

Proof of single-signer Schnorr is well understood
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Proof of single-signer Schnorr is well understood

1

2

Simple simulation of signing queries

Rely on forking [PS00], [BN06], optimal tightness [Seurin11, FJS19]
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AOMDL Proof for Threshold Schnorr

1

2

Techniques do NOT carry over to the threshold setting
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AOMDL Proof for Threshold Schnorr

Using two nonces  instead of one nonce (see FROST [KG20]) 
To answer two signing queries on two executions for same 

D, E
D, E

Consider Pedersen DKG 
Reduction needs to know each  in  instead of just  to solve AOMDLxi ∑

i

xi = x x

1

2

Techniques do NOT carry over to the threshold setting

 | Paul Gerhart, Hien Chu (joint work with Tim Ruffing and Dominique Schröder)22
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We only have enough DLog queries for two executions of signing. 

 | Paul Gerhart, Hien Chu (joint work with Tim Ruffing and Dominique Schröder)23



Our Proof Strategy for OLAF 
gx1, π1 gx2, π2

Use Pedersen DKG with proofs of 
possession (PoPs) as in [CKM21]

PoP is Schnorr-like proof of knowledge

1

2
Use a novel forking proof technique to avoid 
AGM

 | Paul Gerhart, Hien Chu (joint work with Tim Ruffing and Dominique Schröder)24
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Existing Forking Techniques: Overview
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[BN06] bi-forking lemma ϵ′ = ϵ2/q [BCJ08] multi-forking lemma ϵ′ = ϵ/8

Multiple extraction (in 
composition) loses  success 
probability

2t

Only two executions

Polynomial number of 
executions

Multiple extraction points
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[BCJ08] multi-forking lemma ϵ′ = ϵ/8

Existing Forking Techniques: In Our Proof

R*, z*1

R*, z*2x =
z*2 − z*1
c*2 − c*1

[BN06] bi-forking lemma ϵ′ = ϵ2/q

DKGOSign HH

(PoPs)

π1, …, πt−1

π′ 1, …, π′ t−1
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The Mixed Forking
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The Mixed Forking

Two-step approach

𝒜

𝒞 (Fork𝒜)

𝒟 (Fork𝒞)

[BN06]

[BCJ08]
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We only have enough DLog queries for two executions of signing. 
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Reducing Number of DL Queries
DKG OSignH H

Pruning executions at the right time:

right after the DKG completion

then  but only two executions of  needs signing simulation𝒟′ ≈ 𝒟 𝒜
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Our Conclusion

• We proved the unforgeability of FROST3 with probability 

 in expected poly(T) timeϵ′ ≈
ϵ2

8q

• Using a practical DKG (Simplified Pedersen DKG + PoPs)

• In AOMDL + ROM
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For Robustness, see: 

ROAST: Robust Asynchronous Schnorr Threshold Signatures 

Tim Ruffing, Viktoria Ronge, Elliott Jin, Jonas Schneider-Bensch, and Dominique 
Schröder 
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