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Our Unforgeability Model

Similar to TS-UF-0 of [BTZ22]

An honest party accepts NO signing queries before key setup (DKG) has
finished for It
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AOMDL Proof for Threshold Schnorr

Proof of single-signer Schnorr is well understood
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AOMDL Proof for Threshold Schnorr

Proof of single-signer Schnorr is well understood

G Simple simulation of signing queries

e Rely on forking [PSOO], [BNOG], optimal tightness [Seurinll, FIS19]
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AOMDL Proof for Threshold Schnorr

Techniques do NOT carry over to the threshold setting

X;'s: signing key shares
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AOMDL Proof for Threshold Schnorr

Techniques do NOT carry over to the threshold setting

Using two nonces D, I instead of one nonce (see FROST [KG20])
To answer two signing gueries on two executions for same D, E

e Consider Pedersen DKG
Reduction needs to know each x; Iin Z X; = x Instead of just x to solve AOMDL

l

X;'s: signing key shares
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We only have enough DLog queries for two executions of signing.
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Our Proof Strategy for OLAF
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possession (PoPs) as in [CKM21]

PoP is Schnorr-like proof of knowledge x;s: signing key shares

7T;'s: proof of possession

e Use a novel forking proof technique to avoid g*'s: public key shares
AGM
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Existing Forking Technigues: Overview

8

[Bellare-Neven-05] bi-forking lemma €’ = 62/q
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Existing Forking Technigues: Overview
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Existing Forking Technigues: Overview

[BCJO8] multi-forking lemma ¢’ = €/8

=AU

Blockstream @
26 | Paul Gerhart, Hien Chu (joint work with Tim Ruffing and Dominigue Schroder)



Existing Forking Technigues: Overview

{ L =
[BNO6] bi-forking lemma €’ = €?/g [BCJ08] multi-forking lemma €’ = €/8
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Existing Forking Technigues: Overview
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Existing Forking Technigues: Overview

o —_—

[BNO6] bi-forking lemma €’ = €?/g [BCJ08] multi-forking lemma €’ = €/8

Q Only two executions

Multiple extraction (In
composition) loses 2! success

probability @
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Existing Forking Technigues: Overview

{ =
[BNO6] bi-forking lemma €’ = €?/g [BCJ08] multi-forking lemma €’ = €/8

Only two executions . . .
Q Y Q Multiple extraction points

Multiple extraction (In

composition) loses 2! success
probability
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Existing Forking Technigues: Overview

{ =
[BNO6] bi-forking lemma €’ = €?/g [BCJ08] multi-forking lemma €’ = €/8

Only two executions . . .
Q Y Q Multiple extraction points

Multiple extraction (In

composition) loses 2! success
probability

Q Polynomial number of
executions
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Existing Forking Techniques: In Our Proof

K K
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[BNO6] bi-forking lemma €’ = €*/g [BCIO8] multi-forking lemma €’ = €/8
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Existing Forking Techniques: In Our Proof

KO~
R 9Z1 72«.1, ¢ o o0 ﬂz—_l
oK oK
i — XL
X = 2 1 IQ*,Z>X< 71'{,...,71'/
¥ — X 2 —1
{ 2 1 L = (PoPs)

[BNO6] bi-forking lemma €’ = €*/g [BCIO8] multi-forking lemma €’ = €/8

mm) Can extract x from forgeries
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Existing Forking Techniques: In Our Proof

R*, zF

¥ = R*’Zik Ty ooy TT,_q

- ¢ — cff — (PoPs)
[BNO6] bi-forking lemma €’ = €*/g [BCIO8] multi-forking lemma €’ = €/8

=75

mm) Can extract x from forgeries mm) Can extracty,,...,X,_, from PoPs
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The Mixed Forking
DK

£y

Two-step approach

e/
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The Mixed Forking
DK

Two-step approach

e/

!
%(FOFKQ[) e={__ [BNO6] — x
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The Mixed Forking
DK

Two-step approach |

e/

!
%(FOFKQ[) e={__ [BNO6] — x

!

P (Fork‘g) —  [BCIOS]—> Xp,..., X, o
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We only have enough DLog queries for two executions of signing.
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Reducing Number of DL Queries
DKG

=) Pruning executions at the right time:
right after the DKG completion

then Y’ ~ & but only two executions of &/ needs signing simulation

oYY
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Reducing Number of DL Queries
DKG

=) Pruning executions at the right time:
right after the DKG completion

then Y’ ~ & but only two executions of &/ needs signing simulation
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Our Conclusion
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Our Conclusion

. We proved the unforgeability of FROST3 with probability

2
€
'~ 8_ iNn expected poly(T) time
q
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Our Conclusion

. We proved the unforgeability of FROST3 with probability
2
€
¢’ & — in expected poly(T) time

3¢

. Using a practical DKG (Simplified Pedersen DKG + PoPs)
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Our Conclusion

. We proved the unforgeability of FROST3 with probability

2
€
¢’ & — in expected poly(T) time

Sq
. Using a practical DKG (Simplified Pedersen DKG + PoPs)

. In AOMDL + ROM
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