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PROBING MODEL

A t-probing adversary can reveal a subset of t intermediate calculations. The
target is secure if the subset is independent of the secret.
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In previous works: generic (crude) reduction “non-uniform — uniform” (x|F|)

Ourobservation: f Y =LL LT T T I I [ |thenv3 LI ITTT]T[]
Y? not that far from uniform = specific (refined) reduction

Pros: reasonable quasi-constant factor overhead
Cons: requires monomia| SBoxes (ok for AES, not for DES)
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complementary directions

— We do not claim that the superiority of proofs by reductions is over

— We also confirm that some (field-size) factors coming from proof
reductions are indeed artifacts (see some bonus in the paper)

Future works:
- Relaxing the assumptions of direct proofs?

- Direct proofs for other masking schemes, e.g. table-based?

Thanks!
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