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Security Ishai, Sahai and Wagner [CRYPTO’03]
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Composition: Strong Non-interference (SNI) Barthe et al. [CCS’16]
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-SNI: the distribution of any set of at most  intermediate variables and  output 
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Stronger Region Probing Security

Split the circuit into regions

Each region is -probing secure  whole circuit is -region probing securet ⟹ t

Better reduction to more realistic leakage models
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Tight Private Circuits Belaïd, Goudarzi and Rivain [ASIACRYPT’18]

Secure composition in the probing model by inserting refresh gadgets

Only inserts refresh gadgets when needed (tight composition)

Not sufficient!

Uses SNI multiplication and refresh gadgets (authors use ISW scheme)

(more details later)
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composition in the region probing model 
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• Unify and extend free -SNI and -IOS


• Propose efficient automatic verification for both properties and include it in  (Belaïd et al. [S&P’22])


• Propose gadgets that satisfy both notions


• Generalize Tight Private Circuits (TPC) and show that it requires free -SNI multiplication and refresh gadgets


• Provide more efficient composition in the region probing model

t t

IronMask

t
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• Algebraic characterization for probe expression

Set of Probes
Gaussian Elimination 
(on randoms in the 
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Probes masked by a random 
value

Probes which contain no random 
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Input shares necessary for a 
perfect simulation
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Free-SNI & IOS

Verification of Free-SNI and IOS (or balanced Free-SNI)

Set of Probes

Input shares 
necessary for 
a simulation

Verify uniformity 
and independence 

for subsets of 
output shares 

How to do it 
with Gaussian 
Elimination ?

We show that one Gaussian Elimination is sufficient to find the set of input shares for the simulation and 
ensure the independence of the necessary subsets of output shares
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ISW Scheme Ishai, Sahai and Wagner [CRYPTO’03]

Example: -share ISW multiplication3

a1 × b1

a2 × b2

a3 × b3

+r1,2

a1 × b2 +r1,2 +a2 × b1

+r1,3

a1 × b3 +r1,3 +a3 × b1

+r2,3

a2 × b3 +r2,3 +a3 × b2+

+

+

c1 ←

c2 ←

c3 ←

Randomness Complexity 

Gates Complexity 

𝒪(n2)
𝒪(n2)

c1 + … + cn = a × b (over 𝔽2)
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ISW Scheme Ishai, Sahai and Wagner [CRYPTO’03]

-share ISW multiplication is -SNIn (n − 1)

-share ISW multiplication is only free -SNIn (n − 2)

-share ISW refresh (by fixing ) is free -SNIn b1, …, bn = 1,0,…,0 (n − 1)

Known

Our work
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random values

1
n/2 -share 

output
n

Randomness Complexity 𝒪(n log n)
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 Refresh Gadget Battistello et al. [TCHES’03]𝒪(n log n)

-share  refresh is -SNIn 𝒪(n log n) (n − 1)

-share  refresh is free -SNIn 𝒪(n log n) (n − 1)

Known

Our work
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The Return

• Secure tight composition in the probing model by inserting refresh gadgets only when needed


• Uses -SNI multiplication and refresh gadgets(n − 1)

Authors use and prove that any  shares of the output 
sharing of a -SNI gadget are uniform and independent of 

the input sharing

n − 1
(n − 1)

Not necessarily true when we have probes inside the gadget 

Breaks the correctness of the strategy
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The Return

• Secure tight composition in the probing model by inserting refresh gadgets only when needed


• Uses -SNI multiplication and refresh gadgets(n − 1)

c1 ← a1 × b1 + r1,2 + r1,3 + r1,4

c2 ← a2 × b2 + (a1 × b2 + r1,2 + a2 × b1) + r2,3 + r2,4

c3 ← a3 × b3 + (a1 × b3 + r1,3 + a3 × b1) + (a2 × b3 + r2,3 + a3 × b2) + r3,4

c4 ← a4 × b4 + (a1 × b4 + r1,4 + a4 × b1) + (a2 × b4 + r2,4 + a4 × b2) + (a3 × b4 + r3,4 + a4 × b3)

x

 is not uniform independent 
conditioned the probes 

c3
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The Return

• Secure tight composition in the probing model by inserting refresh gadgets only when needed


• Uses -SNI multiplication and refresh gadgets(n − 1)

Using free -SNI multiplication and refresh fixes the flaw in 
the TPC proof (uniformity of a subset of the output shares, 

conditioned on the probes)

(n − 2)

The results in TPC are still correct, because the authors use ISW, 
which is free -SNI(n − 2)

Our results generalize TPC to any free -SNI gadgets, like the  refresh gadget instead 
of the ISW refresh gadget (improved efficiency)

(n − 2) 𝒪(n log n)
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Framework by Goudarzi et al. [TCHES’21] provides region probing security by inserting IOS refresh gadgets 
between probing secure regions

We adapt the generalization of TPC to region probing security

• Use any IOS gadgets (not only refresh)


• Reduced number of IOS refresh gadgets to insert


• Increased efficiency and generalization to more IOS gadgets from the literature
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Thank you ! Any questions ?


