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Sublinear Secure Computation of Layered Circuits
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(Single-Server) Symmetric Private Information Retrieval
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[Boyle-Couteau-Meyer’22]

“Entropy”: x

Database 1 Database 2
· · ·

Database k

Q1(x) Q2(x) Qk(x)

I Public Correlation: Q1(·), . . . ,Qk(·)
I Upload communication O(|x |) and Download O(k)
I [Boyle-Couteau-Meyer’22]:

Construction based on rate-1 LHE of [Brakerski-Branco-Döttling-Pu’22]
(LPN + {QR ∨ DCR ∨ DDH ∨ poly-modulus LWE})
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(LPN + {QR ∨ DCR ∨ DDH ∨ poly-modulus LWE})



Fully Homomorphic
Encryption

Homomorphic
Secret Sharing

Correlated SPIR

Correlated Randomness

Trusted Setup

Lattice-Based Assumptions

DDH

DCR

poly-modulus LWE

Class Groups

superpoly-LPN

[Boyle-Couteau-Meyer’22] QR+LPN



Fully Homomorphic
Encryption

Extends to MPC

Homomorphic
Secret Sharing

Mostly 2PC?

Correlated SPIR

Only 2PC?

Correlated Randomness

Extends to MPC



Fully Homomorphic
Encryption

Extends to MPC

Homomorphic
Secret Sharing

Mostly 2PC?

Correlated SPIR

Only 2PC?

Correlated Randomness

Extends to MPC

M
PC

!

In This Talk:

N-Party HSS + corr-SPIR
⇒

(N + 1)-Party Sublinear



Selected Results for this Talk

1. A Framework for Sublinear (N + 1)-PC

I Tools:
I N-Party Function Secret Sharing
I Correlated Symmetric PIR

I Circuit Class:

I Layered Circuits (Sublinear Communication)
I LogLog-Depth Circuits (“Very Low” Comm.)

2. Sublinear {3,4,5}PC without FHE

I Assumptions: LPN + {DDH ∨ QR ∨ DCR ∨ poly-modulus LWE}
I Circuit Class:

I Layered Circuits O(|in|+ |out|+ |C |
log log |C | )

I LogLog-Depth Circuits O(|in|+ |out|+
√

|C |).
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Template for (N + 1)-Party Computation

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



Function Secret Sharing (FSS)
[Boyle-Gilboa-Ishai’15] FSS = (FSS.Gen, FSS.Eval)

Goal

f
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. . .

. . .

Share the secret
function f
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function shares
on public x

y1 y2 yN
Reconstruct

Output Shares +

f (x)

Using FSS
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k1 k2 kN. . .

. . .

. . .

FSS.Gen(f )
(complexity << |f |)

FSS.Eval(ki , x)

y1 y2 yN
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Output Shares+

f (x)

Compressing Function Shares to Short Keys

fi (·) ≈ FSS.Eval(ki , ·)
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Using FSS to compress function shares down to short keys

Generate FSS keys (k1, . . . , kN) for
f (·) := C (·, x1, . . . , xN)

P1 P2
. . . PN

x1 k1 x2 k2 xN kN

P0 only learns
FSS.Eval(x0, ki )

Oblivious
FSS.Eval(·, ·)

k1

Oblivious
FSS.Eval(·, ·)

k2

Oblivious
FSS.Eval(·, ·)

kN

x0 y1 x0 y2 x0 yN

P0

Broadcast

y1 + · · ·+ yN



General Framework – The FSS Viewpoint

Generate FSS keys (k1, . . . , kN) for
f (·) := C (·, x1, . . . , xN)

P1 P2
. . . PN

x1 k1 x2 k2 xN kN

Oblivious
FSS.Eval(·, ·)
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Oblivious
FSS.Eval(·, ·)

k2

Oblivious
FSS.Eval(·, ·)

kN

x0 y1 x0 y2 x0 yN

P0

Broadcast

y1 + · · ·+ yN

Properties of the N-FSS

1. Efficient Key-Distribution

Comm. O(|x1|+ · · ·+ |xN |)

2. Efficient Oblivious Eval.

Comm. O(|x0|+ |y |)



Oblivious Evaluation from Correlated SPIR
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Parallel instances of specialised
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Total Communication O(nB + m) using Correlated SPIR
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Using FSS with log log-depth Eval

Assumption:
FSS.Eval(ki , ·)
is log log-depth

Generate FSS keys (k1, . . . , kN) for
f (·) := C (·, x1, . . . , xN)
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. . . PN
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Correlated
SPIR
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Correlated
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Correlated
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P0

Broadcast

y1 + · · ·+ yN



Less General Framework – FSS with log log-depth Eval

Properties of the N-FSS

1. Efficient Key-Distribution

Comm. O(|x1|+ · · ·+ |xN |)

2. Low-Depth Evaluation

log log-depth FSS.Eval(ki , ·)

Generate FSS keys (k1, . . . , kN) for
f (·) := C (·, x1, . . . , xN)
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Question: Can we build such an FSS scheme?
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Back to the Template for (N + 1)-Party Computation
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Generate HSS Shares of (x1, . . . , xN)
(to be expanded to shares of

the truth table of each Cj(·, x1, . . . , xN))

P1 P2
. . . PN

N-HSS for the function
“Generate Local Tables”

x1 share1 x2 share2 xN shareN

Pi

Truth Table of
i th Share of C5

Truth Table of
i th Share of C10

P0

y5 y10

Correlated SPIR!

lo
g

lo
g

d
ep

th

C (·, x1, . . . , xN)

C10C5

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



Generate HSS Shares of (x1, . . . , xN)
(to be expanded to shares of

the truth table of each Cj(·, x1, . . . , xN))

P1 P2
. . . PN

N-HSS for the function
“Generate Local Tables”

x1 share1 x2 share2 xN shareN

Pi

Truth Table of
i th Share of C5

Truth Table of
i th Share of C10

P0

y5 y10

Correlated SPIR!

lo
g

lo
g

d
ep

th

C (·, x1, . . . , xN)

C10C5

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



Generate HSS Shares of (x1, . . . , xN)
(to be expanded to shares of

the truth table of each Cj(·, x1, . . . , xN))

P1 P2
. . . PN

N-HSS for the function
“Generate Local Tables”

x1 share1 x2 share2 xN shareN

Pi

Truth Table of
i th Share of C5

Truth Table of
i th Share of C10

P0

y5 y10

Correlated SPIR!

lo
g

lo
g

d
ep

th

C (·, x1, . . . , xN)

C10C5

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



Generate HSS Shares of (x1, . . . , xN)
(to be expanded to shares of

the truth table of each Cj(·, x1, . . . , xN))

P1 P2
. . . PN

N-HSS for the function
“Generate Local Tables”

x1 share1 x2 share2 xN shareN

Pi

Truth Table of
i th Share of C5

Truth Table of
i th Share of C10

P0

y5 y10

Correlated SPIR!

lo
g

lo
g

d
ep

th

C (·, x1, . . . , xN)

C10C5

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



Generate HSS Shares of (x1, . . . , xN)
(to be expanded to shares of

the truth table of each Cj(·, x1, . . . , xN))

P1 P2
. . . PN

N-HSS for the function
“Generate Local Tables”

x1 share1 x2 share2 xN shareN

Pi

Truth Table of
i th Share of C5

Truth Table of
i th Share of C10

P0

y5 y10

Correlated SPIR!

lo
g

lo
g

d
ep

th

C (·, x1, . . . , xN)

C10C5

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



Generate HSS Shares of (x1, . . . , xN)
(to be expanded to shares of

the truth table of each Cj(·, x1, . . . , xN))

P1 P2
. . . PN

N-HSS for the function
“Generate Local Tables”

x1 share1 x2 share2 xN shareN

Pi

Truth Table of
i th Share of C5

Truth Table of
i th Share of C10

P0

y5 y10

Correlated SPIR!

lo
g

lo
g

d
ep

th

C (·, x1, . . . , xN)

C10C5

Secret Share the Function
f (·) := C (·, x1, . . . , xN)

as f = f1 + · · ·+ fN

For now, think
secret-shared
truth table

P1 P2
. . . PN

x1 f1 x2 f2 xN fN

P0 only learns
yi := fi (x0)

Oblivious
Evaluation

f1

Oblivious
Evaluation

f2

Oblivious
Evaluation

fN

x0 y1 x0 y2 x0 yN

P0

Everyone gets
f (x0) = C (x0, . . . , xN)

Broadcast

y1 + · · ·+ yN



1. General Framework:
FSS for C s.t.

1. FSS.Gen can be distributed
with comm. o(|C |)

2. FSS.Eval can be distributed
with comm. o(|C |)
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2. Framework for
LogLog-Depth Circuits:

1. N-party HSS for Table
I N = 4: DCR
I N = 2: DDH, DCR,

Quasipoly-LPN,
poly-modulus LWE

2. Correlated SPIR
I LPN + {QR ∨ DDH ∨

DCR ∨ poly-modulus
LWE}



Some Other Results

3. Instantiating the framework with N-party
“Las Vegas” HSS (+ correlated SPIR)

I Core Issue:

Error Propagation (most elements of each truth table are
shared erroneously!)

I Solution:

DPF + PIR to oblivious correct errors

See the paper for the details!

4. 4-Party HSS for any log log-depth circuit
from DCR

Tweak of “Scooby” [Chillotti-Orsini-Scholl-Smart-vLeeuwen’22]
(4-Party constant-depth HSS from DCR)
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Open Directions

1. Beyond {3,4,5} parties?
I Bottleneck: N-party HSS, or “succinct function sharing”

alternative.

2. Beyond boolean circuits?
I Bottleneck: Correlated SPIR ↪→ Correlated Oblivious

Polynomial Evaluation (OPE)

3. Beyond loglog-depth or layered circuits?
I Bottleneck: Our “local truth tables” approach

4. Native malicious security?
(without communication-preserving compilers)



Thank you!
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