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Constrained Pseudorandom Function

Pseudorandom function: F:K xX =)

Definition. A deterministic keyed function that is computationally indistinguishable from a truly
random function. ([(GGM’1984])
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Constrained Pseudorandom Function

Constrained Pseudorandom function: F:K xX — Y

Definition. A pseudorandom function with constrained access to the evaluation.
([BW’13, KPTZ13,BGI'14])
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Constrained Pseudorandom Function

Constrained Pseudorandom function: F:K xX — Y

Definition. A pseudorandom function with constrained access to the evaluation.
([BW’13, KPTZ13,BGI'14])
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Constrained Pseudorandom Function

Constrained Pseudorandom function: F:K xX — Y

Definition. A pseudorandom function with constrained access to the evaluation.
([BW’13, KPTZ13,BGI'14])

Set of Outputs ()

msk
oracle queries

Co,mp“t‘;d 1010 1111 101011 ;
via ms 1110010 10101000 1011

11001 10101011 For a subset

ofinputs § C X

Yi

Security: the output on outside of S still cks
looks random to the adversary.
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Constrained Pseudorandom Function

Subset S is defined via a predicate C: X —{0,1}; Sc={x e X: C(z) =0}

Set of Outputs ()
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oracle queries
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Our contributions
1-key [ce/ective/y—cecure) constrained PRF
For :‘uner—,brac/uct and /l/C'7 ,brec/ica.teg.
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Our contributions
1-key [ce/ective/y—cecure) constrained PRF
For :‘uner—,brac/uct and /l/C'7 ,brec/ica.teg.

Set of Outputs ()

msk
oracle queries

Computed 1010 1111 101011 z;
via msk 1110010 10101000 1011
11001 10101011
K
Cks

For a subset
ofinputs s c x

+ MPC Applications
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Homomorphic Secret Sharing

Definition. Protocol for performing distributed evaluation on a secret. ([BGI’16])

Program P ¢ P [Goal: Evaluate P(s).}

S
secret

Mahshid Riahinia, ENS Lyon Constrained PRFs from Homomorphic Secret Sharing



Homomorphic Secret Sharing

Definition. Protocol for performing distributed evaluation on a secret. ([BGI’16])

Program P ¢ P [Goal: Evaluate P(s).]
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Homomorphic Secret Sharing

Definition. Protocol for performing distributed evaluation on a secret. ([BGI’16])

Program P ¢ P [Goal: Evaluate P(s).]

eko
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so and s; hide s
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Homomorphic Secret Sharing

Definition. Protocol for performing distributed evaluation on a secret. ([BGI’16])

Program P ¢ P | Goal: Evaluate P(s). |
ek
-
secret \
eky
cecrecy "
sp and s1 hide s correctness
Yo — y1 = P(s)
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Qur contributions
1-key constrained PRF for inmer-product and N7 predicates

From Aamomorp/nic secret chariug.

e Extending homomorphic secret sharing properties.
e (most of) Existing HSS schemes satisfy these properties.

~~~~> new constructions of constrained PRF.

e Revisiting Applications of HSS to Secure Computation.

o Secure computation with silent preprocessing, and
o  Secure computation with sublinear communication.
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Qur contributions
1-key constrained PRF for inmer-product and N7 predicates

From Aamomorp/nic secret chariug.

r

e Extending homomorphic secret sharing properties. (1) Decisional Composite Residuosity

e (most of) Existing HSS schemes satisfy these properties. | (2) LWE with superpolynomial modulus

. . (3) Hardness of the Joye-Libert
~~—~> new constructions of constrained PRF. < encryption §Chemey

(4) DDH & DXDH over class groups

e Revisiting Applications of HSS to Secure Computation.
(5) Hard Membership Subgroup over

class groups

o Secure computation with silent preprocessing, and L
o  Secure computation with sublinear communication.
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Constrained PRF

from

Homamor,bh/c Cecret § Aariug

(3eneral strateqy)



Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}
The adversary can evaluate on S, while learning nothing about the output outside of it.
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outsidg of it.
N l.de“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &
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PRF key

eko
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

constraint —
PRF key

— Yo

- v g A correctness:

yO_yIZPm(kac)
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

\ J

- r € Sc = P,(k,C)=0

- v g A correctness:

yo— 1y = Pu(k, C)
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

\ J

- r € Sc = P,(k,C)=0

- v g A correctness:

w1y =0 [:>yo=y1}

\

Mahshid Riahinia, ENS Lyon Constrained PRFs from Homomorphic Secret Sharing



Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N ide“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

\

= z € S¢c = P.(k,C) =0 V>— Equal outpute

C() k() — Y0
- v g A correctness:
msk
Y-y =0 [:>yo=y1}
Cl kl — U1
Ci({C
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N ide“ _

[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

\

r € S¢c = P,(k,0O) — 0 Equal outputs
=) T Q Sc = P;,;(k, C) = Fk(x)

C() k() — Y0
- v 7 A correctness:
msk
Y- = Fi(x)
Cl kl — U1
Ci({C
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _
[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

\

r € S¢c = P,(k,0O) — 0 Equal outputs
=) T Q Sc = P;,;(k, C) = Fk(x)

— Yo

A correctness:

Yo — Y1 = Fi(x)

looks random

(k is hidden)

Mahshid Riahinia, ENS Lyon Constrained PRFs from Homomorphic Secret Sharing



Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _
[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

\

z € S¢c = P,(k,O) — 0 Equal outputs

— = z & Sc = Py(k,C) = Fk(w)f\/\*,Qahdam—/oakimg
Function output

— Yo

A correctness:

Yo — Y1 = Fi(x)

looks random

(k is hidden)
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}
The adversary can evaluate on S¢, while learning nothing about the output outside of it.\/

N ide“ _
[Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fj,(z). &
@ @ x € S¢c = Pu(k,C) =0 ~v>— Equal outpute
— z & Sc = Pi(k,C) = Fk(w)f\/\*,Qahdam—/oakimg

Function output

eko

C() k() — — Yo
N v J ;. _J
.k w< msk function output
Y|
N CKC J

constrained evaluation
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.

N idea _

Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &
eko

O D msk depends onC

Co ko
N v J ;. _
L w< msk function output
k
i 9 . &.—> !
Ci({C

constrained evaluation

— Yo
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}

The adversary can evaluate on S¢, while learning nothing about the output outside of it.
N l.de“ _
Take a PRF F with key k, and use an HSS to compute P, : (k,C) — C(z) - Fi(z). &

O D msk depends onC

— Yo

function output

U1

constrained evaluation
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Constrained PRF from Homomorphic Secret Sharing

For a constraint C: X->{0,1}: S¢ ={z € X: C(z) = 0}
The adversary can evaluate on S¢, while learning nothing about the output outside of it.

How to generate (, before knowing C?
o/ e | mskdependsonC

Yo

function output

U1

constrained evaluation
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Constraived PRF

from

Homamor,bh/c Cecret § Aariug

What rea//y Aambep.yo/



Homomorphic Secret Sharing supporting P, : (k,C) — C(z) - Fx(z)
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Homomorphic Secret Sharing supporting NC* programs
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

Shares: Encryptions

Enc(C) Enc(k) e_k0>

Yo
i Enc(C) Enc(k) eky U1

J
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

Shares: Encryptions

r Dependent on C

eko

Enc(C)| Enc(k) —— —— Yo
C.k msk
ek1
Enc(C) Enc(k) U1
ClZC
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

Shares: Encryptions

?

Dependent onC r ¢

i Enc(C) Enc( ) eky - Y1

Mahshid Riahinia, ENS Lyon Constrained PRFs from Homomorphic Secret Sharing



Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k,C) — C(z) - Fy(z)
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k,C) — C(z) - Fy(z)

Inputs Enc(C) Enc(k) eky
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k, C) — C(w) . Fk(.’E) Allowed operation: Convert( )=

Inputs Enc(C) Enc(k) eky

Memory  Cy
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k, C) — C(:c) . Fk(.’E) Allowed operation: Convert( )=

Inputs Enc(C) Enc(k) ekg
e
Co
o C-C=C

Inputs Enc(C) Enc(k) eky
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P,:(k,C)— C(z) - Fr(x) Allowed operations: Convert( )=

' 4
- - Multiply(E(m), ny ) = (mn),
Inputs  |Enc(C) Enc(k) ekg Inputs  |Enc(C) ek;

C C

C 0 Cl
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k, C) — C'(:c) . Fk(.’E) Allowed operation: Convert( )=

- - MUItipIY(E(m), : )= :
Inputs Enc(C) 1 m eko Inputs Enc(C) 11 ek

[—

X X

C 0 Cl
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k, C) — C'(:c) . Fk(.’E) Allowed operation: Convert( )=

- - e
Inputs  |Enc(C) Enc(k) ekg Inputs  |Enc(C) ek;

& V4
C() Cl
Co—C1=C
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k, C) — C'(:c) . Fk(.’E) Allowed operation: Convert( )=

- - MUItipIY(E(m), : )= :
Inputs Enc(C) ekg Inputs Enc(C) ekq

< <
.
Can be ~
) faked! @ @ “
| Co—Cy =C |
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k,C) — C(z) - F

Inputs

(z)

Can be
fakec/ /

before
knowing C

Enc(k)

~ N

en

—

ekO

Allowed operation:

Inputs Enc(k) eky
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P, : (k,C) — C(z) - F

Inputs

Landom

E

(z)

before
knowing C

Enc(k)

N

Can be
f'akec// @ '

—

ekO

Allowed operation:

Inputs

Enc(k)

ek1
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P,:(k,C)— C(z) - F(x) Allowed operation:
after -
knowing C
Inputs Enc(k) eko Inputs Enc(k) ek
Landom
E ~

Can be
faked! VRN @
' E_Set Cl = Co —C
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P,:(k,C)— C(z) - F(x) Allowed operation:
after -
knowing C
Enc(k) ekg Inputs Enc(k) ek;
Landom
~
g Can be ~
faked! @ @ @
S =G -0=0Y Beb C1=Co =G
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Homomorphic Secret Sharing supporting NC* programs

Using (additively homomorphic) public-key encryption scheme.

P,:(k,C)— C(z) - F(x) Allowed operation:
after -
knowing C
Enc(k) eko Inputs Enc(k) ek,
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Constrained PRF

from

Homamor,bh/c Cecret § Aariug

For Inuner-Product.



Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fr(x) for a vector z.
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - F(x) for a vector z. Adversary can compute on X iff < z,x > =0.
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z.

Enc(k) ekq
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z.

Inputs

[—

Enc(k)

ekO

@onvert(E(m))= my = Multiply(E(m), 1, ) = mb>

-/Set z1 =29 — 2
Inputs @ Enc(k) eky
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z.

Inputs

[—

Enc(k)

ekO

@onvert( )= := Multiply( ,)= )

-/Set z1 =20 — 2
Inputs @ Enc(k) eky
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z.

Inputs

[—

Enc(k)

ekO

@onvert( )= = Multiply(E(m),) =(z-m)b>

-/Set z1 =29 — 2
Inputs @ Enc(k) eky
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z.

Inputs

[—

Enc(k)

F.(x)g

ekO

@onvert( )= = Multiply(E(m), 15 ) = mb)

-/Set z1 =29 — 2
Inputs @ Enc(k) eky
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z. @onvert( ) = - Mu|tip|y(E(m),) =(z-m)b>

-/,eaha/am -/ Set Z] =2y — Z
Inputs Enc(k)| ek Inputs @ Enc(k)|  ek;

[—
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Constrained PRF for Inner-Product constraint

P, : (k,z) — (z,x) - Fx(x) for a vector z. @onvert( ) = - Mu|tip|y(E(m),) =(z-m)b>
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Constrained PRF from Homomorphic Secret Sharing

Inner-Product Constraint  constraint C : vector z P : (k,z) — (z,x) - Fx(x)

Construction

Eandam -> Independent of 2! :D \
%‘ Enc(k) e_ko. — Yo
msk function output

ek1

Z;  Enc( ) (1

constrained evaluation
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Constrained PRF from Homomorphic Secret Sharing

Inner-Product Constraint  constraint C : vector z P : (k,z) — (z,x) - Fx(x)
Construction
r Random -> Independent of 2! :D \
20 Yo
msk function output

— U

ck, constrained evaluation

Random -> Constraint Hiding
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Constrained PRF

from

Homamor,bh/c Cecret § Aariug

For V('



Constrained PRF from Homomorphic Secret Sharing
NC" Constraint Py : (k,C) — C(x) - Fi(z)
Idea

%}&Q Enc(k:) e_ko, — Yo
N J -/
msk function output

i Enc(C) Enc(k) X1 — U
Cl\({C

C,k——

constrained evaluation

Mahshid Riahinia, ENS Lyon Constrained PRFs from Homomorphic Secret Sharing



Constrained PRF from Homomorphic Secret Sharing
NC" Constraint Py : (k,C) — C(x) - Fi(z)

g,h" gC (ElGamal) Idea

Enc(k) e_k0>

>*< — W
w< msk function output
i Enc(C Enc(k) eki — Y1

constrained evaluation
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Constrained PRF from Homomorphic Secret Sharing
NC" Constraint Py : (k,C) — C(x) - Fi(z)
Idea

o Yo
sk function output
m
C,k——
i E Enc(k) — U
~ J
ckeo constrained evaluation
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Constrained PRF from Homomorphic Secret Sharing
NC" Constraint Py : (k,C) — C(x) - Fi(z)
Idea

(@) = & o L \
o

C(x), Enc(k) e_ko, — Yo
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Conclusion

e HSS + (some level of) Programmability -> Constrained PRF (for inner-product and NC?)

e New constructions of constrained PRF.

(1) Decisional Composite Residuoisity, (2) LWE with superpolynomial modulus,
(3) Hardness of the Joye-Libert encryption scheme, (4) DDH & DXDH over
class groups, (5) Hard Membership Subgroup over class groups

e Revisiting Applications of HSS to Secure Computation.

o Secure computation with silent preprocessing. (one party can preprocess even before
knowing the identity of the other party)

o One-sided statistically secure computation with sublinear communication.
(without FHE!)
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Conclusion

e HSS + (some level of) Programmability -> Constrained PRF (for inner-product and NC?)

e New constructions of constrained PRF.

(1) Decisional Composite Residuoisity, (2) LWE with superpolynomial modulus,
(3) Hardness of the Joye-Libert encryption scheme, (4) DDH & DXDH over
class groups, (5) Hard Membership Subgroup over class groups

e Revisiting Applications of HSS to Secure Computation.
o Secure computation with silent preprocessing. (one party can preprocess even before

knowing the identity of the other party)
o One-sided statistically secure computation with sublinear communication.

(without FHE!)
Thank You! @\E

2 @@g eprint.iacr.org/2023/387
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