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Contribution

o Merge of two papers:
o M.—Martindale (2022), independent from Castryck-Decru (2022)
o Wesolowski (2022)
@ Proof-of-Concept Implementation — mainly by Panny and
Pope—available at

https://github.com/Breaking-SIDH/direct-attack
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https://github.com/Breaking-SIDH/direct-attack

Supersingular Isogeny with Torsion (SSI-T)

SSI-T
Let p be a large prime. There are public elliptic curves Egiart and Eggp,
and a secret isogeny wpeh: Fstart— FBop Of degree 30,

Given ¢pop (Estart[29]),

compute Ypqh.
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History of the SIDH problem

2011 De Feo, Jao, and Plat introduce SIDH
2016 Galbraith, Petit, Shani, Ti give an active attack

2017 Petit describes passive attacks on some parameter sets - SIDH not
affected

2020 de Quehen, Kutas, Leonardi, Martindale, Panny, Petit, Stange
give passive attacks on more parameter sets
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The attack

Estart [2a] SDBob(Estart [QG])
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Unknown Endomorphism Ring

o deg(Qextra) = 2¢ — 3° may not be smooth
o deg(@extra) = €297 — 3~ for some small e, i, and j
e This determines the complexity of the attack (Loa(1/2)).
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Known Endomorphism Ring

It’s ok if deg(@extra) = 2% — 3 is not smooth.
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Known Endomorphism Ring

It’s ok if deg(@extra) = 2% — 3 is not smooth.

Theorem

Assume the generalised Riemann hypothesis. Let Egtart be a
supersingular curve, together with a basis (ozi)?:l of End(Estart)-
There exists a polynomial-time algorithm that finds an isogeny
Pextra : Pextra — Estart of degree 2% — 3.
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d = < Pextra *(/ngob

« « ) ¢ Bextra X EBob — Estart X Eknown
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The End

Thanks for your
attention!

Questions?
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