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Almost Tight Security
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Security of a cryptographic Scheme based on a hard Problem.

Problem Scheme

hardness ' security

| will solve the \ | :;(e:zl:ittyl'l'e
roblem if you do :
i ! construct B —r
B 4= n— A

solving Problem in time tz with advantage €5 attacking Scheme in time t , with advantage €4

(Almost) Tight Security: 2 = O(1) or O(A),

Ex €4 where A = security parameter




Multi-User Security under Adaptive Corruptions (L\/IUC Security)—
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On Achieving Tight MU¢ Security
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On Achieving Tight MU¢ Security

Single—-user

security

PKE

(Public-Key
Encryption)

IND-CPA/CCA security

(Indistinguishability under Chosen-
Plaintexts/Ciphertexts Attacks )

SIG
(Digital
Signature)

(Strong) EUF-CMA security

((Strong) Existential Unforgeability under
Chosen-Message Attacks)

non-tight

non-tight

non-tight

Non-tight reduction!

@ = ttusers, ttciphertexts, or tsignatures

MUMC<°-CPA/CCA security

(Multi-User and Multi—-Challenge IND-CPA/CCA
security under adaptive corruptions)

(Strong) MUc-CMA security

(Multi-User (Strong) EUF-CMA security under
adaptive corruptions)




On Achieving Tight MU¢ Security: ImpOSS|b|I|ty Results
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Tight MUMCC°-CPA/CCA securityj/
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« [Morgan-Pass-Shi, AC20]

Impossible if the signing algorithm
is deterministic

)

a [Bader—-Jager-Li-Schage, EC16] R
Impossible if the relation (pk, sk) is

e
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[Bader—Jager-Li—Schage, EC16]

"unique" or "re-randomizable"

L

Impossible if the relation (vk, sk) is
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On Achieving Tight MU° Security: Possibility Results

Std/RO Security .
PKE model? Security? Loss AL
[LLP20, DCC] O(1) CDH
Std/RO Strong MU¢ Security .
SIG model? Security?  Security? Loss AL
[BHJKL15, TCC] Std - v 0o(1) MDDH
[GJ18, C] RO - v 0o(1) DDH
DDH/®-
[DGJL21, PKC] RO v v O(1) STl
[HUKLPRS21, C] Std X v O(A) MDDH
[PW22, PKC] RO - 0o(1) LWE

oSJTUI T

Only one PKE scheme is proved
to be tightly MUMC<c-CCA
secure, but in the RO model.

Only 5 SIG schemes are proved
to be tightly MU°-CMA secure.

Only one of them is proved to
be tightly strong MUc-CMA
secure, but in the RO model.




On Achieving Tight MU® Security: Possibility Results

SJTU L
PKE ﬁ;‘gésg Sex}rﬁy? S?_‘;”STV Assumption Only one PKE scheme is proved
[LLP20, DCC] RO v o) coH to be tightly MUMC®-CCA
’ secure, but in the RO model.
Std/RO Strong MU¢ Security .
SIG model? Security?  Security? Loss Assumption Only 5 SIG schemes are proved
[BHJKL15, TCC] Std - v o(1) MDDH to be tightly MU°-CMA secure.
[GJ18, C] RO - v o(1) DDH
DDH/®— Only one of them is proved to
[DGJL21, PKC] RO v v Ot hiding be tightly strong MUc-CMA
[HJKLPRS21, Cl|  Std x v O(A) MDDH secure, but in the RO model.
[PW22, PKC] RO - v o(1) LWE
? Can we achieve (almost) tight MU¢ security in the standard model?




Contribution I: Almost Tight MU°¢ Security in the Standard Model —
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Std/RO MUc Security .
PKE model? Security? Loss AUl ™\
DR almost tight MUMC<:-CCA
Ours Std v Ollog ) (sxpH, k-LIN) security in the standard model
)
Std/RO Strong MU¢ Security .
SIG model? Security?  Security? Loss AL
[BHJKL15, TCC] Std - v o(1) MDDH
[GJ18, C] RO = v o(1) DDH
DDH/®-
[DGJL21, PKC] RO v v o(1) hiding
[HUKLPRS21, C] Std X v O(A) MDDH
* The first SIG scheme with
[PW22, PKC] RO — v o(1) LWE )
almost tight strong MUc-CMA
MDDH o
Ours Std v v Ollog A (aypH. k-LIN) security in the standard model
’ )




Multi-User Security under Adaptive Corruptions & Leakages
(MU°<& Security) SV \F=rSUTU
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Contribution ll: AlImost Tight MU Security

Std/RO MUc&! Security .
PKE model? Security? Security? Loss AUz
[LLP20, DCC] = o(1) CDH
v MDDH
Ours == @3- o | OUP9N (ypH K-LIN)
Std/RO Strong MU¢ MUc&! Security .
SIG model? Security?  Security? | Security? Loss Aulzl
[BHJKL15, TCC] Std — N — O(1) MDDH
[GJ18, C] RO — Vi — O(1) DDH
DDH/®-
[DGJL21, PKC] RO v J — O(1) hiding
[HJKLPRS21, C] Std X v/ - O(A) MDDH
[PW22, PKC] RO — v — o(1) LWE
v MDDH
Ours = & v e - oy | OUOIN (ouDH k_LIN)

The first PKE scheme \
with almost tight

MUMC<& -CCA security

(no matter in the standard
model or in the RO model)/

The first SIG scheme \
with almost tight
strong MUc&-CMA

security (no matter in the
standard or RO model) /




Contribution II: Almost Tight MUc& Security & Full Compactness —

(1/6 - o(1))

(SXDH, k-LIN)

Std/RO MUc&! Security . Fully
PKE model? Security? Security? Loss AL compact?
[LLP20, DCC] - O(1) CDH v
v MDDH
Ours Std /3 -om) | O1°9N (oxpH, kL) Y
Std/RO Strong MU¢ MUc&! Security . Fully
SIG model? Security?  Security? | Security? Loss ATl compact?
[BHJKL15, TCC] Std - v — O(1) MDDH X
[GJ18, C] RO - v — O(1) DDH v
DDH/®-
[DGJL21, PKC] RO v v — O(1) hiding v
[HUKLPRS21, C] Std X v - O(A) MDDH X
[PW22, PKC] RO - v — O(1) LWE X
urs t o
o) Std y v v Olog A) .., MDDH v

—

= Lod U L

All our schemes \
are fully compact!

(Namely, all the
parameters, keys,
signatures, ciphertexts
consist of only a
constant number of

group elements.) j
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4F¥» Technical Tool: Publicly-Verifiable Hash Proof System




Recap: Hash Proof System [Cramer-Shoup, E(\)[QQ A

HPS = (A, a, Priv, Pub, X, L)

Priv Private evaluation over X » «
Ask( .) ‘ For x € X: .
A Aq(x) = Priv(sk, x) @
Projection key Pub Public evaluation over L /
For x € L with witness w:
k = k
M / Irm ey Ao (x) = Pub(pk, x, w)




Recap: Quasi-Adaptive HPS [Han—Llu—Lyu—G/\u C19 =

AL oJl
QA—HPS = (/\, (1(.), PI’iV, PUb, X, {I—i})

For x € L with witness w:
Ao (X) = Pub(pk, x, w)

For x € L, with witness w:
No(X) = Pub(pk;, x, w)




Our New Tool: Publicly-Verifiable QA-HPS PR

PV—QA—HPS = (A, Q(.), v, PriV, PUba VrfYHPSa X’ {LI})

For x € L with witness w:
Ao (X) = Pub(pk, x, w)

For x € L, with witness w:
No(X) = Pub(pk;, x, w)

For x € X, check hv = Ay(x) via: | | @

Vrfyues(vk, X, hv) =1 »




Properties of PV-QA-HPS (l)

—

« Verification Completeness:

~

For x € X and honestly generated hv = A, (x), it holds Vrfy,ps(vk, X, hv) = 1.

(Honestly computed hash values always pass the verification.)

- /
/- Verification Soundness: A
Given sk and vk = v(sk), it is computationally hard to find x € X and hv,

such that hv # A, (x) but Vrfy,ps(vk, X, hv) = 1.
_ (Hard to find an incorrect hash value to pass the verification.) Y




Properties of PV-QA-HPS (ll)

-
- Leakage-Resilient (LR)

<Ly, L>-One-Time (OT)-Extracting:

Conditioned on

sk: full entropy

—

S—sJTull Il

> pko —_ aLo(Sk), X @

o o(sk)

v(sk) I(sk)

> vk = v(sk),

> bounded leakage information (sk),

for any x € L, Ay(x) has high min-entropy.

\ J

sk: remainir

g ent

Ask(x)
\_'_I

ropy

Ao (X): high min—-entropy



Recap: Quasi—-Adaptive NIZK [Jutla—-Roy, AC13J N

QA-NIZK = (Prove, Vrfyyzk, Sim): tag-based

1

*

Proof generation over L Verification
For x € L with witness w: For x € X, check 1t via: For x € X:

Prove(crs, tag, x, w) = 1 Vrfynizx(crs, tag, x, ) = 1/0 Sim(crs, td, tag, x) = T

4 N : : )
- Perfect Zero-Knowledge (ZK): « Unbounded Simulation-Soundness (USS):
Prove = Sim over L. Hard to prove a false x ¢ L, even given
many simulated proofs.
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49 Almost Tight MU Security & Our Contributions

4F¥» Technical Tool: Publicly-Verifiable Hash Proof System

n Our SIG and PKE Constructions




Our SIG from PV-QA-HPS and QA-NIZK

~

anSN—<<vi

Gen — (vk = v(sk), sk) : Verification key and Hashing key of PV-QA-HPS

Sign(sk, m):

X< L

with w

sk PV-QA-HPS

output

compute
hv of x

o=(x, hv =|A,(x)],

=

prove that
X€EL

Prove(crs, tag=m, x, w)

<+<— tag=m

~—"

Vrfy(vk, m, o = (x, hv, 1) ):

X

vk PV-QA-HPS

output 1 iff

Vrfprs(Vk, X, hV) = 1

and

tag=m

Al

Vrfynizk(crs, tag=m, x, ) = 1




Tight Strong MU¥-CMA Security Proof of Our SIG =
7 N \T=1SJTUI
Verification Keys: Corruption Queries (i): Leakage Queries (i, 1):
{ vk; = v(skj) } i en] {ski}icq,, {I(sk) }iem

@U Signing Queries (i, m): Forgery (i*, m*, o* = (x*, hv, ") ): " € Q cor

OQ X < L with w x*

sk, PV-QA-HPS +— tag=m vK;s

compute prove that
hv of x X €L
output

o= (x, hv =|A,(x)|, m = |Prove(crs, tag=m, x, w)

output 1 iff

~—"

Vrfprs(Vki*, X*, hV*) = 1 and Vr'ny|ZK(CrS, tag=m*, X*, T[*) = 1




Step 1: Switch Language from L to L, for Slgnin Queries -

Y \%ﬁJTQ

Verification Keys:

{ vki = v(ski) }iem {ski}ice Q cor

@U Signing Queries (i, m): Forgery (i*, m

Corruption Queries (i):

Leakage Queries (i, 1):
{ I(Sk|) } i €[n]

L Lo ‘

- (X*, hV*, T[*) ): i* $ Qcor

*, 0*
Subset Membership .
6&) x Lo Problem (SMP) *

sk; PV-QA-HPS

output
o=(x, hv=[A,x)|, m=

Perfect ZK
of QA-NIZK output 1 iff

vK;s PV-QA-HPS

tag=m"

Sim(crs, td, tag=m, x)|) Vrfy,ps(vki., X*, hv*) = 1

and |Vrfyyz(crs, tag=m*, x*, ") = 1




Step 1: Switch Language from L to L, for Slgnjng Queries

Y XTF—=TSJTUl

Verification Keys:
{ vki = v(sk) } i e n]

@U Signing Queries (i, m):
@ X < Ly with w
L Lo ‘

/
(GLo(Ski)—‘
PV-QA-HPS
Public

output

o = (x, hv =|Pub(a,(sk;), x, w) |,

Corruption Queries (i):

{skilicq.,

Leakage Queries (i, 1):
{ I(Sk|) } i €[n]

Forgery (i*, m

= (X*, hV*, T[*) ): i* e Qcor

output 1 iff

vK;s PV-QA-HPS

tag=m"

Sim(...) ) Vrfprs(Vki*, X*, hV*) = 1

and |Vrfyyz(crs, tag=m*, x*, ") = 1




~

Step 2: Restrict Language from X to L for Fc}.c%ﬁe\ry?:%M =

Verification Keys: Corruption Queries (i): | eakage Queries (i, |):
{ vk; = V(Ski) } i €[n] { sk; } i € Qcor { |(Ski) } i €[n]

@U Signing Queries (i, m): Forgery (i*, m*, o* = (x*, hv, ") ): " € Q cor
X < Ly with w xX* Reject
if x* ¢ L Q
L Lo ‘ L Lo

/
ClLo(Ski)
PV-QA-HPS sKix PV-QA-HPS QA-NIZK tag=m"
Verification Soundness
of PV-QA-HPS
output 1 iff
output

o = (x, hv =|Pub(a,(sk;), x, w) |, Tt =|Sim(...)) hv* = A..(x*) | and | Vrfyyz(crs, tag=m*, x*, t*) = 1




Step 2: Restrict Language from X to L for Fc}ger

Verification Keys:
{ vki = v(sk) } i e n]

@U Signing Queries (i, m):
@ X < Ly with w
L Lo ‘

PV-QA-HPS

output

o = (x, hv =|Pub(a,(sk;), x, w) |,

rNTr—=—rsJTull

~

Corruption Queries (i):

{ski}ieq.,

Leakage Queries (i, 1):

{ I(Sk|) } i €[n]

Forgery (i*, m*,

o = (X*, hV*, T[*) ): i ¢ Q,cor

sk«

output 1 iff

-

Reject
if x* ¢ L

PV-QA-HPS

QA-NIZK tag=m’

Verification Soundness
of PV-QA-HPS

Sim(...)|)

hv* = A .(x*)

and

Vrfyyzc(crs, tag=m*, x*, m*) = 1

All reductions have all signing keys to handle adaptive Corruption & Leakage queries.




Now A's forgery hardly succeeds

S

7Y N\F—SJuTUll

Verification Keys: Corruption Queries (i):

@U Signing Queries (i, m):

{vk; =

v(ski) }iem {ski}ice Q cor

Leakage Queries (i, 1):

{ I(Sk|) } i €[n]

Forgery (i*, m*, o* = (x*, hv, ") ): " € Q cor
X < Ly with w Reject
~ if X* ¢ L
L Lo QLO(Ski) L Lo
output 1 iff
output
o = (x, hv =|Pub(a, sk, x, w) |, Tt =|Sim(...)|) hv* = A,.«(x*) | and | Vrfyyzk(crs, tag=m*, x*, T*) = 1

A's knowledge about sk;« in its forgery

> I(Ski*)
> pkojx =

o

» VKix = V(Ski*)

LR—<L,, L>-
OT-Extracting

in the verification key, 7 PY=RRIPE

from leakage queries,

ClLo(Ski*)

from signing queries.

) -

» For any x* € L,

Nei(X*) has high min-entropy.

A's forgery fails since

)




Our PKE from QA-HPS with New Properties and QA-NIZK -

= i SN
J \,

7 ¥ \T—=TSJTuUll 1L

Gen — (pk = a,(sk), sk): Projection key on L and Hashing key of QA-HPS

Enc(pk, m): Dec(sk, m, C = (x, d, i) ):
X < L with w X
Pk <+—tag=d sk tag=m
hide the prove that unhide the
message X €L mesSsage
output output
C=(x, d=|A,x)|+m, m=|Prove(crs, tag=d, x, w)|) m = d —| A, (x) | iff | Vryyzk(crs, tag=d, x, 1) = 1

A similar design with our SIG, but quite different tight proofs (see ePrint: ia.cr/2023/153/).
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49 Almost Tight MU Security & Our Contributions

4F¥» Technical Tool: Publicly-Verifiable Hash Proof System

n Our SIG and PKE Constructions

n Instantiations from Matrix DDH and More




Overview and Instantiations

Y N\F=sJTUll |
4 ) 4 )
SIG PKE
with Almost Tight with Almost Tight
Strong MUc&-CMA Security MUMC<&-CCA Security
- / o /
4 ) 4 )
PV-QA-HPS QA-NIZK QA-HPS with New Properties
» Public Verifiability  Perfect ZK  LR-<L, Ly>-Key-Switching
» Verification Soundness « USS * Lo—Multi-Key—-Multi-Extracting
\. LR-<Ly, L>—OT—Extracting) N Y \. Multi—-language Multi—fold SMP)
Inpired by Adapted from
t [Kiltz—Wee, EC15] t [AJOPRW, AC19] t [HLLG, C19]
4 A

Almost Tightly Secure Instantiations from MDDH

(which convers the standard SXDH, k—LIN assumptions)




Contribution lll: More Primitives with Almost Tight MU Sec Securl

7 1 "\ 5JT

/

-

PKE

with Almost Tight
MUMC<-CCA Security

~

"Enc-then-Sign"

)

/

\_

SIG

with Almost Tight
Strong MU<&-CMA Security

~

)

l Optimized

"

MAC

with Almost Tight
Strong MU<&-CMVA Security

\

)

Optimized

SignCryption
with Almost Tight

MU¢<& —Privacy & Authenticity
- j

Optimized

4 I
Authenticated Encryption

with Almost Tight
MU¢<& —Privacy & Authenticity

- )




Conclusion P —

* The first SIG, PKE, SC, MAC and AE schemes
v with almost tight MU¢ security in the standard model,
v with almost tight MU security.

* Generic constructions of SIG and PKE by using

* New technical tool: Publicly—Verifiable QA-HPS.

* Fully compact instantiations from MDDH over pairing groups.

Thanks! Questions?

ePrint: ia.cr/2023/153




