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Unforgeability for NIBS

Experiment

Adversary can make up to k queries
to a presignature oracle.

Oracle outputs presignatures given
nonce and recipients public key.

Winning conditions

Adversary outputs at least k+1 valid
message-signature pairs.

Messages are distinct.

Winning conditions
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Nonce Blindness

Signatures for the same recipient are
unlinkable.

Allows to issue multiple
presignatures without
breaking blindness.

Nonce Blindness
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skr-
. H(nonce)

Is a PRF for the recipient’s key

« Blindness from inverse/strong DDH




« NIBS and tag-based NIBS definitions
Summary and o ooeE
e Efficient constructions that

Open Problems works with standard PKI keys

« Generic construction from VRF and NIZK

Can we construct:

« Post-quantum NIBS/TNIBS

- NIBS/TNIBS without ROM

« NIBS/TNIBS without pairings
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E-mail

hanzlik@cispa.de eprint.iacr.org/2023/388
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