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PRF Security using H-coefficient Technique
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H-Coefficient Technique: For Tgo0d € Tid:

Pr e e —
A(Tid, TRe) < 1 — max M

P
TETgood Pl”|d(7'|d — 7—) + |dr(7— ¢ ,Tgood)

Need a lower bound on: |Tre N Tgood|-
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Provable Security using H-Coefficient Technique

XORP[w]

Goodness Restrictions:
WA () €l % [u]
yi £yl i€ld,j#J €]

Real World Realizability Restrictions:
Equations

X X! =i

i € [q]

X o X =y

Non-Equations

X o X, £0", (4,5) # (i,5)
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Mirror Theory

System of Bivariate Affine Equations
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Mirror Theory

System of Bivariate Affine Equations

For having a solution, all

X18Xo=M X1®Xi=XM Xs@X,=2\ cycles must have label sum
Xo®Xz=X XuBDXs=Xs Xr®Xs=As zero.
Xs®BXa=X3 XsdXs=X XsBXg=Xg
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Mirror Theory

System of Bivariate Affine Equations

For having a solution, all

X18Xo=M X1®Xi=XM Xs@X,=2\ cycles must have label sum
Xo®Xz=X XuBDXs=Xs Xr®Xs=As zero.
Xs®dXa=X3 Xsa®Xs=X Xzg®Xo=2Ao

Tl @gﬁ
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For pairwise distinctness of a
solution, every path must
have non-zero label sum.
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Mirror Theory

System of Bivariate Affine Equations

If we assign value to one

X10Xe=M Xi®Xsi=M Xe¢@®X,=\ Variable the values of the all
Xo@Xs=X XaDXs=X Xr®Xs=2As the variables in its component
Ng@Xa=23 X3@Xs=2x Xs®Xo=N gots determined.

Emax 1= size of largest
?/ /é@ component
A7
A2 A4 @ @(\
A3
&)
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Mirror Theory

System of Bivariate Affine Equations

X1®Xo=\ X1®oXa=M XedDXr=X
X10Xs=MDPA2 Xu®Xs=Xs X7DXg=Asg
X3®@ Xy= A3 Xz3@Xs=X Xs@Xg=Ng

& »

A7

S & e
&AS o

A3
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Mirror Theory

System of Bivariate Affine Equations

X1 @0 Xo= M\ X1®Xa=M\ X6 ® X7 =X
X1 ®Xs=MA® X X7 D X = As
Xi®Xs=M BB XrDXog=XADN

S A2 B A6 >\7

©)
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Mirror Theory

System of Bivariate Affine Equations

X1®Xo=\ X1®Xa=M\ X6 ® X7 = )\7
X1 0 X3=MA® X X7 @ Xg = As
X1 Xs=MB DI XrDXog=XADB N

D A2 B X¢ >\7

&)

Standard form of the system
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Mirror Theory

Generating Solutions to a System

712/0

1€y * V2¢o M Yq&q
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Mirror Theory

Generating Solutions to a System

vy =(71,-..,7q) - set system (galaxy of stars)

Y11 /O v21 TYal
712

)

V22 Yq2

V1€ ° V2€o . Ya&q

pe

71 =1{0, 711, .-, Tt 2 =1{0,721, ., vagn b Ya =1{0,7q1,- > Vqeq t

-

sets
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Mirror Theory

Generating Solutions to a System

~¥=(71,-..,7q) - set system (galaxy of stars)

% Ra” "

'Yq1/<>
'Yq2/O

7151 ° 7252 * Ya&q °
71 =1{0, 711, .-, gt 2 =1{0,7v21, -, vagn b Ya ={0,7q1: - Vqeq}

Ri,..., Rq%${0, l}n
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Mirror Theory
Generating Solutions to a System

vy =(71,-.-,7q) - set system (galaxy of stars)

R1 @11 Rz @ 21 Rg @ vq1
R1 @ 712 R2 @ v22 /. 5] ’Yq2
< Ro /. Rq
1€y * V2¢4o ° Yqéq .

R1 D 71g, R2 D vae, \.Rq D Vgeq

7 =A{0, 71155716, 3 v2 ={0, 7215 - v265 Ya =1{0,7q1, - Vqeq }
Ri,...,Rg+s${0,1}" The probability that this procedure will yield a particular
solution, (%11,...,%1¢y,-..,Zq1,.-.,Tqe,), to the above

system, is

Pr[Ry = z14,...
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Mirror Theory

Generating Solutions to a System

v =(71,...,7) - set system (galaxy of stars)

R1 & 711 Ra @ 721
711/’?1 D 712 “/21/:2 @ 722
%712/. Ra ’Yzz/.
Ve, ° Toe,  °
\.R1 @ v1e, Ro @ v2e,
71 =10, 711, 71e0 Y 2 = {0,721, -, v, }
Ri,...,Rg«s{0,1}" Disjointness event -

Disj(7) := 711 © Ry, ...
P(y) := Pr(Disj(v)) =
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’YKIfq *
\Rq e
Y = {0, vq1s -5 Vqgq b

,Yq @ Rq are disjoint
# p.d. solutions
2'nq
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Mirror Theory Main Result

Main Result

Consider a set system v = (v1,...,7q), with ||v| := >, |v:| = v and
[|7|lmax := max; |vi| = &max- Ifv < 21/2 or jf 272 > E2 ol + Emax, and
1 <o < 2" /1262, then

max:’

(2n)v
onv °

P(v) >
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Mirror Theory Main Result

Main Result

Consider a set system v = (v1,...,7q), with ||v| := >, |v:| = v and
V]l max == max; 7| = &max. v < 22 or if &max ~ O(2"/*//n), and
1 <o < 2" /1262, then

max:’

(2")w

P > .
(Fy) - 27:, v

(Zn)v A an — (2n)v

# p.d. solutions > o e

v = # variables

e = # equations
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Mirror Theory Proof Strategy

Proof Strategy

If there is just one star, P(v) =1

R1 @ 711
711 Eww
Ry 12
Y, *
R1 @ migy
71 =10, 711, 7164 }
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Mirror Theory Proof Strategy

Proof Strategy

If we remove a star from a galaxy... v — v_g

R1 @ 711 Ra @ 721
'Yll/Rl @ 712 721/.R2 D v22
%712/. Ra 722/.
Y1gq ¢ T2¢£5 ¢
R1 @ vi1gy R2 @ va2¢,
71 =A{0, 71155 v1e, 2 = {0,721, v2e0
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EUROCRYPT 2023



Mirror Theory Proof Strategy

Proof Strategy
If we remove a star from a galaxy... v — v_g

R1 @ v11 Rz & 721 Rg @ vq1

- /°
.
/ R1 EB 12 R2 @ 722 Rq ® 'Yq2

Y11
/
Ry //’ 127 T Ra /. Rq

\\ .
s
715\1 ° Y2¢5 ° Yq&q .

S R @ vigg R2 D Y2e, \.Rq D vqeq
S={0,7v11,---,me 2 =1{0,721, -, v2e, } Ya =10, 7vq1, -+ Vqgq }
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Mirror Theory Proof Strategy

Proof Strategy
If we remove a star from a galaxy... v — v_g

R1 @ v11 Rz & 721 Rg @ vq1

- /°
.
/ R1 EB 12 R2 @ 722 Rq ® 'Yq2

Y11
;

Ry //’ 1277 Ra /. Rq
’?15\1 Y2¢5 ° Yq&q .

S R @ vigg R2 D Y2e, \.Rq D vqeq
e}
S={0, 711,716, v2 =H{0,721, - v2e5 Ya = {0, vq15 -+ Vqgq }
%/—/
|S| elements ll7—s|l elements

P(FY) > P(P)/—S) (1 — W) [crude bound]
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Mirror Theory Proof Strategy

Proof Strategy

Iterating this inequality, i.e. removing stars from the galaxy one-by-one we

get
P(y) > (2")o (1 B q2€r2nax>

277/[) 27’L

Birthday Bound X

However for v < 2"/2 we can manipulate this inequality to obtain

(2"
P(v) 2 5
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Mirror Theory Proof Strategy

Link Deletion Equation

So instead of removing a star, we just remove one link from a star.

712/.

RESS T V265 ° Ya&q

N N N

. 2/.
q

Ry
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Mirror Theory Proof Strategy

Link Deletion Equation

So instead of removing a star, we just remove one link from a star.

Y—vq117q reduced galaxy

[2A)
.
/. /. ’
.
7/
71
_® ’
Y12

721 Yql /.
7/
Y22 ’ Yq2
R1 . Ra . Rq .
RESS T V265 ° Ya&q

~
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Mirror Theory Proof Strategy

Link Deletion Equation

So instead of removing a star, we just remove one link from a star.

Re & Y2 — Rq @ Yq1
[ ] o
/ //
7/
e & ° B
_— 7/
Y12 / Y227 4 Yq2
. o . .
R1 . Ra . Rq .
Yigy * V260 ° Yagq °
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Mirror Theory

Proof Strategy
Link Deletion Equation

So instead of removing a star, we just remove one link from a star
where § = v41 © Y21

merged galaxy

\ P
/. {"0 /.

»
"/151

\.
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Mirror Theory Proof Strategy

Link Deletion Equation

So instead of removing a star, we just remove one link from a star.

where § = Yq1 © Y21 merged galaxy

We must have (6 & y2) N (74 \ {vq1}) =0

B. Cogliati, A. Dutta, M. Nandi, J. Patarin, A. Saha EUROCRYPT 2023



Mirror Theory Proof Strategy

Link Deletion Equation
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Mirror Theory Proof Strategy

Link Deletion Equation

1
P(v) = P(v-ais) = 5n > P(us)
(6,5 el

where

I'={(z®y,S):yes €v_s, S @ (xDy) is disjoint with S\ =}
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Mirror Theory Proof Strategy

Link Deletion Equation

1
P(v) = P(v-ais) = 5n > P(us)
(6,5 el

where
I'={(z®y,S):yes €v_s, S @ (xDy) is disjoint with S\ =}

[T} < vl = Ay —[S1/2

Here we need that
@ the group ({0,1}™, @) is of exponent 2.

@ The link removed, z has to be “appropriately” chosen.

B. Cogliati, A. Dutta, M. Nandi, J. Patarin, A. Saha EUROCRYPT 2023



Mirror Theory Proof Strategy

Recursive Inequality

1
P(7) =P(y—ais) = 5n > Pyuss)
— .sher
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Mirror Theory Proof Strategy

Recursive Inequality

P(7) =P(y-z Z P( ’Y(SS’

P(T) = P(sz\T) - 2% Z P(T()]’T/) [whereT = S\J)]

(6,7")erl
(P =PE) — 5 S Plrhu)  fweeU=(S\2)U (@S]
,uHer
P() ~ P) < [P(ra) — P + o 0 [P(raw) = P(rh )]
(s, Uu")er’

1
+ o Z P(7s,11)

(6, T eI\I’
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Mirror Theory Proof Strategy

Recursive Inequality

D(a,t) = max IP(v) — P(v-s-s+sus')|
v,S,S
Iy|=a,|S|=¢

P(T) = P(T—z\T Z P To T’ [whereT = S\m]
(5 Ther

- (P(T,) = P( z\U Z P(’T}, U’ > [where U = (S\w) ] ((5@ S/)}

(s, UNer’

D(a, £ —1) < D(a, £ — 1) + ”7;¢ > D(a-1,£+|8[-1)
S'ev g
284/ [7 [[max - P(v)

on (1 _ Hw\v/umxxnw’n)‘VW'
2n
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Mirror Theory Proof Strategy

Recursive Inequality

D(a,t) < D(a,€— 1) 5””" ZD o104 & — 1) 4 —2DEmax - POY)

an (1 - qgtznax/2n)Q7a
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Mirror Theory Proof Strategy

Recursive Inequality

D(a,0) < D(a, £ —1) + gm‘”‘ ED (a—1,0+& —1)+

2A&max - P(v)

2" (1= q&hax/2™)?

—a

This term will vanish after £ — 1 iterations.

B. Cogliati, A. Dutta, M. Nandi, J. Patarin, A. Saha

EUROCRYPT 2023




Mirror Theory Proof Strategy

Recursive Inequality

q
D(a,) < D(a, b= 1)+ 22 S Dla— 1,046 — 1) + 288max - P(7)

= 2" (1 — g€ax/2™)"7%

The second term is multiplied by &max /2™, so will be geometrically reduced.
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Mirror Theory Proof Strategy

Recursive Inequality

D(a,@) S D(a,f _ 1 gmax ZD o — 1 L+ £1 _ 1) QAfmax ) P(’Y)

= 2" (1 — g&hax/2m)" "

This parasite term will not be an issue after a logarithmic number of iterations
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Mirror Theory Proof Strategy

Recursive Inequality

B gmax _ _ 2A§max . P(’Y)
D(a, ) < D(a,€—1) ZD a-Li+& -+ 2 (1 — q€2ax/2) 7

Iterating the recursive inequality for &max - n times and then applying the crude bound on the
resulting terms gives us )
D(Qr S| - 2) S 8P(’7>(A£fnax + 1)/271
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Mirror Theory Proof Strategy

Recursive Inequality

2A&max - P(v)
2n (1 - qg?nax/Qn)q7&

q
D(a, £) < D(e, £ — 1) + @ZD(Q—LB-&-& — 1)+
27L oy

Iterating the recursive inequality for &max - n times and then applying the crude bound on the
resulting terms gives us
S

D(q,]S] —2) < 8P(7)(A&hax +1)/2"

This implies

2
PG 1)) )

P(vs,5) < P(v_25) (1 + on
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Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen z € S € ~,

P = (1- L) o)

B. Cogliati, A. Dutta, M. Nandi, J. Patarin, A. Saha EUROCRYPT 2023



Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen x € S € ~,

277.

P(y) > (1 - HVH;I) P(v—as)

—x0|S —z1|S iy —xi|S
~ ﬂ}ow) alf @, 0 il

for “appropriately” chosen z; € S; € ’y(i’)

i ry(i+1) .

.-)fy
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Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen z € S € ~,

P 2 (1- L) o)

—z0lSo

y "ol (1) mmlg )

ey @ S

up to [|7(7)] < 2n/2

zilSi _(i+1)

RN
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Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen z € S € ~,

P = (1- L) peraye)

—z0|So

y TEelfo @) —mlf @)

—zilSi _(i+1)

) S )

Then we have

o (-1 _
P(7) = P[] (1 R 1)

i=1
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Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen z € S € ~,

P = (1- L) peraye)

L N G Tl N IOV O 1|

Then we have

P(y) > P(y) ﬁ( ||W||—Z>

i=1

—zilSi _(i+1)

NG
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Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen z € S € ~,

P = (1- L) peraye)

—z0|So

 TEolgo ) —mlf )

ey TEIS G ()

Then we have

only (| 2n

P(y) > (")) 1 (1 el —i)
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Mirror Theory Proof Strategy

Wrapping up the Proof

For an “appropriately” chosen z € S € 7,

P(y) > (1 — H’y!in—l) P(v—as)

—z0|S —z1|S iy —xi|S
~ ﬂ)ow) 1>17(2>---—w(” il

Then we have

(2"))1
P(y) 2 znninH

i ’y(i-H) .

._>fy

B. Cogliati, A. Dutta, M. Nandi, J. Patarin, A. Saha EUROCRYPT 2023



Mirror Theory Application

Security Analysis of 6-round Feistel

7 ={([Li, R:],[Si, T3]) : © € [q]}

Pr[tgre = 7] =

No(7) := |{(f1,--, f6) € FuncS : ¢O(f1, -+, f6)[Ls, Ri] = [Ss, T;]Vi € [q]}
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Mirror Theory Application

Security Analysis of 6-round Feistel

7= {([Li, Ri, [Si, T3)) : i € [¢]}-

\re${0, 1" \re${0, 1"
Pritgre = 7] =

No(r) = [{(f1,-++ s fo) € Funch s (f1, -+ , fo)[La, Ri] =[S0, TilVi € [q]}]
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Mirror Theory Application

Security Analysis of 6-round Feistel

7" = {([Ri, Xi],[A:, Si]) - i € [q]}

L ® f1(R) =X

Ai= T o f5(Sy)

Pritre = 7] = Z Nu(7") /|Funcn6

f1,fe

<+—$Func,,

N4(T’) = {(fg, ,f5) (S Funcfl :w4(f2,~~~ ,f5)[Ri,Xi] = [Ai,SZ-]Vi S [q}}’
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Mirror Theory Application

Security Analysis of 6-round Feistel
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Mirror Theory Application

Security Analysis of 6-round Feistel

Framework F: Collection of equalities on Y and Z variables

#(Y9,29) € (({0,1}™)9)? that satisfy F = (27)q—y - (2")g—z, =: weight(F).

Xi=X; = Y;®Y; =R;®R;
The only equations Y; = Y},¢ < j, are exactly those implied by F
Ai:Aj:Zj@Zj:Si@Sj
The only equations Z; = Z;,i < j, are exactly those implied by F
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#Y 1 satisfying (C1)] - [#29 satisfying (C2
) = o137 Y 0 (1421 sstin ()
f

where

XiIXj:>Yi€BY}=Ri@Rj
The only equations Y; = Yj;,¢ < j, are exactly those implied by F

Y=Y, eF = ZidZ;j = X;® X,

AZ':AJ' — ZZ'EBZJ' 257;695]'
(C2):
The only equations Z; = Z;,i < j, are exactly those implied by F

x=#{i,j}: Xi = Xj, a=#{i,j} : A; = A,
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@a-yr  (2a-zr
(2n)*tzF  (2n)etvr

(2n)4q—x—y]:—z_7:—a

Ny(7") > |Func,|* Z
good F

Xi:Xj - Y;EBY} :Ri@RJ‘
(C1):R Zi=Zje F = Yi®dY;=A: P A;
The only equations Y; = Yj,i < j, are exactly those implied by F
A=A = Z;®Z;=58S;
The only equations Z; = Z;,7 < j, are exactly those implied by F

m:#{i,j}:Xi:Xj, a:#{z7]}A7:A7
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Func,|* .
N4(7'/) > |(2n)4q| Z weight(F)
good F
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Ni(+) > \Funcn\4

> gy Pr[F is good] Zweight(]—")
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~ _ |Func,|* 84\ /on\2g
N4(7')2(2n)4q<1—2n (2")
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|Func,, |* ] 8q
2 (2724 S oon
f1,fe

+s$Func,

PritRe = 7] >

6
|Func,,
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1 1 @
Prlrge=7] _ @)%\ "2") | 8 ¢
Pl“[T|d = 7‘] 1 mn 22n
(27)q

For ¢ < 2" /12n?,

8¢ ¢
sprp
AdVGLR S 27 + ﬁ
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Mirror Theory Future Directions

Open Problems

@ non-homogeneous system of non-equations

@ groups of exponent # 2

o Eax > O(27/4) /)

@ equations having more than just two variables
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