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(good decoder but
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Traitor Tracing Schemes with Optimal Sizes

pk sk ct tracing assumption

O 1

BZ14 public 𝑖𝒪

GKW18 private LWE

CVWWW18 private LWE

• deployment-friendly

• tracing from different assumptions
• exploration of techniques

pairing
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But pk × sk × ct ≥ 𝑁 for all schemes so far!
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Our Results

pk sk ct tracing assumption

this 𝟑
𝑵 𝟏 𝟑

𝑵 private bi-𝒌-Lin
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TTct 𝜇 =
PLBEct 0, 𝜇 ⋯ PLBEct 𝑖 − 1, 𝜇 PLBEct 𝑖, 𝜇 ⋯ PLBEct 𝑁, 𝜇

≥ 𝜀 By (1), ≈ 0;
total gap of Ω 𝜀 .

By (2), if user 𝑖 is honest, then ∆𝜀𝑖 ≈ 0;
if ∆𝜀𝑖 = Ω Τ𝜀 𝑁 , then user 𝑖 is a traitor.
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index-hiding ⟺ finding 𝑖1

∗

set-hiding ⟺ finding 𝑖2
∗

tracing (similar to [Z20])

Ours. pk , ct = 𝑁1 +𝑁2, sk = O 1 .

Optimal Balancing. 𝑁1 = 𝑁 Τ2 3, 𝑁2 = 𝑁 Τ1 3.
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= ൝
𝜇, 𝑖1 > 𝑗1 and HammingWeight 𝑟𝑖2 ⊕𝑢𝑖1,𝑖2 ≥ Τ2𝜆 5 ;

⊥, otherwise.
no need to hide 𝒓’s in 𝐜𝐭
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One More Thing: Adaptive Security
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⊥, 𝑃 𝑥 = 0.

𝑧-selective and 𝒙-adaptive by carefully implementing hybrids.

Challenge. cannot predict 𝑃 𝑥 – if 𝑃 𝑥 = 1,
hybrid move for hiding 𝑓 𝑧 in typical proof is invalid

(“switch to semi-functional key”)

Solution. if 𝑓 𝑧0 = 𝑓 𝑧1 , no move is needed;
if 𝑓 𝑧0 ≠ 𝑓 𝑧1 , deduce 𝑃 𝑥 = 0 and perform the move.
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Open Questions
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to achieve O 𝑁 Τ2 9 -size components?
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Is the product “the correct measure”?
Can we “rebalance” among pk, sk, ct
to achieve O 𝑁 Τ2 9 -size components?

How far can pairings go?

Can we achieve pk , ct = O 𝑁 Τ1 3−𝜀 , sk = O 1 ?

Can we achieve such parameter sizes
for broadcast-and-trace / public tracing?
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Stock Question: Technical Comparison with [Z20]

this: rPLBE / traitor tracing with pk , ct = O 𝑁1
Τ1 2 + 𝑁2 , sk = O 1 .
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rPLBE / traitor tracing with pk , ct = O 𝑁2 , sk = O 𝑁1 +𝑁2 , *
amplifying that scheme to (for 𝑁1𝑁2𝑁3 users)

pk = O 𝑁2 , sk = O 𝑁1 +𝑁2 , ct = O 𝑁2 + 𝑁3 ,

optimal balancing by 𝑁1 = 𝑁2 = 𝑁3 = 𝑁 Τ1 3.

* proof requires GGM & amplified from “risky” traitor tracing.
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By message-hiding, ≈ 0;
total gap of Ω 𝜀 .

By index-hiding, if all 𝑖1,⋆ are honest, then ∆𝜀𝑖1 ≈ 0;

if ∆𝜀𝑖1 = Ω Τ𝜀 𝑁1 , then some 𝑖1,⋆ is a traitor.

ct 𝑖1 − 1, ∅, 𝜇 ≈ ct 𝑖1, ∅, 𝜇
given sk≠𝑖1,⋆’s and sk∈∅’s

index-hiding
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Stock Question: Traitor Tracing from rPLBE: Identifying 𝑖2

TTsk𝑖 = rPLBsk𝑖

TTct 𝜇 =
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ct 𝑖1 − 1, 𝑆𝑁2 , 𝜇 ≈ ct 𝑖1, 𝑆𝑁2 , 𝜇
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then ∆∆𝜀 ≈ 0;

so
if ∆∆𝜀 = Ω Τ𝜀 𝑁1𝑁2 ,
then 𝑖1, 𝑖2 is a traitor.
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