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Proof-carrying Data (PCD) [CT10, BCCT13] generalizes path graph to DAG.
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* Transparent / universal setup
* Efficiency improvements
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Theoretical:

* Requires non-blackbox use of oracle; this
breaks the RO abstraction.

* Security flaws may be In the heuristic step
|GoldwasserK03; CanettiGHO4].

1

Practical: TT;

* No flexibility: Oracle must be instantiated
as a circuit: can’t use MPC, hardware
token.

* |nefficient: SNARKSs about SHA2, BLAKE
are expensive!
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* |Let's try to instantiate the low-degree random oracle...
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H —) H)| () D —) H

Hash function Polynomial of

(x,) (x) (1) ‘ degree 2

Arithmetic circuit

* The IVC verifier for the low-degree random oracle runs in time at least O(2”).

. . - ()
* For widely used hash functions, D > 25.

* We need to reduce the depth of this circult.
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°* This is not a low-degree extension of H, so we can't instantiate the LDRO this
way.
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Modelling Challenges

1. How do we define wo?

[ wo IS an adversarially chosen PPT-computable function. J

2. How do we define VvO?
* If d =1, an efficient adversary can invert ro[JKRSO09].

* |f VO is adversarially chosen, an efficient adversary can invert ro.

[ VO is a uniformly random low-degree extension of vo withd > 2. ]

* Weakening this choice Is a guestion for future work.



The question

IS there an oracle model for which:

1. There exists a PCD scheme In this model under standard
assumptions; and

2. The oracle can be heuristically instantiated in software?



The question

IS there an oracle model for which:

1. There exists a PCD scheme In this model under standard
assumptions; and

2. The oracle can be heuristically instantiated in software? /



Overview of construction



Overview of construction

PCD In the
AROM.



Overview of construction

Security In

ROM => PCD In the
Security In AROM.

AROM.

Via the combinatorial nullstellensatz
[Alo99] and results from algebraic query
complexity [AWO09].



Overview of construction

By constructing an accumulation
scheme [BCMS20] for the arithmetized
random oracle.

Security In

- Query .
SROM. t_>' reduction in the | Pig CI;]I\;he
ecurity in AROM. .

AROM.

Via the combinatorial nullstellensatz
[Alo99] and results from algebraic query
complexity [AWO09].



The question

IS there an oracle model for which:

1. There exists a PCD scheme In this model under standard
assumptions; and

2. The oracle can be heuristically instantiated in software? /



The question

IS there an oracle model for which:

1. There exists a PCD scheme In this model under standard
assumptions; and v

2. The oracle can be heuristically instantiated in software? /



Thanks!






Emulation of the ARO

Lemma: There exists a probabilistic algorithm /M such that for every security

parameter\ € N, query bound¢ € N and ¢t-query adversary:

Pr
(ro,wo,vo)<+—QO(\)

_A(ro,wo,v"o) _ 1_

Pr
(ro,wo,vo)<+—QO(\)

] (ro,wo) 1
AM =5
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