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Background on Constant Round 2PC

B Steady improvement in the semi-honest world

Textbook P&P GRR3 GRR2 Free-XOR  FleXOR Half-Gates Three-Halves
[Yao86] [BMR90] [NPS99] [PSSW90] [KSOS8] [KMR14] [ZRE15] [RR21]

>
XOR: 8k  XOR:4k XOR:3k XOR:2k  XOR:0 {0,1,2}k 2K 1.5k +5
AND: 8k AND:4k AND:3k AND:2k AND: 3k
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Background on Constant Round 2PC

B Steady improvement in the semi-honest world

Textbook P&P GRR3 GRR2 Free-XOR  FleXOR Half-Gates Three-Halves
[Yao86] [BMR90] [NPS99] [PSSW90] [KSOS8] [KMR14] [ZRE15] [RR21]

>
XOR: 8k  XOR:4k XOR:3k XOR:2k  XOR:0 {0,1,2}k 2K 1.5k +5
AND: 8k  AND:4x AND:3x AND: 2k AND: 3k

® What about the malicious world?

Cut-and-Choose
[LPO7 NOO9,HKE13,NST17....]

O(pk) or O( 5z
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Background on Constant Round 2PC

B Steady improvement in the semi-honest world

Textbook P&P GRR3 GRR2 Free-XOR  FleXOR Half-Gates Three-Halves
[Yao86] [BMR90] [NPS99] [PSSW90] [KSOS8] [KMR14] [ZRE15] [RR21]

>
XOR: 8k  XOR:4k XOR:3k XOR:2k  XOR:0 {0,1,2}k 2K 1.5k +5
AND: 8k AND:4k AND:3k AND:2k AND: 3k

® What about the malicious world?

Cut-and-Choose Authenticated Garbling
[LPO7,NOO9,HKE13,NST17,...] [WRK17,KRRW18]
>
O(pk) or O( 5z More: 13K 4 8p
I_lonline: 2K + 1
r N [ N a

n U—Ionlinew B Actively-secure

—| constant-round
TinyOT* Checking 2PC
\_ 4 1\ J
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Background on Constant Round 2PC

B Steady improvement in the semi-honest world

Textbook P&P GRR3 GRR2 Free-XOR  FleXOR Half-Gates Three-Halves
[Yao86] [BMR90] [NPS99] [PSSW90] [KSOS8] [KMR14] [ZRE15] [RR21]

>
XOR: 8k  XOR:4k XOR:3k XOR:2k  XOR:0 {0,1,2}k 2K 1.5k +5
AND: 8k AND:4k AND:3k AND:2k AND: 3k

® What about the malicious world?

Cut-and-Choose Authenticated Garbling PCGs
[LPO7,NOO9,HKE13,NST17,...] [WRK17,KRRW18] [BCG+19,
>
O(pk) or O(% More: 13K 4 8p YWL+20,
Monfine: 2K + 1 | CRR21,...]

4 N (G N\ \

n U—Ionlinew B Actively-secure

—| constant-round
TinyOT* Checking 2PC
\_ 4 1\ J
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Background on Constant Round 2PC

B Steady improvement in the semi-honest world

Textbook P&P GRR3 GRR2 Free-XOR  FleXOR Half-Gates Three-Halves
[Yao86] [BMR90] [NPS99] [PSSW90] [KSOS8] [KMR14] [ZRE15] [RR21]

>
XOR: 8k  XOR:4k XOR:3k XOR:2k  XOR:0 {0,1,2}k 2K 1.5k +5
AND: 8k AND:4k AND:3k AND:2k AND: 3k

® What about the malicious world?

Cut-and-Choose Authenticated Garbling PCGs AG from PCG
[LPO7,NOO9,HKE13,NST17,...] [WRK17,KRRW18] [BCG+19, [DILO22]
>
O(pk) or O(£% More: 13k 4 8p YWL+20, | 7o e-hyb. 2k + 8p
Montine: 2k + 1 __CRR2V,..] | Fpamr-hyb. 2k + 4p

4 N (G N\ \

M Moniin Actively-secure
4 L on ew — (e v L Can we close the gap? }
\TinyOT*/ \Checking) 2PC
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Our Contributions

B Authenticated garbling with one-way comm. as small as semi-honest half-gates

2PC Rounds Communication per AND gate
Prep. Online one-way (bits) two-way (bits)
Half-gates 1 2 2K 2K
HSS-PCG 8 2 8k + 11 (4.04 %) 16k + 22 (8.09 )
KRRW-PCG 4 4 5k + 7 (2.53 %) 8k + 14 (4.05x)
DILO 7 2 2k +8p+1(2.25x) 2k +8p+5(2.27x)
This work 8 3 2k + 5 (~ 1x) 4k + 10 (2.04 %)
This work+DILO 8 2 2k +3p+2(1.48x) 2k +3p+4(~ 1.48x)
FcoT | [cpre | Contribution 1: ¢y With 2-bit comm. per AND gate
Dual-Key ) f
| Auth. l

LI‘IDMEX 1 Contribution 2: Consistency checking via dual execution
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Authenticated Garbling = Distributed Garbling + Checking

~ controls garbling so it can m® selective-failureon A :=z® X\ = Secret share A == a® b

NN Masked Ly p, B garble different logic = Add IT-MAC, equality check, etc.
0 0 | Lo ® i+ X @ XA
0 1 Lo © (Nj - Xj © X)AA
1 0 Lo @ (Aj - Xj @ X )Ap
1 1 Lk,O &P (>\,’ . >\j ) Ak)AA
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Authenticated Garbling = Distributed Garbling + Checking

~ controls garbling so it can m® selective-failureon A :=z® X\ = Secret share A == a® b

NN Masked Ly z, B garble different logic = Add IT-MAC, equality check, etc.
8 ° ttg g & | ij $i£§§2 B We need preprocessing information to complete garbling
1 0 Lk,O ) (>_\, . >_\j D Xg)Ap
1 1 Lko @ (A - Aj © A)AA - R
P samples A ~
| Fore  [al (8] [b], [B] Rt
a op) a — a- AB a,a,AA AA,AB b, ,AB
Ap Ap a a b B \ak@bk:)\,--)\jfor(i,j,k,/\)) a a b B
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Authenticated Garbling = Distributed Garbling + Checking

controls garbling so it can m selective-failureon A :=z® A\ = Secret share A\ :=a® b

NN Masked Ly z, B garble different logic = Add IT-MAC, equality check, etc.
0 0 Lo © (A - X @ Xp)A i i 1 '
o 1| 0B eran B We need preprocessing information to complete garbling
1 0 Lo @ (Aj - Xj @ X )Ap
1 1 Lk,O ) (>\,' . >\j D Ak)AA - ™\
@ samples o
| Fpre [l (8l [b], [B] At
a ® a =a-Ag a,a, Aa Ap, Ap b,b, Ag
A A N ~ | G by = \: - \: i A N
A A Alice’s GC | Bob’s GC A DA =2 DA ® N @ X)) - (A ®N) - Ap
0 0 Lo @ Klhogol | MIAgo] =X ApA D - D (G D by) - Ap
0 1 Lk.o @ K[Ao1] M[Ap1]
1 0 Lk.o @ KlA10] M[A10]
1 1 Lk o @ KlA11] M[A11]

Free-XOR GC =
‘AA‘ = K ~ 128

Hongrui Cui - Actively Secure Half-Gates with Minimum Overhead under Duplex Networks



Authenticated Garbling = Distributed Garbling + Checking

controls garbling so it can m selective-failureon A :=z® A\ = Secret share A\ :=a® b

AR Masked Ly z, B garble different logic = Add IT-MAC, equality check, etc.
0 0 Lo © (i - X @ X )A . . .
O Ltzg 0% oA A B We need preprocessing information to complete garbling
1 0 Lo @ (Aj - Xj @ X )Ap
1 1 Lk,O ) (>\,' . >\j D Ak)AA - ™\
@ samples o
\ A - A
A Fpre [a], [a], [b], [b] AO
a ® a =a-Ap a,a, A Ap, Ag b,b, Ag
A A . ~ .. R
B B a a3 b b\ak@bk_)\,--)\jfor(:,j,k,/\)) aab b
A A Alice’s GC | Bob’s GC A DA =2 DA ® N @ X)) - (A ®N) - Ap ) A Aj | Alice’sAuthGC | Bob's AuthGC
0 0 Lk,0 © K[Aoo] M[Ago] =X DA D .. B (G P by) - Ap 0 0 Lk.o © M[Ago] K[Agol
0 1 Lo © KA1l M[Ap1] 0 1 Lo © M[Ap1] K[Ao1]
1 0 Lo @ KiA10] M[A10] \ 1 0 Lo © MI[A10] KlA10]
1 1 Lo @ KAl | MIAq] e Bg = Bg @ (N ®X) - (A ®XN) - Ap 1 1 Lo © M[A11] KlA11]
=X - AR D .. (G, D b) - A
Free-XOR GC = B s IT-MAC Soundness =

‘AA‘ = K ~ 128

AB‘:p%lI-O
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KRRW18: Distributed Half-Gates Garbling + Equality Checking

B Distributed half-gates garbling is fully M- Bp =X - Bp ® (N ®N) - (A B X)) - Ap
compatible with =N BABNY B @@ X) - B
already shared Gk.0 Gk 1

-
4k bits/AND 2 1 bits/AND
— | Distributed _ ¢’ { 3 2115 S5 b i

. WRK17 7 KRRW18
Half-Gates L~
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KRRW18: Distributed Half-Gates Garbling + Equality Checking

B Distributed half-gates garbling is fully M- Bp =X - Ba ® (A ®N) - (A ®N) - Ap
compatible Wlth pre = @A) - AA BN A BN BN - Ap
alread;/r shared G;,O G;,l
r : ,%c 4k bits/AND 2Kk + 1 bits/AND
Fore Distributed 1 .- { WRK17 — KRRW18
Half-Gates L~

B b-mask removes selective failure, now only need to check correct AND correlation

L/\k D M = (/\, D )\,) . (/\] D )\j) W@ ex ;= N D A\ ® /\,'/\j D /\,')\j D A,’/\j D )\,’)\j =0

(Check:) w

® Evaluator sends {A, } for all AND gates @ A @
B The checking equation reduces to equality check - 13,
| ® Use random linear combination to reduce comm. Defines [ek]
and checks

4pbits/AND _ 0 bits/AND S x“ex = 0
WRK17 KRRW18
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Efficient COT/sVOLE and Designated Verifier Zero Knowledge

@ [»FSVOLE j @
S
M|—=|K Ul xA
Fq
Fe Ty Fj

B Efficient protocol for FcoT, FsvoLe With sublinear comm. and
linear comp. from LPN [YWL+20,CRR21,...]
®m We refer the FF, = [, variant of FovoLE as FcoT
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Efficient COT/sVOLE and Designated Verifier Zero Knowledge

@ [»FSVOLE j g)
S
u—u UfxA
Fq
F¢ ¢ [R¢

B Efficient protocol for FcoT, FsvoLe With sublinear comm. and
linear comp. from LPN [YWL+20,CRR21,...]
®m We refer the FF, = [, variant of FovoLE as FcoT

Derandomization operation: Fix

~N

d =xXxPu @
u

Ny

@6 - A
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Efficient COT/sVOLE and Designated Verifier Zero Knowledge

@ [»FSVOLEJ @
S
u—u UfxA
Fq
F; Fe Fj

B Efficient protocol for FcoT, FsvoLe With sublinear comm. and

linear comp. from LPN [YWL+20,CRR21,...]

®m We refer the FF, = [, variant of FovoLE as FcoT

.

~N

Derandomization operation: Fix
® 6:=x0u @
X = u X u

Ny

@6 - A

B Efficient proof for deg-d relations on u [DIO21, YSWW21, ...]

e Ju], f S

SDVZK J— f(u) = 07
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Efficient COT/sVOLE and Designated Verifier Zero Knowledge

& .. . .
Q? []'_SVOLE j () B Efficient protocol for FcoT, FsvoLge With sublinear comm. and
* | A linear comp. from LPN [YWL+20,CRR21,...]
®m We refer the FF, = [, variant of FovoLE as FcoT

Derandomization operation: Fix )
- &
u=1u - |ulxA Q 5._x@u>®
[, X = u X = u &6-A
B Efficient proof for deg-d relations on u [DIO21, YSWW21, ...]
F, Fg Fy
Q [u], f S

SDVZK J— f(u) = 07

® In DILO, those PCG correlations are called “simple correlations”
B Unfortunately, we still don’t have an efficient direct F,. PCG construction
B The closest is the FpamT correlation generated from Ring-LPN, but with p-time overhead
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Prior Art: DILO

|-7: re Eval:

® (G Z ) g) | H(Lia ) @ Ai - Go @ H(Lja) ® A - Gir @ Li, }
k.0s Ok.1
b b >

Possibly corrupted Equivalent to guessing A ? ?
B Garbler can only guess once

® If b is uniformly random, then guessing leaks no information

B If #Guess is too large, then abort happens overwhelmingly, if #Guess is too little, then we
don’t require much entropy from b
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Prior Art: DILO

|.7-' re Eval:

® (G Z ) g) | H(Lia ) @ Ai - Go @ H(Lja) ® A - Gir @ Li, }
k.0s Ok.1
b b >

Possibly corrupted Equivalent to guessing A ? ?
B Garbler can only guess once

® If b is uniformly random, then guessing leaks no information

B If #Guess is too large, then abort happens overwhelmingly, if #Guess is too little, then we
don’t require much entropy from b

(DILO Oberservation 1)
It suffices for b to be p-w { B #Guess < p: Abort is input-independent w

wise independent B #Guess > p: Abort is overwhelming
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Prior Art: DILO

F re EvaI:
L/ @ S | H(LiA) @ Ai - Gko @ H(Lja) © Aj - G1 @ Li, J

1Gk0, G} . . ? ?
Possibly corrupted Equivalent to guessing A\

Garbler can only guess once

If b is uniformly random, then guessing leaks no information

If #Guess is too large, then abort happens overwhelmingly, if #Guess is too little, then we
don’t require much entropy from b

(DILO Oberservation 1)
It suffices for b to be p-w { #Guess < p: Abort is input-independent w

wise independent #Guess > p: Abort is overwhelming

[DILO Oberservation 2] . For L = O(p - Iog(%)), 3 uniform|y\
| We can construct pjwise h o= M| x @* random M suffices
independent b by linear We can encode b* in Fcot global
\expansion keys
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DILO Implementation of F.,.: Encoding b* as Global Keys

samples

n ~ st.a, Db = (a;®b;) - (a; ® b
al, 4], [b]. [B] (& b= (@& h) (4 Sb)
A, Ag = aja; b G,’bj D Gjb,' D b,’bj

DILO Compression: [sufﬁces to compute a ® b*jT T
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DILO Implementation of F.,.: Encoding b* as Global Keys

samples

n ~ st.a, Db = (a;®b;) - (a; ® b
al, 4], [b]. [B] (& b= (@& h) (4 Sb)
A, Ag = aja; b G,’bj D Gjb,' D b,‘bj

DILO Compression: [sufﬁces to compute a ® b*jT T

B COT can be extended to block COT, preserving PCG efficiency

¢ S (Focor )
A , A

Using )
isomorphism _
Ml=IKl+1alx A R, — [ M |H K —l—aX[Al...AL}
F2LK, N : _ i Flé?fl_
=
IFN,.:(L ]FN’?L FN
IF{ng-t Fg“{ Fg 2 2 2
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DILO Implementation of F,.: Computing Bk

&

|

.
| FbcoT j

Q>

M[=|K

_|_

b*

X [b’{ . AB, ’b;_k : AB,AB}

XAA
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DILO Implementation of F,.: Computing Bk

|

.
| FbcoT j

Q>

&

M[=|K|+ b*| X Aa

B By linearity on IT-MAC, we can get

alprag = [ab]]ag

aibj|a, for anyi, j
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DILO Implementation of F,.: Computing Bk

e :FbCOT j @ .

B [a]prag = [ab]]ag
B By linearity on IT-MAC, we can get
aibj|a, for anyi, j

5 M|=|K|+ [p*{ x An

Q>
-
-

FiX({G,‘Gj}) -
[FDVZK j Verify mult. correlations

FiX(AA) >
Verify b* - Ag correlation []—"DVZKJ
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DILO Implementation of F,.: Computing Bk

e :FbCOT j @ .

B [a]prag = [ab]]ag
B By linearity on IT-MAC, we can get
aibj|a, for anyi, j

5 M|=|K|+ [p*{ x An

Q>
-
-

e 8 e 8
FiX({G,‘Gj}) >
[]:DVZK] Verify mult. correlations LDeﬁne [bk]ag = [k @ aja; @ ajb; @ ajbi]ABw
FIX(AA)

>
Verify b* - Ag correlation []—"DVZKJ
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DILO Implementation of F,.: Computing Bk

e :FbCOT j @ .

B [a]prag = [ab]]ag
B By linearity on IT-MAC, we can get
aibj|a, for anyi, j

5 M|=|K|+ [p*{ x An

Q>
-
-

L & e 8
FIX({G,‘(J]}) > _
[]:DVZK] Verify mult. correlations LDeﬁne [bk]ag = [k @ aja; @ ajb; @ ajbi]ABw
' M1 = Bk
Fix(Anp) > N .
Verify b* - A correlation []-"DVZKJ Bbo:=( b ® b ) Agl

[] Bk — b,‘bj o, Ek

Hongrui Cui - Actively Secure Half-Gates with Minimum Overhead under Duplex Networks



10

DILO Implementation of F,..: Authenticating b, (Under Ax)

B It suffices to compute by since [Bk]AA = [Ek]AA @ [bibj]a,
. .

| 'V L Bk = d D aiaj o G,’bj D Cljb,'
< Fix({bib;}) B ph © b = (4D aa; @ ab; ® ab;) - Aa

Verify mult. correlation [.FDVZK ]
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DILO Implementation of F,..: Authenticating b, (Under Ax)

B It suffices to compute by since [Bk]AA = [Ek]AA @ [bibj]a,
. .

| 'V O Bk = d D aiaj o G,’bj D Cljb,'
< Fix({bib;}) B ph © b = (4D aa; @ ab; ® ab;) - Aa

Verify mult. correlation [.FDVZK ]

Generate mask dy» € Foo
>
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DILO Implementation of F,..: Authenticating b, (Under Ax)

B It suffices to compute by since [Bk]AA = [Ek]AA @ [bibj]a,
. .

| 'V L Bk = d D aiaj o G,’bj D Cljb,'
< Fix({bib;}) B ph © b = (4D aa; @ ab; ® ab;) - Aa

Verify mult. correlation [.FDVZK ]

[FbCOT] LLocaIIy comptue [vi|a, = [Ek - Ap D di 2] Ag
@ Q Mg ‘= Ek (_\D
{G,'GJ'AA} >
Fix | {axAa} = ~ ~ _
al\a B b =(Ch] © ChJ )- AB1

Generate mask dy» € Foo
>
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1

The Online Protocol

(KRRW Check: )
® Evaluator sends {A, } for all AND gates

B The checking equation reduces to equality check
| @ Use random linear combination to reduce comm.
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1

The Online Protocol

(KRRW Check: )
® Evaluator sends {A, } for all AND gates

B The checking equation reduces to equality check
| @ Use random linear combination to reduce comm.
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The Online Protocol

(KRRW Check:) .
® Evaluator sends {A, } for all AND gates X
<

®m The checking equation reduces to equality check N=aebe|zl b= M
| @ Use random linear combination to reduce comm.

(DILO-WRK Check)
N Ag =X -Dg D (ANBXN)-(AD)N) Ap
=M A AN - A @A) - Ag © AN - A © (Gk © by) - A
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The Online Protocol

(KRRW Check: )
® Evaluator sends {A, } for all AND gates X
<

®m The checking equation reduces to equality check N=aebe|zl b= M
| @ Use random linear combination to reduce comm.

(DILO-WRK Check)
M- D =X - Dgd(N@N) (NN As |Nilg®©b)As = AibjAs ® AiK|g)] © A,-M[a,ﬂ
:)\k-AB@/\,-/\j-ABEB/\,-)\,--AB@/\,-A,--AB@(?J,(@B,()-AB
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The Online Protocol

(KRRW Check: )
® Evaluator sends {A, } for all AND gates

B The checking equation reduces to equality check
| @ Use random linear combination to reduce comm.

N—a|d bl |Z

« @
(DILO-WRK Check)
M- D =X - Dgd(N@N) (NN As |Nilg®©b)As = AibjAs ® AiK|g)] © A,-M[a,ﬂ
:)\k-ABGB/\,-/\j-ABEB/\,-)\,--AB@/\,-A,--AB@(?J,(@B,()-AB

1

(AuthGC) \
GE) 0 ) A Aj | Alice’sAuthGC | Bob's AuthGC
D 0 0 Lo © M[Agol K[Aoo] 0 .
Distributed _ < + g i L0 @ MiAg1] i K[Ao1] = 2Kk + 3p bits/AND
_—e e O L e DML L K[Apl T
Half-Gates 11 l[‘,jjg@M[,\fj] KIA11] /
2k bits/AND 3p bits/AND
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12

Optimizing the Compressed Preprocessing Protocol

The overhead of DILO is
5p + 2 bits per AND gate

|

1 bit
?4 Fix({bib}) |

[,0 +1 bits]

\_

Fix({aia})

Mmg1 ‘= M [Bk]
ot

(4051t

{aiga;An}
Fix {akAA}
aAA

@
PN

Mg o ‘= M [Vk]

>
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12

Optimizing the Compressed Preprocessing Protocol

The overhead of DILO is
5p + 2 bits per AND gate

|

1 bit
?4 Fix({bib}) |

[,0 +1 bits]

\_

Fix({aia})

Mmg1 ‘= M [Bk]
ot

(4051t

{aiga;An}
Fix {akAA}
aAA

@
PN

Mg o ‘= M [Vk]

>

® Why not call Fix(by) directly?
B We need to detect against dishonest Fix() input
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Optimizing the Compressed Preprocessing Protocol

The overhead of DILO is ® Why not call FiX(Ek) directly?
5p + 2 bits per AND gate B We need to detect against dishonest Fix() input
& =
e Q) —» B [aAa]a:. = [A]asAg LDuaI Key Authentlcatlonw
1 bit B M[aAa] ® KlaAa] = aAaAg
< Fx(1bibj}) w ® We denote it as (a)
[,0 +1 bits]
FiX({G,‘Gj})
Mmg1 ‘= M[bk]
- et
| 4p bits |
_ b
1910, Ap
Fix {akAA}
aAA 7
Mg o ‘= M[Vk]
N et

12 Hongrui Cui - Actively Secure Half-Gates with Minimum Overhead under Duplex Networks



Optimizing the Compressed Preprocessing Protocol

The overhead of DILO is ® Why not call Fix(by) directly?
5p -+ 2 bits per AND gate B We need to detect against dishonest Fix() input
& ST
e ) —» B [aAalas = [A]asAg LDuaI Key Authentlcatlonw
1 bit B M[aAa] ® KlaAa] = aAaAg
< Fx(1bibj}) w ® We denote it as (a)
(p+ 1 bits) . &
Fi/x({a,-aj}) ) O igppose we generate (by) and (r), [r]g (mask for &)
my1 := M[by] m Ocan openy =Y , < - Ek & r and convince
. |t @ N N
. m O calls Fix(by) and checks S xbd[r]dy =0
| 4p bits | .
{agiajAn}
Fix {akAA}
aAA 7
mk’g = M[Vk]
. ot
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Optimizing the Compressed Preprocessing Protocol

The overhead of DILO is ® Why not call FiX(Ek) directly?
5p -+ 2 bits per AND gate B We need to detect against dishonest Fix() input
& .
e ) —» B [alAa]a, = [A]las.Ap LDuaI Key Authentlcatlonw
1 bit B M[aAa] ® K[aAa] = aBaAg
< Fx(1bibj}) w ® We denote it as (a)
[,0 +1 bits] . &
Fi/x({a,-aj}) ) O igppose we generate (by) and (r), [r]g (mask for &)
my1 := M[by] m Ocan openy =Y , < - Ek & r and convince
§ > @ N N
. m O calls Fix(by) and checks 3, x“[bi] ® [r] @y = O
| 4p bits | .
19ia;An}
Fix {akAAA} If so we can reduce 4p bits to 1 bit )
a "
~ Our goal is to generate (by) := (ax) @ (aia;) ® (aib;) & (a;b;)
Mg o ‘= M[Vk] \
- >

12 Hongrui Cui - Actively Secure Half-Gates with Minimum Overhead under Duplex Networks



13

Optimizing the Compressed Preprocessing Protocol, Continued

encoding b in FpcoT global keys
] DA[ak] D DB[ak] = arAp A\ -FCOT
] DA[CI,'bj] . DB[Gibj] — Cl,‘bjAAAB Q @
EiX({AB, b*AB})

m (b)) = (a) @ (aia;) & (aib;) & (a;b;) { The compression technique allows w
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13

Optimizing the Compressed Preprocessing Protocol, Continued

m (b)) = (@) & (aia;) @ (aib;)) & (a;b;) The con.npres.sion technique allows
encoding b in FpcoT global keys
] DA[ak] D DB[ak] = arAp A\ Fcot
] DA[CI,'bj] D DB[Gibj] = Cl,‘bjAAAB Q @
EiX({AB, b*AB})
JANS D JAN = ApApg

b,*AB D b,*AB — b,*AAAB
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Optimizing the Compressed Preprocessing Protocol, Continued

m (b)) = @) @ (aia)) @ (aib;) & (a;b;) The con.npres.sion technique allows
encoding b in FpcoT global keys
] DA[ak] D DB[ak] = arAp A\ -FCOT
] DA[CI,'bj] . DB[Gibj] — Cl,‘bjAAAB Q | @
Q o EIX({AB, b AB})
,‘ P ® | Po = ApAp
L+1
FoloT 4p = b ApApR
al|l—/ a |ft]a X[,Bl,...,,BL,AB]

X [Bo, Ag]

Q>
|
Q>
_|_
Q>
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Optimizing the Compressed Preprocessing Protocol, Continued

m (b)) = @) @ (aia)) @ (aib;) & (a;b;) The con.npres.sion technique allows
encoding b in FpcoT global keys
] DA[ak] D DB[ak] = arAp A\ Fcot
O DA[CI,'bj] D DB[Gibj] = Cl,‘bjAAAB Q | @
o EIX({AB, b*AB})
e P ® | Po = ApAp
L+1
FoloT an = b ApAR
a |/ a + al X¥ [ﬁ]_, s 5[_, AB] - A;l P _A_]- — AB

A @ (B)DRT=biA
By Fix(A,) |KlBol @ .A’ = M[Bo]

(6o, ) KBl @ (B)-an =MIs]

[DIO21] gives a modular way of
proving equality under independent keys

Q>
|
Q>
_|_
Q>
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Optimizing the Compressed Preprocessing Protocol, Completed

An, Ag — $st. Isb(ApAg) = 1
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Optimizing the Compressed Preprocessing Protocol, Completed

e (For) g

—| [+ b*xAa

FiX({AB, b*AB})

Fiﬁ(l’, r- AB}, {b,bj})

14

X [:81’ ceey IBLa AB]

An, Ag — $st. Isb(ApAg) = 1

2
‘FbCOT

Q>

a

_I_

Q>

FiX({G,‘Gj}l

X [1807 AB]
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Optimizing the Compressed Preprocessing Protocol, Completed

An, Ag — $st. Isb(ApAg) = 1
e <

@
=| |+ Pb*xAa Focor Focor
Fix({Ag, b*Ag}) a | a Flalx[Bi,...8,08] | @ [ & [+|a]x[Bo,As]
FE(I’, r- AB}, {b,bj}) Fix({aiaj}l

{Deﬁne (by) := (aibj) ® (ajbi) & (ax) ® <aiaj>w
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Optimizing the Compressed Preprocessing Protocol, Completed

An, Ag — $st. Isb(ApAg) = 1
e <

@
=| |+ Pb*xAa Focor Focor
Fix({Ag, b*Ag}) a | a Flalx[Bi,...8,08] | @ [ & [+|a]x[Bo,As]
Fz(r, r- AB}, {b,bj}) Fix({aiaj}l

{Deﬁne (by) := (aibj) ® (ajbi) & (ax) ® <aiaj>w

M1 = Isb(Da[bi])

by = mi1 @ Isb(Da[bd]) |
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Optimizing the Compressed Preprocessing Protocol, Completed

An, Ag — $st. Isb(ApAg) = 1
e <

@
=| |+ Pb*xAa Focor Focor
Fix({Ag, b*Ag}) a | a Flalx[Bi,...8,08] | @ [ & [+|a]x[Bo,As]
Fz(r, r- AB}, {b,bj}) Fix({aiaj}l

{Deﬁne (by) := (aibj) ® (ajbi) & (ax) ® <aiaj>w

M1 = Isb(Da[bi])
by = mi1 @ Isb(Da[bd]) |

~

FiX(bk)

-
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Optimizing the Compressed Preprocessing Protocol, Completed

An, Ag — $st. Isb(ApAg) = 1
e <

@
=| |+ Pb*xAa Focor Focor
Fix({Ag, b*Ag}) a | a Flalx[Bi,...8,08] | @ [ & [+|a]x[Bo,As]
Fz(r, r- AB}, {b,bj}) Fix({aiaj}l

{Deﬁne (by) := (aibj) ® (ajbi) & (ax) ® <aiaj>w

M1 = Isb(Da[bi])

by = mi1 @ Isb(Da[bd]) |

_ B Check {B;} consistency by Fix(A’,)
- B Check b*Ag,{aja;}, {bib;} consistency by Fpyvzk
yi=r+Y  x* by m Check my ; consistency by CheckZero((y) — )
- m Check Fix(by) consistency by CheckZero([y] — y)
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Optimizing the One-way Communication Via Dual Execution

>

o &
® Optimized Fepre + DILO-WRK = 7 — @D: 2 + 3p + 2 bits, O — e : 2 bits

B How about optimizing one-way communication? Maybe dual execution?
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Optimizing the One-way Communication Via Dual Execution

>

& &
® Optimized Fepre + DILO-WRK = 7 — @D: 2 + 3p + 2 bits, O — e : 2 bits

B How about optimizing one-way communication? Maybe dual execution?

o &
X for Zx y for Ig y for Ig X for Zx
MNoc MNoc
{)\k, I—k,O, I—k,l} {/\k, I—k,/\k} fork ¢ W {)\/, le,O’ L;<1} {/\/, L;(’Nk} fork ¢ W

{zy} forw € O {z] } forw € O
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Optimizing the One-way Communication Via Dual Execution

>

& &
® Optimized Fepre + DILO-WRK = 7 — @D: 2 + 3p + 2 bits, O — e : 2 bits

B How about optimizing one-way communication? Maybe dual execution?

e & e e
X for Zx y for Ig y for Ig X for Zx
MNoc MNoc
{)\k, I—k,O, I—k,l} {/\k, I—k,/\k} fork e W {)\/, le,O’ L;<1} {/\/, L;(’Nk} fork e W
{zy} forw € O {z] } forw € O

B [HEK12, HsV20]: Check for equality in circuit outputs

RICe o
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Optimizing the One-way Communication Via Dual Execution

>

& &
® Optimized Fepre + DILO-WRK = 7 — @D: 2 + 3p + 2 bits, O — e : 2 bits

B How about optimizing one-way communication? Maybe dual execution?

e & e e
X for Zx y for Ig y for Ig X for Zx
MNoc MNoc
{)\k, I—k,O, I—k,l} {/\k, I—k,/\k} fork e W {)\/, le,O’ L;<1} {/\/, L;(’Nk} fork e W
{zy} forw € O {z] } forw € O

B [HEK12, HsV20]: Check for equality in circuit outputs

RICe o

 garble a different circuit C’

B Even if we use a secure Fgq
B A can still gain 1-bit leakage

_/\

A may < use different input x ory

\ launch selective failure
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Optimizing the One-way Communication Via Dual Execution

e 8 8 e
[al, [a], [b], [b], A, Ap < $ '], [&'], [b'], [b'], Aa, BB
s.t. dx @ Bk = (a; @ b;) - (Gj D bj) S.t. a;( D BL — (all D bll) ' (aj, b b],)

(Mo

{)\k, Lk o, Lk,l} {/\k, I—k,/\k} fork e W {)\, , LL,O’ L;<1} {/\, , kA’} fork e W
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Optimizing the One-way Communication Via Dual Execution

- &
e o & e
[al, [a], [b], [b], A, Ap < $ '], [&'], [b'], [b'], Aa, BB
st.ax ® by = (ai ®bi) - (a; ® by) st.a @by = (aj ®b) (a & b))
(Mo

{)\k, I—k,O’ Lk,l} {/\k, I—k,/\k} fork € W {)\, , LL,O’ L;<1} {/\, , kA’} fork ¢ W
Lk,/\,< = Lk,O D N - Ap LL AT — L;<,O D /\;( JANES

m Color bits and wire masks are authenticated for every wire UHK21] Garbled Sharingw

B This enables checking equality for every wire across two executions

2o -0

................................................................
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Conclusion

B Further optimization on the compression technique of [DILO22]

® Dual-key authentication and efficient generation

B Dual execution upon distribution garbling eliminates 1-bit leakage

® Malicious 2PC with one-way comm. of 2k + 5 bits, two way comm. of 2k + 3p + 4 bits

2PC Rounds Communication per AND gate
Prep. Online one-way (bits) two-way (bits)
Half-gates 1 2 2K 2K
HSS-PCG 8 2 8k + 11 (4.04 x) 16k + 22 (8.09x)

KRRW-PCG 4 4 bk + 7 (2.53 %) 8k + 14 (4.05 %)

DILO 7 2 2k +8p+1(2.25x) 2k + 8p+ 5(2.27x)
This work 8 3 2k +5 (~ 1x) 4k + 10 (2.04 x)

This work+DILO 8 2 2k +3p+2(1.48%) 2k +3p+4(~ 1.48x%)
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Thanks for your listening
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