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PHFE Security: Collusion Resistance

Setup — mpk, msk
mpkl {fq; Squ}

KeyGen(msk, f,) — squ

Given arbitrarily many keys,
information revealed about y
is exactly the computation results.

x, ct,

>

Enc(mpk, x, yﬁ‘—> cty (¥) Security. Hides all information
about y beyond {f,(x, y)}.
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first space-time efficiency trade-offs for (PH-)FE

For FE or PHFE for RAM, if

[skel = OUf1?), Tpee = (T +If17 + Iy O(Ix])

thenA > 1orB > 1.
For PHFE for RAM, if

lct, (W] = 0(x|?y1®), Tpec = (T +IfI+ [x]%) O(lyl®)

thenA > 1orB > 1.

““Component size and decryption time

cannot both be sublinear in|f, x.” ——

Both hold for very selective 1-sk 1-ct secret-key scheme

y? Linear-size components?
Optimal decryption time?
Connections to DE-PIR.

(a.k.a. garbling) supporting simple functions.
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Assuming sufficiently expressive secure PHFE with

et ()] = [x|* poly(ly]), Tpec = |x|” poly(T, If1,1¥D),
or

ct, ()] = |y poly(lx]), Tpec = |y|” poly(T,Ifl,|x|)
for B < 1, then there exists secret-key DE-PIR with

DI =1DI+00DI*), Tquery = 0(1), Tresp = O(IDI").

essentially also
proven in ACFQ
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Results: Optimal Decryption Time Implies DE-PIR

Assuming mildly expressive secure PHFE with
[skel = OUf1Y), Tpec = If17 poly(T, Ix], |y

for B < 1, then there exists public-key DE-PIR with

D] = DI +00DI"), Tquery =0(1), Tresp =0(IDI?).
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n. secure i for RAM with
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Proof Sketch of Unconditional Lower Bound

skel = |7, Toec =T + |f1” + |x| + |y, A,B <1
= N4 «Kn =n+NB+0+n=n«N

make N4, N8B « n « N
I € [N]isofsizen w € {0,1}"

f=R€e{0,1}", x = 1, vo = (I, w), Vi = Z.

R ® w, y = (I, w); z€{0.1)"
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Unconditional Lower Bound (continued)

|skr| < n, Tpec K N. How much of R[/]
does Dec®(skg, ct) read?

4

Wheny =y, = (I, w):
(skg, ct) contains <« n bits of R[] (n bits)
must read almost all of R[I] (incompressibility argument)

R[I1®w, vy=y,=(w); chooserandomI,w
Z, y:ylzz_ andz=R[I]€BW

19/23

fR(xry) =

\



Unconditional Lower Bound (continued)

|skr| < n, Tpec K N. How much of R[/]
does Dec®(skg, ct) read?

4

Wheny =y, = z:
behavior of Dec®(skg, ct) independent of I

can only read |]| . T?Vec << n bits from R[I] (hypergeometric distribution)

choose random I, w
andz =R|I| D w
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skel = 114, Toee = If 17 poly(T, Ixl, ly),  B<1

f=D, x=1, y=i, fplx,y)=Dli]

Preprocessing. D = (D, feske), k = fempk.
ID| = |D| + |D|4

Querying. ct = fect(i). Touery = 0(1)

Responding. Dec” (fesky, fect) .  Tiesp = D7

A\ IND-secure, selective, non-output-hiding, (if SK) non-database-hiding.

Generic efficiency-preserving transformation for Q

SIM-secure, adaptive, output-hiding, (if SK) database-hiding.
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Core of PHFE: Laconic Garbled (Multi-Tape) RAM

Step 1: Formulate the right definition.

Compress

(f) input tape » digest,

Compress

(D) input tape » digest,

|digest| = 0(1)

working tape

= step circuit
(for universal RAM)
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Security is IND-based,

not SIM-based.
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Core of PHFE: Laconic Garbled (Multi-Tape) RAM

important for nearly optimal efficiency
Step 1: Formulate the right definition.

(f) input tape
(D) input tape

working tape

Security is IND-based,

not SIM-based.

reusable
Compress

Compress

= step circuit
(for universal RAM)

— digest,

— digest; —

Teya = (T + If] + D)) poly(IM)
M7P()

Eval/P T

AN

|digest| = 0(1)

= poly(|M|)

Garble

TGarble

> M
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Open Questions: What’s next for (PH-)FE/ABE?

1. Construct PHFE with optimal Tp,. from/and dream DE-PIR.

2. Achieve rate-1in y with adaptive security and/or long output.

3. Tight relation between optimal T, and DE-PIR.

FE for circuits + PK-DE-PIR = (x, y)-optimal Dec time = SK-DE-PIR.
FE for circuits + SK-DE-PIR = ...?

4. Pin down the exact Pareto frontier of efficiency.

Demystify the stripe area. W

© o
o—
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Thanks!

ePrint 2022/1317 (revision coming soon)
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https://eprint.iacr.org/2022/1317
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