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CSIDH for beginners

1. Pick some field F, with many primes ¢ dividing p + 1 | p=419 =4-3-5-7-1
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CSIDH for beginners

1. Pick some field F, with many primes ¢ dividing p + 1 | p=419 =4-3-5-7-1
. 2. There are “special” A € F, that give us “supersingular” gives 27 “special” A € T,
How did CSIDH curves Ey:y* = x> + Ax® + x with #E,(F,) =p + 1 | with #E,(Fp) =p + 1

work again...?
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CSIDH for beginners

1. Pick some field F, with many primes ¢ dividing p + 1 | p=419 =4-3-5-7-1

. 2. There are “special” A € F, that give us “supersingular” gives 27 “special” A € T,
How did C.SIDE curves Ej  y? = x* + Ax? + x with #E,(F,) = p + 1 ; with #E,(F,) = p + 1
work again...: 3. per ¢ we can take either a positive or a negative step 5 steps by £ € {3,5,7}
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work again...?

CSIDH for beginners

Pick some field F,, with many primes ¢ dividing p + 1 | p=419 =4-3-5-7-1
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CSIDH for beginners

1. Pick some field F, with many primes ¢ dividing p + 1 | p=419 =4-3-5-7-1

. 2. There are “special” A € F, that give us “supersingular” gives 27 “special” A € T,
How did C.SIDE curves Ej  y? = x* + Ax? + x with #E,(F,) = p + 1 ; with #E,(F,) = p + 1
work again...: 3. per ¢ we can take either a positive or a negative step 5 steps by £ € {3,5,7}

-5

©. o0 °
° .0 o e@@@
O Yo 9 o

®
®
®

+5

Radboud University § %z
4°Mme-?"'°



CSIDH for beginners
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CSIDH for beginners

1. Pick some field F, with many primes ¢ dividing p + 1 | p=419 =4-3-5-7-1

. 2. There are “special” A € F, that give us “supersingular” gives 27 “special” A € T,
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CSIDH for beginners

1. Pick some field IF,, with many primes ¢ dividing p + 1

How did CSIDH
work again...?

p=419 =4.3.5.7— 1

gives 27 "special” A € F,
with #E,(F,) =p + 1

steps by ¢ € {3,5,7}

2. There are “special” A € F, that give us “supersingular”
curves E, : y* = x3 + Ax? + x with #E,(F,) =p + 1

3. Per ¢ we can take either a positive or a negative step
4. Magic!
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How did CSIDH
work again...?

CSIDH key exchange

1. Pick somewhere to start
2. Alice picks secret path a = (e, e,,e3)



CSIDH key exchange

1. Pick somewhere to start
2. Alice picks secret path a = (e, e,,e3)

How did CSIDH
work again...?

3. Bob picks secret path b = (¢,,¢e,,¢5)
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CSIDH key exchange

Pick somewhere to start
Alice picks secret path a = (e, e,,e3)
Bob picks secret path b = (e, e,,e5)

Alice applies a to Bob's Public Key
Bob applies b to Alice’s Public Key

How did CSIDH
work again...?

AW o=

Shared I

Secret @

Public @
’ o

Radboud University § %

P
e <

Public
Key




CSIDH key exchange
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CSIDH key exchange

Pick somewhere to start
Alice picks secret path a = (e, e,,e3)

How did CSIDH
work again...?

Bob picks secret path b = (e, e,,e5)

AW o=

Alice applies a to Bob's Public Key
Bob applies b to Alice’s Public Key
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How to compute walk

Let'ssay E — E'is path (+2,+1,-2,4+2,0,—1,—-2)
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How to compute walk

Let'ssay E — E'is path (+2,+1,-2,4+2,0,—1,—-2)

1R
o
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1. Sample point P, check if + or —

How did C_SIDE 2. Can use P to perform one step of each ¢;
work again...? 3. Repeat until path is performed
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How to compute walk
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How to compute walk
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Toy example

« letssayE — E'ispath (+1,+1,—-1,—-1,0,0,0)
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How faults
break CSIDH

Toy example

« letssayE - E'ispath (+1,+1,-1,—-1,0,0,0)
« we sample a second positive point

« but fault inject so device thinks its negative
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Toy example

[ } . ! " -1 —
‘/'./v e Let'ssay E — E'ispath (+1,+1,—-1,—-1,0,0,0)

« we sample a second positive point

How faults « but fault inject so device thinks its negative
break CSIDH
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« PathE - E'is (+2,+1,-2,+2,0,—1,-2) . ‘ ‘

How faults «  What happens when we inject these points?
break CSIDH

o f

_v
"% o

° | .f
® "o
]

Radboud University § %

&

...... )
%, g
oS




"o @ ©
Back to example ® oe
+ PathE - E'is (+2,+1,-2,+2,0,—1,-2) . ‘ Q

«  What happens when we inject these pomts?

/.\

o/ ‘O::c

ot

o—% o

How faults

break CSIDH

......




\ 4 - A4

® 0 0 g ®
Back to example ® ¢ o ®
« PathE - E'is (+2,+1,-2,+2,0,—1,—2) . ‘

«  What happens when we inject these points?

e/

=
o—% o

How faults
break CSIDH

......




® 0 0O¢ ®
Back to example © o0 ¢
P PAhE - Fis(2412420-0-0) @ () @

How faults «  What happens when we inject these points/
break CSIDH

o/

"% o

......




\ 4 - A4

® 0 0 g ®
Back to example ® ¢ o ®
« PathE - E'is (+2,+1,-2,+2,0,—1,—2) . ‘

«  What happens when we inject these points?

e/

=
o—% o

How faults
break CSIDH

......




' A 4
® o ©
Back to example ® 0®
+ PathE — E'is (+2,+1,-2,42,0,—1,-2) . ‘ Q

«  What happens when we inject these pomts?

/.\

o/ ‘O::c

ot

o—% o

How faults

break CSIDH

......




\ 4 ~ >

® 0 0 g
Back to example © ¢
P PahE - FisG241-2420-1-2) @ () @

How faults «  What happens when we inject these points/
break CSIDH

o f

_v
"% o

......




Back to example ® g0 ®

« PathE — E'is (+2,+1,-2,+2,0,—1,-2) . ‘ ‘
«  What happens when we inject these points? ‘ O Q

e/

_v
"% o

How faults
break CSIDH

......




' A 4
® o ©
Back to example ® 0®
+ PathE — E'is (+2,+1,-2,42,0,—1,-2) . ‘ Q

«  What happens when we inject these pomts?

/.\

QQ.
o/ - ‘,c

ot

o—% o

How faults

break CSIDH

......




4 4
® 0 ©
Back to example ® oo
« PathE - E'is (+2,+1,-2,+2,0,—1,-2) . ‘ a gLt

How faults «  What happens when we inject these points? G
break CSIDH

e/

=
o—% o

|
p
d FAULTING 1%t POINT 1

Radboud University § %

4
YA




\ 4
® 0O
Back to example ® go
« PathE - E'is (+2,+1,-2,+2,0,—1,-2) . ‘ a /El,
-—

«  What happens when we inject these points?

e/

=
o—% o

How faults
break CSIDH

|
p
d FAULTING 1%t POINT 1

Radboud University § %

4
YA




Ll G -

® 004
Back to example ® oo o
PANES Fis(241-2420710) @ @ @

How faults «  What happens when we inject these points? - \1 O O

break CSIDH * easytofind O O Q

../

Sl
o—% o

if ¢; appears
then e; = +1

......

Radboud University § %

4

...... £

3 g
YA




4 4
® 0O
Back to example ® go
* PathE - E'is (+2,4+1,-2,42,0,—1,-2) . ‘ a \/‘EH
—
0O-

How faults «  What happens when we inject these points? ‘ \eA
break CSIDH / \

e/

=
o—% o

Radboud University § %

4
. W .$

N
e s




A 4 \ 4
® 004,
Back to example ® oo ¢
» PathE — E'is(+2,+1,-2,+2,0,-1,-2) . ‘ 0 .

«  What happens when we inject these points? ‘

ot

o—% o

\
O

How faults
break CSIDH




Ll G -

® 004
Back to example ® oo o
PANES Fis(241-2420710) @ @ @

How faults «  What happens when we inject these points? ‘ O Q

break CSIDH O O Q

1?1- with €; = +

C
~

../

Sl
o—% o

......

Radboud University § %

4

...... £

3 g
YA




v o " -

® 004,
Back to example ® o0 ¢
PANES Fis(241-2420710) @ @ @

How faults «  What happens when we inject these points? ‘ O O .

break CSIDH ‘
@,0°
?; with e; = +ﬁ

o/

"% o




- Q ® ‘
Back to example ® g0 o

O
« PathE — E'is (+2,+1,-2,+2,0,—1,-2) .‘
«  What happens when we inject these points? ‘ O O O .

@
@9 ® O
O

How faults
break CSIDH

O {’Wlthe>+1 I

£; with e; = +2 F . ’

‘ {’Wlthe< -1




"o 0 ® o
Back to example ® oo o
» PathE — E'is(+2,+1,-2,+2,0,-1,-2) . ’ O

«  What happens when we inject these points? ’

.\}

=
o—% o

How faults
break CSIDH

of degree [] ¢7 .
forthose e; = +1

’ ’ ’ . of degree [] ¢¢
. forthose e; = +2
o6 o Ty

‘ P2 'S - of degree H {’2
. for those e = —

M CONNECTING MAPS } Radboud University %g ’ O

of degree [] 7 ]\

forthose e; = —1




"o 0 ® o
Back to example ® oo o
» PathE — E'is(+2,+1,-2,+2,0,-1,-2) . ’ O

«  What happens when we inject these points?

.\}

=
o—% o

How faults
break CSIDH

of degree H £2 .
forthose e; = +1

’ ’ ’ . of degree [] ¢¢
. forthose e; = +2
o6 o Ty

‘ P2 'S - of degree H {’2
. for those e = —

El RECOVERING KEY } Radboud University %z

of degree [] 7 ]\

forthose e; = —1




Real world: CSIDH-512

« uses74¢; withe; € [-5,..,5] forsecret (eq,...,e74)
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How faults « hence, need 10 points to perform computation so we get
break CSIDH EYE, .., E>* and a much larger graph

« overall strategy is exactly the same as before
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How faults
break CSIDH

CSIDH-103

MORE READABLE: CSIDH-103

« uses21¥; withe; € [-3,..,3] forsecret (eq,...,e51)

* hence, need 6 points to perform computation so we get
EYE, ... E3* and a much larger graph

[a] ~ (=1, +1,42,43,-2,43,+2,+3,+1,+2,-3,-3,42,+3,—2,-3,-2,+2,+1,-3,0)
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IN SUMMARY

fault injections allow us to break CSIDH-512 in about 100 samples
(one sample is a computation of group action with a single fault injection)

similar strategy applied to CTIDH-512 needs only 40 samples

more advanced tricks (using the twist) moves most of computational effort to
break CTIDH-512 to one-off precomputation

countermeasure: Elligreator. (about 5% extra cost)

hashed version: requires more samples and computations, still feasible
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