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Context : Side-Channel Analysis (SCA)

Msg

®: N bits
@ ENC
® Black-box cryptanalysis: 2N

Cix
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don’t run on paper,
Msg

®: N bits
@ ENC
® Black-box cryptanalysis: 2N

Cix
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don’t run on paper, they run on physical devices”
Msg

|

®: N bits
® Black-box cryptanalysis: 2N

Cix
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don’t run on paper, they run on physical devices”
Msg

|

&

Trace(Msg, &~)  Citx

@ N bits

® Black-box cryptanalysis: 2N

Trace : power, EM, acoustics, runtime, ...
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don’t run on paper, they run on physical devices”

Msg

l @ N bits

@ >
® Black-box cryptanalysis: 2N

H‘) } ® Side-Channel Analysis: 2™ - X, n < N
Trace(Msg, &~)  Citx

Trace : power, EM, acoustics, runtime, ...
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B UCLouvain

Masking, aka MPC on silicon: linear secret sharing over a finite field (IF, x, -)

Yi Ya a

L(Yy) =38(Y1)+ N L(Y2) =8(Y2) + N L(Yqa) =08(Ya) + N
v ; v

A AN e
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The Effect of Masking ouvai

Simulation, for Fon: L(Y;) = hw(Y;) + N(0; 02), hw = Hamming weight

1071~
- Observation: “Masking amplifies noise”
] _.
\,\\. Constant gap between each curve (log scale)
-5 p - .
ey [ ‘\-\\.\\ —
10-7 | —an SN exponential security w.r.t. #shares d
d=3 '\\‘ \
d=2 .
10_9 _WWMMW’_
1072 107! 100 10t 102

Figure MI(Y;Trace) vs. 02,2 < d < 6
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The Effect of Masking ouvai

Simulation, for Fon: L(Y;) = hw(Y;) + N(0; 02), hw = Hamming weight

10~ 4 Explanation: “Masking amplifies noise”
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Figure MI(Y;Trace) vs. 02,2 < d < 6
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The Effect of Masking ouvai

Simulation, for Fon: L(Y;) = hw(Y;) + N(0; 02), hw = Hamming weight

10~ 4 Explanation: “Masking amplifies noise”
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Figure MI(Y;Trace) vs. 02,2 < d < 6
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Observation:
Secret always leaks > 1 bit, regardless of d !
—_——
10—1 + '\‘,
1073 ~ \\
1
1075 A
L______BCEN
I d=5
10~ 7 - m— -4
— d=3
d=2
10—9 Lk B LA N BN LLL BRI ELLLLLL LR AL |
102 107! 100 10t 102

Figure MI(Y;Trace) vs. 02,2 < d <6
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Explanation:
] T hw(Yi@...8Yq) =) ;hw(Y) —2- (...)
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1072 107! 100 101 102

Figure MI(Y;Trace) vs. 02,2 < d <6
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Explanation:

] T hw(Yi@...8Yq) =) ;hw(Y) —2- (...)

, K\ Parity of hw(Y) stable by &: subgroup of Fyn
1072 gl

1
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v =
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1072 101 100 10t 102

Figure MI(Y;Trace) vs. 02,2 < d <6
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Explanation:
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Explanation:

] T hw(Yi@...8Yq) =) ;hw(Y) —2- (...)

, K\ Parity of hw(Y) stable by &: subgroup of Fyn
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5
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Figure MI(Y;Trace) vs. 02,2 < d <6
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Explanation:
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Masking in a Low-Noise Setting

Does masking always work in a low-noise setting ?

Explanation:

1o-1 4 "\‘ hw(Yi@...8Yq) =) ;hw(Y) —2- (...)

, «'“ Parity of hw(Y) stable by &: subgroup of Fon
1072 A v “hw even”
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Figure MI(Y;Trace) vs. 02,2 < d <6
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Two Solutions for Sound Masking B UCLouvain

What conditions the distributions LL I 1 I T [ | | of each share must fit?

Theorem!

Soundness <= support not contained in any non-trivial subgroup (or coset) of f

Two solutions:

Stromberg 1960; Dziembowski, Faust, and Skérski 2016.
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Two Solutions for Sound Masking B UCLouvain

What conditions the distributions LL I 1 I T [ | | of each share must fit?

Theorem!

Soundness <= support not contained in any non-trivial subgroup (or coset) of f

Two solutions:
® Leak < 1 bit per share:?

® Support of PMF always larger than any coset
® Work with any IF (usually chosen to fit the cipher)
® | eakage-dependent: not always verified X

Stromberg 1960; Dziembowski, Faust, and Skérski 2016.
2Béguinot et al. 2023.
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Two Solutions for Sound Masking B UCLouvain

What conditions the distributions LL I 1 I T [ | | of each share must fit?

Theorem!

Soundness <= support not contained in any non-trivial subgroup (or coset) of f

Two solutions:

® Choose [F without any non-trivial subgroup = work over [, with p prime:
® May not fit every block cipher X
® No assumption on the leakage

Stromberg 1960; Dziembowski, Faust, and Skérski 2016.
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Second Solution: work over I,
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Figure MI(Y;Trace) vs. 02,2 < d <6

® Not only masking over I, safer in low-noise settings ...
® The advantage is also kept in high-noise settings !
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How to leverage? B UCLouvain

Q: How can we make use of masking in IF,, to effectively and efficiently protect crypto
implementations?

A: Ideally, we need algorithms that work in implementation-friendly prime fields, such as
small-Mersenne-prime fields (Fon_4), and use only simple field arithmetic (+, —, -)

Loic Masure, Pierrick Méaux, Thorben Moos, Frangois-Xavier Standaert | Effective and Efficient Masking with Low Noise using Small-Mersenne-Prime Ciphers | April 24th, 2023 7
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AES-prime

AES-prime: An AES-like toy cipher adapted for prime-field masking

® Based on arithmetic addition/multiplication modulo a prime, applied to 4 x 4 state

Small Mersenne prime, i.e., p = 2’ — 1, for efficient reduction (and constant mult.)

Sbox is based on a small power map in [, (bijection without fixed point)

MixColumns is a 4 x 4 MDS matrix over [,

Security claim: Attack complexity > 27-'¢ with 14 cipher rounds

11 1 1
S(x) =x°*+2mod p Mo |1 2 4 16
1 4 16 2
1 16 2 4

Loic Masure, Pierrick Méaux, Thorben Moos, Frangois-Xavier Standaert | Effective and Efficient Masking with Low Noise using Small-Mersenne-Prime Ciphers | April 24th, 2023 8
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Complex in Software? Not really! B UCLouvain

Field Addition in Fon_4 in C/C++ and ARM Assembly (c = a 4+ b mod p)

c = atb; ADD r0,r0,rl
UBFX rl,r0, #0, #n
c = (c & p) + (c > n); ADD r0,rl,r0,ASR #n
c = ax*b; MUL r0,rl,r0
UBFX rl,r0, #0, #n
c = (c & p) + (c > n); ADD r0,rl,r0,ASR #n
UBFX rl,r0,#0, #n
c = (c & p) + (c > n); ADD r0,rl,r0,ASR #n
[ ]

Only works for sufficiently small integers (< 16 bit for multiplication operands on ARM Cortex-M3)

If ¢ < pis strictly needed for the addition result, then c 2z p needs to be checked after reduction

Loic Masure, Pierrick Méaux, Thorben Moos, Frangois-Xavier Standaert | Effective and Efficient Masking with Low Noise using Small-Mersenne-Prime Ciphers | April 24th, 2023 9
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Complex in Hardware? Not really!

Field Addition in Fon_4 in VHDL (¢ = a + b mod p)

ab <= (0" & a) + (0" & b);

€ <= ab(n-1 downto 0) + (0" & ab(n));

ab <= a * b;

ab_r <= (0" & ab(n-1 downto 0)) + ("0’ & ab(2xn-1 downto n));
€ <= ab_r (n-1 downto 0) + (0’ & ab_r(n));

® Works with NUMERIC_STD package as well as the proprietary STD_LOGIC_ARITH & STD_LOGIC_UNSIGNED packages

® |f c < pis strictly needed for the addition result, then c Z p needs to be checked after reduction

Loic Masure, Pierrick Méaux, Thorben Moos, Frangois-Xavier Standaert | Effective and Efficient Masking with Low Noise using Small-Mersenne-Prime Ciphers | April 24th, 2023 10
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Software Case Study: Masked S-box B UCLouvain

Naive implementation of masked x° + 2 using 3 consecutive ISW multiplications:

2500 \

g —6e—prime (table-based)

7 —=—binary (table-based)

Py 2000

5
© 1500

c

o

5 1000

o
o

[0}
5 500
>
O
0 ‘ ‘ ‘
2 3 4 5 6

Number of Shares
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B UCLouvain

Masked x° + 2 (naive) in Software, Log/Alog tables

@
c
o
o
9]
S
[e)
o
0 2000 4000 6000 8000 10000 12000
Time Samples
(a) Cortex-M3 sample trace, field Fyr.
(sl ; ; ; ; ; ;
o L
T 1
w
0.5

4000 6000 8000 10000 12000

Time Samples

0 2000

(c) SNR of input share 0, field 7.

SNR

Power Cons.

0 5000 10000 15000

Time Samples

(b) Cortex-M3 sample trace, field Fo7_4.

1.5
1

0 5000 10000 15000

Time Samples

(d) SNR of input share 0, field Fy7_4.
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Software, Horizontal SASCA Attack for 2-6 Shares B UCLouvain

B o-c I
F27 I (-5 F2771
s d-4
e d=3
d=2
27 - 27 -
25 .
X
C
g 23 4
21 .
'rrr]—v—v—rrrrrr]—v—v—rrrrrq—ﬁv—rrrrm—!—!—rrrrn]— mmmm_
100 10t 102 103 10* 100 10t 102 103 10%
Number of traces Number of traces
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Software, Horizontal SASCA Attack for 2-6 Shares B UCLouvain

-
o7 -5 For_q
e -4
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2 60 2 10 000
25_ 25_
X 4
% 3 % 3
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Number of traces Number of traces
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Follow-Up Work at TCHES ouvai

® A follow-up of this work is already published at TCHES Volume 2023 Issue 2
® "Prime-Field Masking in Hardware and its Soundness against Low-Noise SCA Attacks"

® More hardware focused, introduces new arbitrary-order PINI gadgets for secure squaring in prime
fields, also optimized constructions for masking the AES—prime S-box

® FEvaluation of performance vs. physical security tradeoff between AES vs. AES-prime

® https://doi.org/10.46586/tches.v2023.12.482-518

® https://github.com/uclcrypto/prime_field_masking hardware

Loic Masure, Pierrick Méaux, Thorben Moos, Frangois-Xavier Standaert | Effective and Efficient Masking with Low Noise using Small-Mersenne-Prime Ciphers | April 24th, 2023 15
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Conclusion B UCLouvain

® Additive masking in small and implementation-friendly prime fields seems promising for efficient
physically secure cryptography

® \We can mask securely without the need to guarantee a notable amount of noise

® We demonstrated: Security advantages over Boolean masking can reach multiple orders of
magnitude against low-noise attacks in practical experiments

® Advantages against SCA attacks with high noise, as well as fault attacks are also expected

* New dedicated ciphers for efficient masking in prime fields are needed to explore the interest
of this design space
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