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Motivation

Jain-Lin-Sahai EC 22
LPN over Z,
+
Pairings
+
Local PRGs F : {0,1}* - {0,1}%"*

Gay-Pass STOC 21
subexp. LWE
+

circular Shielded Randomness
Leakage-security of GSW

They need subexponential security
i.e. each ppt adversary must have an advantage of
< 2% for some ¢ > 0.
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Pseudorandom Number Generators (PRGS)

F:Z;}—>Z§,”

m > n'*é e > 0 constant
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Pseudorandom Number Generators (PRGS)

F:Z§,’—>Z§,”

m > n'*é e > 0 constant

Attack distinguishes pseudorandomness
F(x) for x « Zj
from true randomness
y <« L.
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Pseudorandom Number Generators (PRGS)

: n N m
F ZP ZP For p = 2, we have normal binary PRGs

F:{0,1}" - {0,1}™.

m > n'*é e > 0 constant

Attack distinguishes pseudorandomness
F(x) for x « Zj
from true randomness
y <« L.
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Pseudorandom Number Generators (PRGS)

: n N m
F ZP ZP For p = 2, we have normal binary PRGs

F:{0,1}" - {0,1}™.

m > n'*é e > 0 constant

Attack distinguishes pseudorandomness
F(x) for x « Zj
from true randomness Convention

y 7m fi is the function that computes the i-th
p output value of F.

l.e. F(x) = (fl(x), ...,fm(x))
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Local and Polynomial PRGs
F:{0,1}"* - {0,1}'* has locality d

iff
each f;(x) only depends on d bits of x € {0,1}".
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Local and Polynomial PRGs

F:{0,1}"* - {0,1}'* has locality d
iff
each f;(x) only depends on d bits of x € {0,1}".

F : 7y — 7y has degree d
iff
each f;(X) is a polynomial in Z[X;, ..., X,] of total degree d.

. Foundations of
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Results — Overview

Subexponential Attack on PRGs
F:Zy > I}
of constant Degree
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Results — Overview

Subexponential Attack on PRGs
F:Zy > I}
of constant Degree

Only high advantage if p > n€.
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Results — Overview

Subexponential Attack on PRGs
F:Zy > I}
of constant Degree

Only high advantage if p > n€.

Hashing Technique
Z, > Ipforp=n

Subexponential Attack on PRGs Always high advantage.
F:{0,1}" - {0,1}™
of constant Locality

Foundations of
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Algebraic Attack

F : Zy — Z}' PRG of degree d
Each f;(Xy, ..., X,,) is a polynomial in Z,[ X, ..., X,,] of degree d

How to distinguish F(x), x « Z3, from y « ZJ'?
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Algebraic Attack

F : Zy — Z}' PRG of degree d
Each f;(Xy, ..., X,,) is a polynomial in Z,[ X, ..., X,,] of degree d

How to distinguish F(x), x « Z3, from y « ZJ'?

First Idea

Assume we have a linear relationship between f; (X),

Foundations of
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Algebraic Attack: Linear Relationship

F : 73 — 73 PRG computed by degree-d polynomials fi, ..., fin € Zp[Xy, ..., Xp].

Letv € Z', v # 0, be a linear relationship of f;, ..., f,, i.e.

VU1 'fl(X) Tt Uy 'fm(X) =0
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Algebraic Attack: Linear Relationship

F : 73 — 73 PRG computed by degree-d polynomials fi, ..., fin € Zp[Xy, ..., Xp].

Letv € Z}}', v # 0, be a linear relationship of fi, ..., fi i.€.

v i)+t vy fn(X) =0
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Algebraic Attack: Linear Relationship

F : 73 — 73 PRG computed by degree-d polynomials fi, ..., fin € Zp[Xy, ..., Xp].

Letv € Z}}', v # 0, be a linear relationship of fi, ..., fi i.€.

v i)+t vy fn(X) =0

Foundations of
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Algebraic Attack: Linear Relationship

F : 73 — 73 PRG computed by degree-d polynomials fi, ..., fin € Zp[Xy, ..., Xp].

Letv € Z3', v # 0, be a linear relationship

Problem
In general, fi, ..., f, Will Not be linearly dependent

We can use v to distinguish F(x) from y:

For all x € Z3, we have This attack has an
vy f1() + o+ v frn(x) =0 advantage of 1 — 2
P

For y « ZI', we have

<

Foundations of
Cryptography 24.04.2023
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Algebraic Attack: Algebraic Relationship (Zichron 2017)

Idea: Generalize concept of a Linear Relationship
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Algebraic Attack: Algebraic Relationship (Zichron 2017)

Idea: Generalize concept of a Linear Relationship

An algebraic relationship of f; (X), ..., fm(X) €
Zp[Xy, ..., Xn] is @ polynomial h € Z,[Y3, ..., V] S.t.

1L.hY)#0
2 h(fi(X), o, fin(X)) =0
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Algebraic Attack: Algebraic Relationship (Zichron 2017)

Idea: Generalize concept of a Linear Relationship

An algebraic relationship of f; (X), ..., fm(X) €
Zp[Xy, ..., Xn] is @ polynomial h € Z,[Y3, ..., V] S.t.

1L.hY)#0
2 h(fi(X), o, fin(X)) =0

We can use h to distinguish F(x) from y:

For all x € Z3, we have
R(A1GO, s fn () = h(f1 (XD, oo, fin (X)) (x) = 0

Fory « Z;,", we have

Prih(y) = 0] < 28"
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Algebraic Attack: Algebraic Relationship (Zichron 2017)

Idea: Generalize concept of a Linear Relationship

An algebraic relationship of f; (X), ..., fm(X) €
Zp[Xy, ..., Xn] is @ polynomial h € Z,[Y3, ..., V] S.t.
1Lh(Y)#0
2 h(fi(X), o, fin(X)) =0

We can use h to distinguish F(x) from y:

For all x € Z3, we have

h(f1(0), o, fn () = h(F 0, .., frn (X)) () = 0

Fory « Z;,", we have

degh

Pr[h(y) = 0] <

Schwartz-Zippel Lemma

Foundations of
Cryptography

ETHziirich m"

24.04.2023

22



Algebraic Attack: Algebraic Relationship (Zichron 2017)

Idea: Generalize concept of a Linear Relationship

An algebraic relationship of f; (X), ..., fm(X) €
Zp[Xy, ..., Xn] is @ polynomial h € Z,[Y3, ..., V] S.t.
1Lh(Y)#0
2 h(fi(X), o, fin(X)) =0

We can use h to distinguish F(x) from y:

1. How can we compute h?
2. What is an upper bound for
degh?

For all x € Z3, we have
h(f1 (), o, fn () = R(FLXD, o, frn (D) () = 0
Fory < Zj', we have

Prih(y) = 0] < 28"

Schwartz-Zippel Lemma

Foundations of
Cryptography 24.04.2023
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Bound Degree of Algebraic Relationship h §

O: Ty V1, o, Y] = Tpl Xy, o) X
g1, Vi) = g(f1(X), o, fin (X))

* ¢ is ring homomorphism

. Foundations of
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Bound Degree of Algebraic Relationship h §

O: Ty V1, o, Y] = Tpl Xy, o) X
g1, Vi) = g(f1(X), o, fin (X))

* ¢ is ring homomorphism

» ker ¢ contains all algebraic relationships of f;, ..., fin
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Bound Degree of Algebraic Relationship h ?

¢ Ly[Ys, I AN Ly[Xq, s X 5
,g(Y1, R Ym) i g(fl(X): ---'fm(X))
* ¢, is linear homomorphism
« ker ¢, contains all algebraic relationships of f,, ..., f;;, of degree < L
o L[V, ., V)t ={g € Z,[Vy, ..., V] : degg < L}
o Ly[Xy, ., Xy S = {g € Z,[Xy, ..., X,] : degg < dL}
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Bound Degree of Algebraic Relationship h

OL: TplYy, oo, Y ]5E = Zp[Xy, ..o, Xy ]S
g, e, ) = g(fi(X), o, frn (X))

* ¢, is linear homomorphism

« ker ¢, contains all algebraic relationships of fy, ..., f;;, of degree < L
o L[V, ., V)t ={g € Z,[Vy, ..., V] : degg < L}

o Ly[Xy, ., Xy S = {g € Z,[Xy, ..., X,] : degg < dL}

LB 11100 (IO TR (/A0 | AP o Ly /A D (R MR hLlll Dimenssion Formula for Linear Maps

Foundations of
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Bound Degree of Algebraic Relationship h ?

L Ly[Ys, s Y I5E > Ly[Xq, s X |54
,g(Y1, R Ym) i g(fl(X): ---'fm(X))
* ¢, is linear homomorphism
« ker ¢, contains all algebraic relationships of fy, ..., f;;, of degree < L
o L[V, ., V)t ={g € Z,[Vy, ..., V] : degg < L}
o Ly[Xy, ., Xy S = {g € Z,[Xy, ..., X,] : degg < dL}

+ dimker¢, > dimZy[1y, ..., V|5t — dim Z,[Xy, ..., X, [59E = (™) — (M

. Foundations of
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Bound Degree of Algebraic Relationship h ?

o Zp[Yl, vy Ym]SL - Zp (X4, ...,Xn]SdL
.g(er R Ym) i g(fl(X): ---'fm(X))
* ¢, is linear homomorphism
+ ker ¢, contains all algebraic relationships of f;, ..., f, of degree < L
o L[V, ., V)t ={g € Z,[Vy, ..., V] : degg < L}
o LylXy, . Xy P ={g € Z,[Xy, ..., X,] s degg < dL}
+ dimker ¢, > dimZy[Yy, ..., ¥,y |5t — dim Z,, [ Xy, ..., = (™) - (e

Algebraic Relationship h of degree < L exists
< dimker ¢, >0

(m+L) > (n+dL

Foundations of
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Bound Degree of Algebraic Relationship h ?

o Zp[Yl, vy Ym]SL - Zp (X4, ...,Xn]SdL
.g(er R Ym) i g(fl(X): ---'fm(X))
* ¢, is linear homomorphism
+ ker ¢, contains all algebraic relationships of f;, ..., f, of degree < L
o L[V, ., V)t ={g € Z,[Vy, ..., V] : degg < L}
o LylXy, . Xy P ={g € Z,[Xy, ..., X,] s degg < dL}
+ dimker ¢, > dimZy[Yy, ..., ¥,y |5t — dim Z,, [ Xy, ..., = (™) - (e

Algebraic Relationship h of degree < L exists
< dimker ¢, >0

(m+L) > (n+dL

<=L>2zi 1~n E
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How to Compute h?

d e
We know that ker ¢, contains h for L = [ZE . nl_ﬂ].
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How to Compute h?

d e
We know that ker ¢, contains h for L = [ZE . nl_ﬁ].

Compute matrix representation of

(l)L: ZP [Yll LTy Y‘n‘L]SL = Zp [Xll '"iXTL]SdL

and solve for ker ¢; via Gaussian elimination.

Foundations of
Cryptography 24.04.2023 32
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Algebraic Attack: Algorithm

Given PRG F:Z} — Z* consisting of fy, ..., fin € Zy[Xy, ..., X,] of degree d, m = n'*¢, and y € Z.
Decide if y = (fl(x), ...,fm(x)) orify « Z7.
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Algebraic Attack: Algorithm

Given PRG F:Z} — Z* consisting of fy, ..., fin € Zy[Xy, ..., X,] of degree d, m = n'*¢, and y € Z.
Decide if y = (fl(x), ...,fm(x)) orify « Z7.

1 Compute L == [Zd—l ‘n d—l]

2. Compute algebraic relationship h € Z[Yy, ..., Y;,,] of degree L

3. Ifh(y) = 0, decide that y is of form (£, (x), .., fm(x))
4

Otherwise, decide that y is uniformly random

. Foundations of
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Algebraic Attack: Algorithm

Given PRG F:Zp — Z' consisting of fj, ..., fm € Z,[Xy, ..., X,] of degree d, m = n'*¢, and y € Z".
Decide if y = (fy(x), ..., fm(x)) O if y « Z.

a4 1_L
1 Compute L == [Zd—i ‘n d—l]
2 Compute algebraic relationship h € Z,[Yy, ..., Y;,,] of degree L
3. Ifh(y) = 0, decide that y is of form (f,(x), ..., fn(x))
4

Otherwise, decide that y is uniformly random

0(7117ﬁ)

Time Complexity: m0(degh) = p

Foundations of
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Algebraic Attack: Algorithm

Given PRG F:Zp — Z' consisting of fj, ..., fm € Z,[Xy, ..., X,] of degree d, m = n'*¢, and y € Z".
Decide if y = (fy(x), ..., fm(x)) O if y « Z.

a4 1_L
1 Compute L == [2d—1 ‘n d—l]
2 Compute algebraic relationship h € Z,[Yy, ..., Y;,,] of degree L
3. Ifh(y) = 0, decide that y is of form (f,(x), ..., fn(x))
4

Otherwise, decide that y is uniformly random

degh) _
D

0(1117ﬁ)

Time Complexity: m®(degh) = Advantage: 1 — 0(

Foundations of
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Algebraic Attack: Algorithm

Given PRG F:Zp — Z' consisting of fj, ..., fm € Z,[Xy, ..., X,] of degree d, m = n'*¢, and y € Z".
Decide if y = (fy(x), ..., fm(x)) O if y « Z.

a4 1_L
1 Compute L == [2d—1 ‘n d—l]
2 Compute algebraic relationship h € Z,[Yy, ..., Y;,,] of degree L
3. Ifh(y) = 0, decide that y is of form (f,(x), ..., fn(x))
4

Otherwise, decide that y is uniformly random

0(1117ﬁ)

Time Complexity: m0(degh) = p

—
Advantage: 1 — 0 (%) =1-0 <%>

Good if p € w (n' 7). Bad if p € o (n'7a1).

Foundations of
Cryptography 24.04.2023 37
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Hashing to Larger Fields

Idea: Convert local PRG F: {0,1}" - {0,1}™ and y € {0,1}"
to a polynomial PRG G:{0,1}" - Z7" and y’ € Z3

with p > nand m' = m.

L. Foundations of
ETHziirich Etg Cryptography
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Hashing to Larger Fields

Idea: Convert local PRG F: {0,1}" - {0,1}™ and y € {0,1}"
to a polynomial PRG G:{0,1}" - Z7" and y’ € Z3

with p = nand m' = m.

1. Choose primep =>n

2. Setm’=[ = ]
3logp

Draw A « Z;f“xm
Compute y' := A -y fory € {0,1}™
5. Compute G =A-F

L. Foundations of
ETHziirich Etg Cryptography
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Hashing to Larger Fields

Idea: Convert local PRG F: {0,1}" - {0,1}™ and y € {0,1}"
to a polynomial PRG G:{0,1}" - Z7" and y’ € Z3

with p > n and m' = m.

1. Choose primep=>n

2 Setm' = |-™ Leftover-Hash-Lemma
SR Fyvve y'is close U(Z2) if y « {0,1}™

Draw A « Zg"xm
Compute y' := A -y fory € {0,1}™
5. Compute G :=A-F

Foundations of
Cryptography

ETHziirich qu.l:“
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Hashing to Larger Fields

Idea: Convert local PRG F: {0,1}" - {0,1}™ and y € {0,1}"
to a polynomial PRG G:{0,1}" - Z7" and y’ € Z3

with p > n and m' = m.

1. Choose primep=>n

2. Setm’=[ m ]
3logp

Draw A « Zgl’Xm
What is the algebraic d {62
Compute ' = 4y for y € {0,1}"

5. Compute G :=A-F
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Hashing to Larger Fields

Idea: Convert local PRG F: {0,1}" - {0,1}™ and y € {0,1}"
to a polynomial PRG G:{0,1}" - Z7" and y’ € Z3

with p > n and m' = m.

1. Choose primep=>n

r_ m
2. Setm _[3logp]

!
Draw A « Z3} xm

What is the algebraic degree of G?

Compute y' := A -y fory € {0,1}™
5. Compute G :=A-F degG = locF

Foundations of
Cryptography 24.04.2023
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Hashing + Algebraic Attack on Binary PRGs

Given a PRG F : {0,1}" - {0,1}™ of locality d and a (pseudo-)random bitstring y € {0,1}™, m > nl*¢.

_m e
1. Draw 4 « ZLS o] for prime p € [n, 2n]

[soesl

2. Compute G :=A-F:{0,1}" - zZ,

[ m
3logp

3. Compute y' :=A-y €L,

1 e
4. Compute an algebraic relation h € Z,[Y] for G of degree 0 ((logn)ﬂ . nl_ﬂ)
5. Output 0 if h(y") = 0, otherwise 1

. Foundations of
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Hashing + Algebraic Attack on Binary PRGs

Given a PRG F : {0,1}" - {0,1}™ of locality d and a (pseudo-)random bitstring y € {0,1}™, m > nl*¢.

I

m e
1. Draw 4 < Z;'°*"" " for prime p € [n, 2n]

I m
3logp

2. Compute G :=A-F:{0,1}" > zZ,

3. Computey' :=A-y€ Z[f logp

1
4. Compute an algebraic relation h € Z,[Y] for G of degree 0 ((log n)a-1- nl_ﬁ)
5. Output 0 if h(y") = 0, otherwise 1

Time Complexity:

1 e
mO(degh) — nO((log n)ﬁ.nl‘m)

Foundations of
Cryptography 24.04.2023 2
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Hashing + Algebraic Attack on Binary PRGs

Given a PRG F : {0,1}" - {0,1}™ of locality d and a (pseudo-)random bitstring y € {0,1}™, m > nl*¢.

I

m e
1. Draw 4 < Z;'°*"" " for prime p € [n, 2n]

I m
3logp

2. Compute G :=A-F:{0,1}" > zZ,

3. Computey' :=A-y€ Z[f logp

1 e
4. Compute an algebraic relation h € Z,[Y] for G of degree 0 ((log n)a-1- nl_ﬂ)
5. Output 0 if h(y") = 0, otherwise 1

Advantage:

Time Complexity: )

1 e
mO(degh) — nO((log n)ﬁ.nl‘m)

1
deg 1 a-1-nl a1
1_0< e§l>=1_0<(ogn)—n>21_o(1)

n

Foundations of
Cryptography 24.04.2023 25
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Overview: Attacks on PRGs

nl'“ﬁ | logn - nlidengl n'Toc—1 n'"Zloc I
3 1 1
1 ! I ! I . I ! >
logn 1-geg=1 deg e loc e
efﬁ::iem n |g ' lgg(n)dEg T nl deet 10g(n)loc—1 ’ Tll et Bruter-lforce
1
This axis depicts the logarithm of time complexity
(we omit 0(...)).
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Overview: Attacks on Constant-Degree PRGs (p = n®)
F:73% > 78"

This Paper
Zichron 2017

e
1-16—=a—— e -1e a2
n = ratdeg—1 I Jogn.n' deg-1 n'Toc 1 n'"Zloc

I I
logn
efficient

1

| | | | |
n
Brute-force
1

qeg L o . i o
n g log(n)dEE —1.p' deg-1 log(n)loc—l -m Toc—1

e — — —————

F4/F5 + XL Attacks Y

- 1-
Heuristically: < logn -n~ deg-1

.. Foundations of Bad Time-Bound for worst case
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Overview: Attacks on Local PRGs

1+e
. n n
F:{0,1}" - {0,1}
Siegenthaler 1984 .
+ Bogdanov, Qiao 2009 This Paper Skrinking-Set Attack Bogdanov, Qiao
+ Applebaum 2013 Zichron 2017 Applebaum, Ishai, 2009
Needs high stretch e Advantage too low Kushilevitz 2016

+ Zichron 2017

e
1-16 e S+
n' eratdeg -1 logn - Y deg—1 ntToc—1

4L
n'"2lec

logn 11— deg e
Tog -1 _deg
efficient n elg log(n)des 1 . n' deg=1
1 1 1

|
n'"@ for deg < d’ < loc
Couteau, Dupin, Méaux, Rossi, Rotella

Guess&Determine Attack 2018
Based on Conjectures

Barrier for algebraic attacks

s e o — —

1 |
n

Brute-force
1

loc ., e
log(n)loc—l -n Toc—1

This Paper

Applebaum, Lovett 2018
|

L. Foundations of
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- 1-
Heuristically: < logn -n~ deg-1
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How to Bound L

<m+L>_(m+L)~-~(m+1) (n+dL)~~(n+1)_<n+dL)

L L1 dL)--1 dL
< (m+L)-m+1D)-dL)L+1D)>Mm+dL)-~(n+1)
~ mb. L@d-DL > pdl

m-L81>nd
e

L>""Ynd/m>n'"a1

(m+L)-(m+1) ~mk
@dL) (L + 1) = L@-DL
(n+dL)--(n+1) = ni

e

d
Actually L > 2a-1 -n' a1
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Overview: Attacks on Local PRGs

1+e
. n n
F:{0,1}" - {0,1}
Siegenthaler 1984 .
+ Bogdanov, Qiao 2009 -Zrir::lr?rcf’: 2827 Skrinking-Set Attack Bogdanov, Qiao
+ Applebaum 2013 e Applebaum, Ishai, 2009
1+e > |2loc/3]/2 ~ loc/3 Advantage > 2*0("1 1) Kushilevitz 2016

New Paper* * Zichron 2017

— € e e
! oratdeg 1 logn - n1—r;71 oot 7
1 1 I
I I I | |
logn 1—3% I degl e lloc p— '
efficient " 1 1 log(n)deg =1 -n" deg=1 log(mfoe=1 - n™"Toe =1 trivial
1 L 1 [] 1
1 |
. .
| n' "7 for deg < d’ < loc This Paper
I Couteau, Dupin, Méaux, Rossi, Rotella
| Guess&Determine Attack 2018

Based on Conjectures

Barrier for algebraic attack

Applebaum, Lovett 2018

| F4/F5 + XL Attacks Y

- 1-
Heuristically: < logn -n~ deg-1
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Hashing Trick: Bad Trade-Off

F:{0,1}" - {0,1}™ consists of tri-sum-ands:
Pi=(X AX) DX DXy D Xg = Xy - Xp + X5 + X, + Xs mod 2 € Zy[Xq, ..., Xs]

The same polynomial
Xy - Xy + X3+ X4 + Xs mod p in Z,,[Xy, ..., Xs]
does not compute the same as P over {0,1}°:
1®&1=1+1=0mod2 1+1=2+#0modp

There is a degree-5 polynomial in Z,[X, ..., Xs] that coincides with P on {0,1}*:
Xy Xy + X3 + Xy + Xg — X1 X, X5 — Xu X5 — X1 X, X5 — Xy XoXs — X3X3 — X3 X + X1 X, X4 Xs + X3 Xo X5 + X1 XoXs Xy + X X X3Xs — Xy Xp X3 X, X5
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New Extension Trick

We consider the field extension GF (2/°8™) of Z,.
GF(Z“Ogn]) 21 =2, DLy (D DI, - {[logn]—l

We have the bijective map
P: {0,138l — GF(2Mognl)
(blv ---'b[logn]) s bl + bZ : ( + et b[logn] : {[logn]—l

Consider the m' x (m’ - [logn])-matrix
1¢--- (Mognl-1

AZIm’@(lC--. Cﬂog,n]_l): |
1< Crlogn"_l

For y « {0,1}™" g7l the vector 4 - y is a uniformly random element of GF(2/'°8 "1)m )
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New Extension Trick

We have a natural and homomorphic inclusion of fields Z, c GF(2M°8™I).
This transfers to polynomial rings: Z,[Xy, ..., X,] © GF(21°8™)[Xy, ..., X,].

If f1, s fllogn] € Z2[Xy, ..., X,] are of degree d, then so is
fl(X) + f : fZ(X) +t {[logn]—l : f[logn](X)

If F:{0,1}" - {0,1}™ M08l js of degree d, then so is G == A - F:{0,1}" - {0,1}™.

Degree of new PRG G equals Degree of old PRG F.
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