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Motivation
Encrypted Search [CDGLY21]
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Polynomials of degree ¢ can be uniquely interpolated from ¢ -+ 1 points.




Construction from Sparse Polynomials

Polynomials of degree ¢ can be uniquely interpolated from ¢ -+ 1 points.

Polynomials of sparsity ¢ can be uniquely interpolated from 2¢ + 2 points.
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Construction from Sparse Polynomials

Evaluation
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W Takes time O(t\/n)
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Invertible Bloom Lookup Tables [GM11]
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Successfuly decodes with probability 1 — 27¢ if at most ¢ elements.
Only requires a handful of additions.



Invertible Bloom Lookup Tables [GM11]

(m17 ma,ms, m4)

t
H, M1 + 1y meo 0 2 1
H, g Do it under homomorphic encryption! >75
(| —1
Hj my + my 1 0 2
4 _y decodes with probability 1 — 27¢ if at most ¢ elements.

Only requires a handful of additions.
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Construction from IBLTs
A First Attempt

H, mq + 0 0 |nz+my c1 = (Enc(my)

Hy m1 + my| 0 @ 0

Hs ms + My mi 0 Cq = EnC<m4)

How to identify “one-entries”?
Need to evaluate predicate “m,; # 0" to maintain count matrix.
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Construction from IBLTs
Wunderbar Pseudorandom Vectors
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Construction from IBLTs

The Real Deal

Hy(1) c1 0 0 kic 0
Hj(1) ¢ 0 0 kicy 0
Hi(1) 0 ¢ 0 0 kici

ki := PRP,(1)
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Construction from IBLTs

The Real Deal

Hy(3)

Hj(3)

kymy ksmsg
my1 + 0 0 m3+my +0 ! + kama
]C177”L1 0
m1 + my| 0+ ms3 0 + kyma| + ksms !
mgs + my ( ° — - ’
B k3m3 ? 1
PRP,(222) =3 € [n]
ms
]{71‘ .




Construction from IBLTs
The Real Deal

k ;
Hy(3) mi1+0 0 my ol 0 kamy
+0
Ha(3) 1 +ma| 0 0 Fum 0 0
2 ! 4 + kamy
H3(3) My m1 0 kamy | ki 0

k; == PRP, (i)

c1 =

Cy =

Cc3 =

Cqg =

m
=)
(@]

(my)

= 5
/O\ o

—~
3 @)
w ~—
S=

Enc(my)



Construction from IBLTs

The Real Deal
)
k
Hy(3) my1+0 0 my it 0 kamy
+0
Ha(3) my +md 0 0 Fum 0 0
2 h 4 + k’4m4
H3(3) My mi 0 kamy kimq 0
—

Can be replaced by a single PRF.




Comparison with Previous Work

Size Compression Decompression

[AFS19] O(t?*logn)

[LT21] O(etlogt)
[CDGLY21] O(et)
Polynomials O(t)

IBLTs O(et/logt)

OOOO®
OOOO®®

Vectors of length n and sparsity ¢ decompress correctly with probability 1 — 27¢.



Comparison with Previous Work

Size Compression Decompression
[AFS19]  O(t*logn) ® ®
[LT21] O(etlogt) ® ®
[CDGLY21] O(st) © ®©
Polynomials ® ®
IBLTs @ © )

’ Coming soon to an ePrint near you.

Vectors of length n and sparsity ¢ decompress correctly with probability 1 — 27¢.






