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Hard Problems

* Cryptography relies on the assumptions of hard problem:s.

 Most assumptions in the literature of lattice-based cryptography are conjectured hard
based on a transformation to a lattice problem.

e This talk: The approach is not always reliable (by counterexample).
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Reminders from Finite field theory

* Finite field with q elements : F;
* Finite field with g™ elements (n degree extension of F,): Fgn
* Isomorphic representations of Fyn using irreducible polynomials over F,

Flxl/f(x) = Fglyl/F(y) = ..

* To find an explicit isomorphism, it is enough to know the roots of one polynomial in
Fn in terms of the other representation
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Finite Field Isomorphism (FFl) distribution

Uniform sparse ternary irreducible Uniform irreducible polynomial: F(y)
polynomial: f(x) = x™ + g(x),
deg(9) <

Pick an Isomorphism: ¢

Sample - bounded linear combinations A;(y) = ¢(a;(x))

of powers of x: a;(x) \

”Good” IIBadII

representation in
polynomial

representation in
polynomial

x —basis y —basis
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K FFI pr0b|em [DHP+18,HSWZZO]

Given F(y),A,(y),A,(y), ..., A;(v) decide if A;(y)s come from FFI distribution
or uniform distribution.

This is the Decisional FFI (DFFI) problem.

[DHP+18]: Y. Doroz, J. Hoffstein, J. Pipher, J. Silverman, B. Sunar, W. Whyte, and Z.
Zhang. Fully homomorphic encryption from the finite field isomorphism problem.
PKC’18.

[HSWZ20]: J. Hoffstein, J. Silverman, W. Whyte, Z. Zhang. A signature scheme
from the finite field isomorphism problem. JoMC’20.
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Toy example:

n=16
gq=32771

f(x)=%x"16 + x*7 + x~5 -x"3 - x™2 -x + 1

F(y)=y~16 + 4152%y~15 + 2594*%y~14 + 26843*y~13 + 27498*y~12 + 31444*y~11
+ 15956%y~10 + 7616%y~9 + 30326*y~8 + 26729*%y~7 + 8558*%y~6 + 4785%y~5 +
27721%y"~4 + 1198*y~3 + 14942%y~2 + 14544+%y + 11277

\phi= 28228*y"~15 + 13643*y~14 + 21168*y~13 + 4909*y~12 + 25475*y~11 +
21646*y~10 + 23297*y"9 + 19665*y"8 + 5019*y~7 + 1677*y"6 + 6823*y"5 +
15399*y~4 + 23882*y"~3 + 242*y"~2 + 18578*y + 31824

x-basis representataions
y-basis representations

x714 + %712 + %710 + %79 + x7B -x"7 -x"6 -x"5 -x"4 -x"3 -x

28795*y"~15 + 757*y~14 + 4649*y~13 + 30560*y~12 + 21773*y~11 + 19702*y~10
+ 14924*y~9 + 22488*y"8 + 29775*y"7 + T212*y"~6 + 5478*y~5 + 4488*y~4 +
9598*y~3 + 3290*y~2 + 19954*y + 25737

x~13 -x712 + x710 -x"9 + x°7 + "5 -x™4 + ®x"3 -x"2 -x + 1

22173*y"15 + 15726*y"~14 + 3731*y"13 + 2685*y~12 + 29516*y"~11 + 30642*y"10
+ 9001*y"9 + 12333*y"8 + 8722*y"7 + 3340*y~6 + 28353*y"5 + 9853*y"4 +
32035*y"3 + 25337*y"2 + 19076*y + 29241

-x~15 + x*12 -x711 -x"10 + x°8 -x"6 -x"5 -x"3 -x"2 -*x -1

25606*y"15 + 24744*y~14 + 20203*y~13 + 1563*y"~12 + 10690*y~1ll +
20096*y~10 + 22744*y"9 + 30083*y"8 + 16058*y~7 + 10331*y"6 + 30479*y~5 +
27544*y~4 + 19920*y~3 + 3869*y~"2 + 6B33*y + 2377
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Previous attack on DFFI problem [DHP+18,HSWZ20]

For FFl samples, there
are unusually short
vectors.

For uniform samples,
highly unlikely!
mod q Ighly unlikely

=
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FHE from FFl problem (oversimplified)

[DHP+18]
Letp = 2
mg,my € {0,1}
* Enc(m,) = Cq = pC(¥) + mg, Enc(my,) = C, = pC'(y) +my, ey e
« Dec(Cp) = (pc(x) + m,) mod p = my f (x) bounds the
noise growth after
 Dec(Cy+Cp) =(@clx)+pc'(x)+my,+my)modp =my +my multiplications

e Dec(C,.Cp) = (p? c(x)c'(x) + p c(x)my, + pc’ (x)m, + my.myp) mod p = my.my,

Correctness: Choose g sufficiently large to avoid modular reductions in x-basis
representations
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Trace of finite field

Let a € Fyn,

Tr(@) =a+al+-+al" € F,
* Trace is linear.
* Trace computation is polynomial time.

 Trace is invariant under representations.
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Trace of polynomial x-basis

f(x) =x"+ o0 x" 1 + -+ 0, whereoy; = 0for1< d Sg— 1
0, € {0,i1}for§s d<n

Then

ITr(x%)| = nmod q ford =0

=0mod q for |1sd<z-1 Tr(x?)

= d mod q when o4 # U‘JL = (=D Z & +,,:f,,2 - 1)|1_[( %)
0

Using Newton-Girard formula:

ri€ENiry +2r,+--+drg=d

= 0 mod q when g, =

10 Dipayan Das
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Trace of polynomial x-basis

f(x) =x™+ o x™ ! + .-+ 0, where gy =Ofor1£d§§—1

adE{O,il}forgﬁdSn
ThenforlSng—l
* g;,=0

Tr(x%) = 0mod q Tr(x)
_ (“1)4d Z (ry +7m, +

Using Newton-Girard formula:

‘”'ﬂ( 5)"

7"1' 7"2
ri€ENiry +2r,+--+drg=d
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Trace of polynomial x-basis

f(x)=x"+ o x" ! + -+ 0, whereo; = 0for1< d Sg—l
0, E{O,il}forgﬁd <n

Thenfor%SdSn—l

* Onlyonesolution forry:ry +2r, +-+dry =d

Using Newton-Girard formula:

that contributes in the sum: rr(x)
(n=0mr=0.,13=1) = (-1)%d Z (r + 75 +
¢ — ri€ENiry +2r,+--+drg=d riingt.
|Tr(x )| = d mod q whenag,; # 0

= 0 mod q wheno; =0
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Trace of FFl samples

Let a;(x) is a f —bounded linear combinations of polynomial x-basis.

Then |Tr(a,;(x))| = |T'r(Al-(y))| < fn?

13 Dipayan Das
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Polynomial-time attack on DFFI problem

e Letqg > 4fn*
o LetA;(y),A,(y), ..., A () be the given samples.

Compute the trace of the samples.

/) T

Absolute value of traces < n?, Otherwise, output uniform
output FFl distribution. distribution.

Trace is uniformly
distributed over Fq for

Advantage of the attack: 1 — ik
2

14 Dipayan Das uniform Samples.
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Polynomial-time semantic attack on the FHE

Let p is not a divisor of n
C, =pC(y) + m,wherem € {0,1}
Tr(C,) = pTr(c(x)) + Tr(m) is small.

Tr(C,)mod p = 0, Returnm =0
=1, Returnm =1
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Polynomial-time semantic attack on the FHE

Let p is a divisor of n

C, =pC(y) +m,wherem € {0,1}

Pick any FFl sample C* such that p is not a divisor of Tr(C™)
Tr(C,.C*) = pTr(c*(x).c(x)) + m Tr(c*(x)) is still small.

The choice of f(x) makes sure the coefficients of the product in x-basis are small.

Tr(C,C*)mod p = 0, Returnm = 0
=1, Returnm =1

The large modulus makes sure there is no modular reduction!
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