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CPA-1-sided security of PE

IXO

m°, m', x°, x'a) « A1KGe”(1’1, mpk)

b < {0,1}
¢ < Enc(mpk, x?, m?)

b/ «— AZKGen(C, a)
WIN if b = b’

CPA-1-sided security of PE

PrlWIN] < negl(4), and Vdkp we have
PG =PxH =0
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Multi-input PE (2-input case)
Correctness
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Lockable Obfuscation

Obfuscation

C < Obf(14, C, v, m)




Lockable Obfuscation

Obfuscation Functionality

F « Obf(lﬂa Ca Y m) ’E,’(x) _ {m ifCx) =y

1 otherwise




Lockable Obfuscation

Obfuscation Functionality
C « Obf(l’l’ C, v, m> F(x) B {m ifCx)=y
1l otherwise

VBB security (informal)

C can be VBB simulated when the lock y Is sampled
at random and y unknown to the adversary
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AN J in in
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7.Return ¢, = (C, C"
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1. Letc = (Fi”, F?“t) and ¢, = (Z:in, 73‘“)
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Definition of C'"and C°and correctness
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C?Ut(dkp, C;) C ‘~out

C 1. Lock yo!t
C;(dkp, Skl) y
2. Message m,

Output sk, 3.Hardcoded info
1. Secret key sk;

1. Obtain ¢ by decrypting w, 2.Cipher w,
using Skl, Sk2 _
N
out ,,In C2
2.0btain y,™, y, b -
decrypting c using dkp 1.Lock y,
2. Message sk,
3. Return yJ" 3.Hardcoded info

1. Secret key sk»
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1. Obtain ¢ by decrypting w,
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2. Obtain y5, y)" b
decrypting c using dkp
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Decryption: Computation of m;, = C°”t(dkp,
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1. Obtain ¢ by decrypting w;

using sky, sk,
Output sk,
2.0btain y

decrypting ¢ using dkp

| ’yl

3. Return y,
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Cout

1. Lock yp™t

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

1. Lock y,

2. Message sk,
3.Hardcoded info

1. Secret key sk
2.Cipher w,
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Decryption forn > 2

., Cpn—1,dkp)

(Cin

c,sk,z

((Cl, coe ,Cn_g,Skl, .o ,Skn,dk]p)

Initialize: ¢, = c,sk; =sk,Vj € [n] \ {i}, sk;- =1
// Execute each circuit received in input in order to retrieve the related secret key.
For ¢t from 1 to n — 1 do:

/_/\H p
EvaI3((Ct, (Ct+1, o ,(Cn_1, J_, coey J_,Skl, . o
If r= 1: return L

Else: skj = sk where r = (sk,h) / Save the secret key returned by C:.
end for.

., sk’ dkp)) = 7

// At this point, all secret keys are known.
For j from n to 1 do: Deca ;(sk’, cj) = cj—1
Dec; (dkp,co) = v

If v= L: return L

Else: return y°'* where v = (y;",y;?"t)

Initialize:
cn = c,ski =sk,Cp,_1 = L,k = L,Vj € [n]\ {i}, sk} = sk;
If 3w € [n — 2] such that C, # 1L and Cy41 =1: k=w
end initialize.

If kK # 1 do: [/ If k=L, no circuit to execute.
/| Execute each circuit received in input in order to retrieve the related secret key:.

For t € [k]| do: n—2+t—k
/_A“
Eval3(C¢, (Cipq,...,Ch, L, ..., J_,sk'l, ... ,skfn, dkp)) =r
If r= 1: return L

Else: ski = sk where r = (sk,h) / Save the secret key returned by C;.

end for.
end if.

// At this point, all secret keys are known.
For j from n to 1 do: Decy ;(sk},c;) = ¢;j_1
Dec; (dkp,cp) = v

If v= 1L: return L

Else: return y,i-" where v = (yfiin, y;™)

We supportn € O(1)

n-ary tree of height n = Decryption running time is O(n")




Other considerations

Replace CPA-1-sided secure PE with CPA-2-sided secure PE =
CPA-2-sided secure multi-key/multi-input PE

1. CPA-1-sided secure 2-key PE = Matchmaking Encryption with mismatch sec. [AFNV19]
2. CPA-1-sided secure n-input PE for n = O(1) in the corruption setting =>
(Ind. based) CPA-1-sided reusable (without session ids) (7 — 1)-robust

non-interactive MPC for (n € O(1))-parties where

fP((x19 ml), .o (xn, mn)) — {

(my,....m) ifP(x)=1A...AP(x)=1

1 otherwise.




& Thank You! g

https://eprint.iacr.org/2022/806




CPA-1-sided security of 2-input PE

Sender #1

¢, < Enc(eky,x;, m;)

Sender #2

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) =0 = P,;(x;) =0V P,(x,) =0

Sender #1

¢, < Enc(eky,x;, m;)

Sender #2

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE
CPA-1-sided validity (no corruptions): P(x,x,) =0 = P5(x,) =0

Sender #1

¢, < Enc(eky,x;, m;)

Sender #2

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢y < Enc(eky, x;,m) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
ekl 2.Sample locks yUt, yi" 2.Sample locks y$Ut, y3"

3.c < Encpe(mpk, (x;, x5, (P, yM)  3.¢ < Encpe(mpk, (x5, x,), (3%, y)")

¢, < Enc(eky,x;, m;) 4wy < Enc (pk , Enc o (pk,,v)) 4w, < Ency (pk,, Enc i (pk,, v))

Sender #2 _ | | _ | |
5. C' < Obf(14, C) o,y sky) 5. Cly « Obf(14,C) . v3', ska)
ek, 6. CS  Obf(1%,CO", .y m)  6.C3" < Obf(1%,Co™,  y5™, my)
7.Return ¢; = (Ei”, F?“t) 7.Return ¢, = (Ei”, Z’é“t)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢y < Enc(eky, x;,m) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
ekl 2.Sample locks yUt, yi" 2.Sample locks y$Ut, y3"

3.c « Encpe(mpk, (x,x3), (yf'%i”)) 3.c < Encpg(mpk, (x*, x,), S, yi))

¢, < Enc(eky,x;, m;) 4wy < Enc (pk , Enc o (pk,,v)) 4w, < Ency (pk,, Enc i (pk,, v))

Sender #2 _ | | _ | |
5. C' < Obf(14, C) o,y sky) 5. Cly « Obf(14,C) . v3', ska)
ek, 6. CS  Obf(1%,CO", .y m)  6.C3" < Obf(1%,Co™,  y5™, my)
7.Return ¢; = (Ei”, F?“t) 7.Return ¢, = (Ei”, Z’é“t)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢ < Enc(eky, x;, my) ¢, < Enc(eky, xp, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
ekl 2.Sample locks yf%i” 2.Sample locks yf“t, yé”

3.c « Encpe(mpk, (x,x3), (yf'%i”)) 3.c < Encpg(mpk, (x*, x,), S, yi))

¢, < Enc(eky,x;, m;) 4wy < Enc (pk , Enc o (pk,,v)) 4w, < Ency (pk,, Enc i (pk,, v))

Sender #2 _ | | _ | |
5. C' < Obf(14, C) o,y sky) 5. Cly « Obf(14,C) . v3', ska)
ek, 6. CS  Obf(1%,CO", .y m)  6.C3" < Obf(1%,Co™,  y5™, my)
7.Return ¢; = (Ei”, F?“t) 7.Return ¢, = (Ei”, Z’é“t)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢ < Enc(eky, x;, my) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
Ekl 2.Sample locks yf%i” 2.Sample locks yf“t, yé”

3.c « Encpe(mpk, (x,x3), (yf'xr)) 3.c < Encpg(mpk, (x*, x,), S, yi))

4.W1 <« Eane(Pk ) Eane(pk 9V)) 4"/‘/'2 S— EnCpke(pkl’ EnCpke(ka’ V))

Sender #2 _ Simulate _ | |
5{C' < Obf(1*,C}) o, ¥, sky) 5. Cly « Obf(14,C) . v3', ska)

c; < Enc(eky, x;, m;)

k 6 Fout Obsflnll% aciv:gut out 6 ’Efout Obf 14 (Cout out
eK» 1 (17, wy.sk? Y1 , M) Ly (17, Wo,sko? 2 , 1)
7.Return ¢; = (F”, E?“t) 7.Return ¢, = (Ei”, ?8‘“)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢ < Enc(eky, x;, my) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
Ekl 2.Sample locks yf%i” 2.Sample locks yf“t, yé”

3.c « Encpe(mpk, (x,x3), (yf'xr)) 3.c < Encpg(mpk, (x*, x,), S, yi))
4wy < Enc,.(pk;, Enc, (pk,,v)) 4w, < Ency(pk,, E”Cpxkz’ V)

Sender #2 _ Simulate _ | |
5{C' < Obf(1*,C}) o, ¥, sky) 5. Cly « Obf(14,C) . v3', ska)

c; < Enc(eky, x;, m;)

k 6 Fout Obsflnll% aciv:gut out 6 ’Efout Obf 14 (Cout out
eK» 1 (17, wy.sk? Y1 , M) Ly (17, Wo,sko? 2 , 1)
7.Return ¢; = (F”, E?“t) 7.Return ¢, = (Ei”, ?8‘“)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢y < Enc(eky, x;, m;) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
ekl 2.5ample locks )’f%in 2.Sample locks yS¥éh:"

3.c « Encpe(mpk, (x,x3), (yf'xr)) 3.c < Encpg(mpk, (x*, x,), S, yi))
4wy < Enc,.(pk;, Enc, (pk,,v)) 4w, < Ency(pk,, E”Cpxkz’ V)

Sender #2 _ Simulate _ | |
5{C' < Obf(1*,C}) o, ¥, sky) 5. Cly « Obf(14,C) . v3', ska)

c; < Enc(eky, x;, m;)

k 6 Fout Obsflnll% aciv:gut out 6 ’Efout Obf 14 (Cout out
eK» 1 (17, wy.sk? Y1 , M) Ly (17, Wo,sko? 2 , 1)
7.Return ¢; = (F”, E?“t) 7.Return ¢, = (Ei”, ?8‘“)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (no corruptions): P(x,x,) = 0 = |P;(x;) = 0 P,(x,) =0

Sender #1 ¢y < Enc(eky, x;,m,) ¢, < Enc(eky, Xy, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
Ekl 2.Sample locks ylx'” 2.Sample locks y5% ;”

3.c « Encpe(mpk, (x,x3), (yf'%i”)) 3.c < Encpg(mpk, (x*, x,), S, yi))

bow, Encke(pk ] Encke(pk ,V)) LW, < Ean(Pk , Enc_ 3ok, v))

Sender #2 — Simulate “Simulate
5/ C'" — Obf(14, C;pl o V1 5K1) 5.|C < Obf(1%,C)7 . ¥Y', sko)
" ~out Obsf!nl]% aciv:gut out out Obf l/lu atoeut out
6 C — ( wi,sk? )’1 ’ ml) 6. C N ( sz sk’ )’2 ’ m2)

7.Return¢; = (C™, C‘l’“t) 7.Return ¢, = (C™M, Cg“t)

¢, < Enc(eky,x;, m;)

€k2

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (#2 corrupted): P(x,x,) = 0 = P;(x;) =0

Sender #1 ¢y < Enc(eky, x;,m) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
Ekl 2.Sample locks yUt, yi" 2.Sample locks y$Ut, y3"

3.c < Encpe(mpk, (x;, x5, (P, yM)  3.¢ < Encpe(mpk, (x5, x,), (3%, y)")

¢, < Enc(eky,x;, m;) 4wy < Enc (pk , Enc o (pk,,v)) 4w, < Ency (pk,, Enc i (pk,, v))

Sender #2 _ | | _ | |
5. C' < Obf(14, C) o,y sky) 5. Cly « Obf(14,C) . v3', ska)
ek, 6. CS  Obf(1%,CO", .y m)  6.C3" < Obf(1%,Co™,  y5™, my)
7.Return ¢; = (Ei”, F?“t) 7.Return ¢, = (Ei”, Z’é“t)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE
CPA-1-sided validity (#2 corrupted): P(x;,x,) = 0 =

Sender #1 ¢y < Enc(eky, x;,m) ¢, < Enc(eky, x,, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
Ekl 2.Sample locks yUt, yi" 2.Sample locks y$Ut, y3"

3.c < Encpe(mpk, (x;, x5, (P, yM)  3.¢ < Encpe(mpk, (x5, x,), (3%, y)")

¢, < Enc(eky,x;, m;) 4wy < Enc (pk , Enc o (pk,,v)) 4w, < Ency (pk,, Enc i (pk,, v))

Sender #2 _ | | _ | |
5. C' < Obf(14, C) o,y sky) 5. Cly « Obf(14,C) . v3', ska)
ek, 6. CS  Obf(1%,CO", .y m)  6.C3" < Obf(1%,Co™,  y5™, my)
7.Return ¢; = (Ei”, F?“t) 7.Return ¢, = (Ei”, Z’é“t)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE
CPA-1-sided validity (#2 corrupted): P(x;,x,) = 0 =

Sender #1 ¢ < Enc(eky, x;, my) ¢, < Enc(eky, xp, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
ekl 2.Sample locks yf%i” 2.Sample locks yf“t, yé”

3.c « Encpe(mpk, (x,x3), (yf'%i”)) 3.c < Encpg(mpk, (x*, x,), S, yi))

¢, < Enc(eky,x;, m;) 4wy < Enc (pk , Enc o (pk,,v)) 4w, < Ency (pk,, Enc i (pk,, v))

Sender #2 _ | | _ | |
5. C' < Obf(14, C) o,y sky) 5. Cly « Obf(14,C) . v3', ska)
ek, 6. CS  Obf(1%,CO", .y m)  6.C3" < Obf(1%,Co™,  y5™, my)
7.Return ¢; = (Ei”, F?“t) 7.Return ¢, = (Ei”, Z’é“t)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE
CPA-1-sided validity (#2 corrupted): P(x;,x,) = 0 =

Sender #1 ¢ < Enc(eky, x;, my) ¢, < Enc(eky, xp, m,)
1. Let ek; = (mpk, pk4, pk,, ski) 1. Let ek, = (mpk, pk4, pk,, skr)
Ekl 2.Sample locks yf%i” 2.Sample locks yf“t, yé”

3.c « Encpe(mpk, (x,x3), (yf'xr)) 3.c < Encpg(mpk, (x*, x,), S, yi))

4.W1 <« Eane(pk ) Eane(pk ,V)) 4-W2 S— EnCpke(pkp EnCpke(pkz’ V))

Sender #2 _ Simulate _ | |
5{C' < Obf(1*,C}) o, ¥, sky) 5. Cly « Obf(14,C) . v3', ska)

c; < Enc(eky, x;, m;)

k 6 Fout Obsflnll% act:'gut out 6 Fout Obf 14 (Cout out
eK» 1 (17, wy.sk? Y1 , M) Ly (17, Wo,sko? 2 , 1)
7.Return ¢; = (F”, ??“t) 7.Return ¢, = (Ei”, ?8‘“)

¢, < Enc(eky, x,, m,)




CPA-1-sided security of 2-input PE

CPA-1-sided validity (#2 corrupted): P(x;,x,) = 0 =

c, < Enc(ekq, x,, m
Sender #1 1 (ek; 1 1)

1. Let ek; = (mpk, pk4, pk,, ski)

Ekl 2.Sample locks yf%i”

c; < Enc(eky, x;, m;)

4.W1 A Eane(pk ’ Eane(pk ’V))

Sender #2 _ Simulate |
5/C T « Obf(14, Cv'é‘hskl,yi”, sky)

— Simulate
ek, 6 T3 OBFCIY, Coy v, m)

7.Return¢; = (C™, C '
¢, < Enc(eky, x,, m,)

¢, < Enc(eko, x,, m,)

1. Let ek, = (mpk, pk;, pk,, sk;)

N
2

2.Sample locks y5%

3.c « Encpe(mpk, (x,x3), (yf'xr)) 3.c < Encpg(mpk, (x*, x,), S, yi))

4w, < Enc,.(pk;, Encpxkz, V))

5. Fg‘ « Obf(14, Cvi;‘bskz, yé”, sk»)

6. C3" « ObF(1%, Co | y$™, my,)

W29Sk2

7.Return ¢, = (C™M, C5"




CPA-1-sided security of 2-input PE

CPA-1-sided validity (#2 corrupted): P(x;,x,) = 0 =

c, < Enc(ekq, x,, m
Sender #1 1 (ek; 1 1)

1. Let ek; = (mpk, pk4, pk,, ski)

Ekl 2.Sample locks ylx'”

¢, < Enc(eky,x;, m;)

4.W1 A Eane(pk ’ Eane(pk ’V))

Sender #2 _ Simulate
5/C T « Obf(14, Cv';‘l Skl,yl , skq)

Slm% ate

6] C 9" « Obf(1%, CO* , yoUt, m,)

Wi, Skl

€k2

7.Return¢; = (C™, C‘l’“t)
¢, < Enc(eky, x,, m,)

¢, < Enc(eko, x,, m,)

1. Let ek, = (mpk, pk4, pk,, skr)

N
2

2.Sample locks y5%

3.c « Encpe(mpk, (x,x3), (yf'%i”)) 3.c < Encpg(mpk, (x*, x,), S, yi))

bWy Enck(pk ,Enc_ 2ok, v))

“Simulate
5. C'” «— C)b]"(l’1 C'” o y2 , Sk»)
out /luaté)eu ou
6.|C5" Obf(l sztskz, v, my)

7.Return ¢, = (C™M, Cg“t)




Execute Fj’“t(dkp, Fizn, FE”)

“~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk
2.Cipher wy

F;” fori € [3]

1. Lock y!"

2. Message sk;
3.Hardcoded info

1. Secret key sk:
2.Cipher w;




Execute Fj’“t(dkp, Fizn, FE”)

Execute?izf‘(dkp, ski, Fign)

“~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk
2.Cipher wy

F;” fori € [3]

1. Lock y!"

2. Message sk;
3.Hardcoded info

1. Secret key sk:
2.Cipher w;




Execute Fj’“t(dkp, Fizn, FE”)

Execute?izf‘(dkp, ski, Fign)

Execute?&”(dkp, sk, skz)

“~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk
2.Cipher wy

Z:ii” fori € [3]

1. Lock y!"

2. Message sk;
3.Hardcoded info

1. Secret key sk:
2.Cipher w;




Execute Fj’“t(dkp, Fizn, FE”)

Execute?izf‘(dkp, ski, Fign)

Execute?&”(dkp, sk, skz)

1. Obtain ¢ by decrypting w; using
Skl, Skz, Sk3

2. Obtain you, yé” by decrypting ¢
using dkp
3. Return y;’

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;




Execute Fj’“t(dkp, Fizn, FE”)

Execute?izf‘(dkp, ski, Fign)

Output sk

Execute?&”(dkp, sk, skz)

1. Obtain ¢ by decrypting w; using
Skl, Skz, Sk3

2. Obtain you, yé” by decrypting ¢
using dkp
3. Return y;’

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;




N

Execute Fj’“t(dkp, X ’55”)

Execute?izf‘(dkp, ski, Fign)

1. Obtain ¢ by decrypting w, using
Sk1,5k2,8k3

2. Obtain yé’“t, yé” by decrypting ¢
using dkp

Output sk 3. Return yé”

Execute?&”(dkp, sk, skz)

1. Obtain ¢ by decrypting w; using
Skl,Skz,Sk3

2. Obtain you, yé” by decrypting ¢
using dkp
3. Return y;’

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;




N

Execute Fj’“t(dkp, X ’55”)

Output sk,

Execute?izf‘(dkp, ski, Fign)

1. Obtain ¢ by decrypting w, using
Sk1,5k2,8k3

2. Obtain yé’“t, yé” by decrypting ¢
using dkp

Output sk 3. Return yé”

Execute?&”(dkp, sk, skz)

1. Obtain ¢ by decrypting w; using
Skl,Skz,Sk3

2. Obtain you, yé” by decrypting ¢
using dkp
3. Return y;’

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;




Execute Fj’“t(dkp, Fizn, FE”)

ExeCUtngn(dkp, sk, sk»)

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;




Execute Fj’“t(dkp, Fizn, FE”)

Executezg”(dkp, sk, sk»)

1. Obtain ¢ by decrypting w; using
Skl, Skz, Sk3
2. Obtain y“', yi" by decrypting ¢

using dkp
3. Return y;’

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;



Execute Fj’“t(dkp, Fizn, ’55”)

ExeCUtngn(dkp, sk, sk»)

1. Obtain ¢ by decrypting w; using
Skl, Skz, Sk3
2. Obtain y“', yi" by decrypting ¢

using dkp
3. Return y;’

Output skj

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;



Execute F?Ut(dkp, Niz”, an) —

1. Obtain ¢ by decrypting w; using

Skl, Skz, Sk3
2. Obtain yP\",
using dkp

out

3. Return y,

yi” by decrypting ¢

" ~out
C 1
out

1. Lock y,

2. Message m,
3.Hardcoded info

1. Secret key sk;
2.Cipher w,

Z:ii” fori € [3]

1. Lock yl.i”

2. Message sk;
3.Hardcoded info

1. Secret key sk;
2.Cipher w;




Retufn-_y
& o |

We sup_port ne 0(l)

Decryption running time is O(n")




