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Lockable Obfuscation

C̃ ← 𝖮𝖻𝖿(1λ, C, y, m)
Obfuscation

C̃ (x) = {m if C(x) = y
⊥ otherwise

Functionality

 can be VBB simulated when the lock  is sampled 
at random and  unknown to the adversary

C̃ y
y

VBB security (informal)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)
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c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
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c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

1. Let 𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

2. Sample locks  y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

1. Let 𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

2. Sample locks  y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

3.c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

1. Let 𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

2. Sample locks  y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

3.c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

4.w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, c))

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

1. Let 𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

2. Sample locks  y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

3.c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

4.w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, c))

5. C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

1. Let 𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

2. Sample locks  y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

3.c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

4.w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, c))

5. C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

6. C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

1. Let 𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

2. Sample locks  y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

3.c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

4.w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, c))

5. C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

6. C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

7. Return c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)
Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, c))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, c))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)



m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

Receiver



m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Return 𝖪𝖦𝖾𝗇𝖯𝖤(𝗆𝗌𝗄, P)

𝖽𝗄P ← 𝖪𝖦𝖾𝗇(𝗆𝗌𝗄, P)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

Receiver



m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Return 𝖪𝖦𝖾𝗇𝖯𝖤(𝗆𝗌𝗄, P)

𝖽𝗄P ← 𝖪𝖦𝖾𝗇(𝗆𝗌𝗄, P)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

Receiver



(m1, m2) = 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Receiver



1. Let  and c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 ) c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

(m1, m2) = 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Receiver



1. Let  and c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 ) c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

2. m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )

(m1, m2) = 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Receiver



1. Let  and c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 ) c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

2. m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )

3. m2 = C̃ 𝗈𝗎𝗍
2 (𝖽𝗄P, C̃ 𝗂𝗇

1 )

(m1, m2) = 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Receiver



1. Let  and c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 ) c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

2. m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )

3. m2 = C̃ 𝗈𝗎𝗍
2 (𝖽𝗄P, C̃ 𝗂𝗇

1 )

4. Return (m1, m2)

(m1, m2) = 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Receiver



???

Definition of  and  and correctnessC̃ 𝗂𝗇
i C̃ 𝗈𝗎𝗍

i

1. Let  and c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 ) c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

2. m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )

3. m2 = C̃ 𝗈𝗎𝗍
2 (𝖽𝗄P, C̃ 𝗂𝗇

1 )

4. Return (m1, m2)

(m1, m2) = 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

Construction of -input PE for 2 P(x1, x2) = P1(x1) ∧ P2(x2)

m ← 𝖣𝖾𝖼(𝖽𝗄P, c1, c2)

𝖽𝗄P

Receiver



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w2
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2
c 𝖽𝗄P

y 𝗂𝗇
2



Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w2
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2
c 𝖽𝗄P

y 𝗂𝗇
2

since 1-slot has wildcard 
P2(x2) = 1

x⋆
1



Output 𝗌𝗄2

Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w2
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2
c 𝖽𝗄P

y 𝗂𝗇
2



Output 𝗌𝗄2

Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w2
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2
c 𝖽𝗄P

y 𝗂𝗇
2

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w1
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1
c 𝖽𝗄P

y𝗈𝗎𝗍
1



Output 𝗌𝗄2

Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w2
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2
c 𝖽𝗄P

y 𝗂𝗇
2

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w1
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1
c 𝖽𝗄P

y𝗈𝗎𝗍
1

since 2-slot has wildcard 
P1(x1) = 1

x⋆
2



Output 𝗌𝗄2

Decryption: Computation of m1 = C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 )
C̃ 𝗈𝗎𝗍

1 (𝖽𝗄P, C̃ 𝗂𝗇
2 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
2

𝗌𝗄2

𝗌𝗄2
w2

C̃ 𝗂𝗇
2

C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1)

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w2
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2
c 𝖽𝗄P

y 𝗂𝗇
2

1. Obtain  by decrypting  
using  

2. Obtain  by 
decrypting  using   

3.  Return  

c w1
𝗌𝗄1, 𝗌𝗄2

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1
c 𝖽𝗄P

y𝗈𝗎𝗍
1

= m1

since 2-slot has wildcard 
P1(x1) = 1

x⋆
2



Decryption for n > 2

-ary tree of height  Decryption running time is n n ⇒ O(nn)
We support n ∈ O(1)



Other considerations

Replace CPA-1-sided secure PE with CPA-2-sided secure PE   
CPA-2-sided secure multi-key/multi-input PE

⇒

CPA-2-sided security

Applications
1.  CPA-1-sided secure -key PE  Matchmaking Encryption with mismatch sec. [AFNV19] 

2.  CPA-1-sided secure -input PE for  in the corruption setting   

(Ind. based) CPA-1-sided reusable (without session ids) -robust  

non-interactive MPC for -parties where 

2 ⇒
n n = O(1) ⇒

(n − 1)
(n ∈ O(1))

fP((x1, m1), …, (xn, mn)) = {(m1, …, mn) if P1(x1) = 1 ∧ … ∧ Pn(xn) = 1
⊥ otherwise.



Thank You!
https://eprint.iacr.org/2022/806



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0

Simulate

Simulate



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0

Simulate

Simulate



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0

Simulate

Simulate



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (no corruptions) :  P(x1, x2) = 0 ⟹ P1(x1) = 0 ∨ P2(x2) = 0

Simulate

Simulate

Simulate

Simulate



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (#2 corrupted) :  P(x1, x2) = 0 ⟹ P1(x1) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (#2 corrupted) :  P(x1, x2) = 0 ⟹ P1(x1) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (#2 corrupted) :  P(x1, x2) = 0 ⟹ P1(x1) = 0



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (#2 corrupted) :  P(x1, x2) = 0 ⟹ P1(x1) = 0

Simulate

Simulate



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (#2 corrupted) :  P(x1, x2) = 0 ⟹ P1(x1) = 0

Simulate

Simulate



CPA-1-sided security of -input PE2

Sender #1

Sender #2

𝖾𝗄1

𝖾𝗄2

c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)

1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄2 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄2)

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x⋆
1 , x2), (y𝗈𝗎𝗍

2 , y 𝗂𝗇
2 ))

w2 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
2 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w2,𝗌𝗄2
, y 𝗂𝗇

2 , 𝗌𝗄2)

C̃ 𝗈𝗎𝗍
2 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w2,𝗌𝗄2
, y𝗈𝗎𝗍

2 , m2)

c2 = ( C̃ 𝗂𝗇
2 , C̃ 𝗈𝗎𝗍

2 )

 c2 ← 𝖤𝗇𝖼(𝖾𝗄2, x2, m2)
1. Let  

2. Sample locks   

3.  

4.  

5.  

6.  

7. Return 

𝖾𝗄1 = (𝗆𝗉𝗄, 𝗉𝗄𝟣, 𝗉𝗄𝟤, 𝗌𝗄1)

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1

c ← 𝖤𝗇𝖼𝖯𝖤(𝗆𝗉𝗄, (x1, x⋆
2 ), (y𝗈𝗎𝗍

1 , y 𝗂𝗇
1 ))

w1 ← 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄1, 𝖤𝗇𝖼𝗉𝗄𝖾(𝗉𝗄2, v))

C̃ 𝗂𝗇
1 ← 𝖮𝖻𝖿(1λ, C 𝗂𝗇

w1,𝗌𝗄1
, y 𝗂𝗇

1 , 𝗌𝗄1)

C̃ 𝗈𝗎𝗍
1 ← 𝖮𝖻𝖿(1λ, C𝗈𝗎𝗍

w1,𝗌𝗄1
, y𝗈𝗎𝗍

1 , m1)

c1 = ( C̃ 𝗂𝗇
1 , C̃ 𝗈𝗎𝗍

1 )

 c1 ← 𝖤𝗇𝖼(𝖾𝗄1, x1, m1)

CPA-1-sided validity (#2 corrupted) :  P(x1, x2) = 0 ⟹ P1(x1) = 0

Simulate

Simulate

Simulate

Simulate



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

Output 𝗌𝗄3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

Output 𝗌𝗄3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

Output 𝗌𝗄2

Output 𝗌𝗄3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Output 𝗌𝗄2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄2)

Output 𝗌𝗄3



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Output 𝗌𝗄2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄2)

Output 𝗌𝗄3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Output 𝗌𝗄2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄2)

Output 𝗌𝗄3

Output 𝗌𝗄3

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [3]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Output 𝗌𝗄2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄2)

Output 𝗌𝗄3

Output 𝗌𝗄3
1. Obtain  by decrypting  using 

 
2. Obtain  by decrypting  

using   
3.  Return 

c w1
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1 c
𝖽𝗄P

y𝗈𝗎𝗍
1

= m1



Execute C̃ 𝗈𝗎𝗍
1 (𝖽𝗄P, C̃ 𝗂𝗇

2 , C̃ 𝗂𝗇
3 )

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y𝗈𝗎𝗍
1

m1

𝗌𝗄1
w1

C̃ 𝗈𝗎𝗍
1

1. Lock  
2. Message  
3. Hardcoded info 

1. Secret key  
2. Cipher 

y 𝗂𝗇
i

𝗌𝗄i

𝗌𝗄i
wi

 for C̃ 𝗂𝗇
i i ∈ [n]

Execute C̃ 𝗂𝗇
2 (𝖽𝗄P, 𝗌𝗄1, C̃ 𝗂𝗇

3 )

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Output 𝗌𝗄2

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄3)

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w2
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
2 , y 𝗂𝗇

2 c
𝖽𝗄P

y 𝗂𝗇
2

1. Obtain  by decrypting  using 
 

2. Obtain  by decrypting  
using   

3.  Return 

c w3
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
3 , y 𝗂𝗇

3 c
𝖽𝗄P

y 𝗂𝗇
3

Execute C̃ 𝗂𝗇
3 (𝖽𝗄P, 𝗌𝗄1, 𝗌𝗄2)

Output 𝗌𝗄3

Output 𝗌𝗄3
1. Obtain  by decrypting  using 

 
2. Obtain  by decrypting  

using   
3.  Return 

c w1
𝗌𝗄1, 𝗌𝗄2, 𝗌𝗄3

y𝗈𝗎𝗍
1 , y 𝗂𝗇

1 c
𝖽𝗄P

y𝗈𝗎𝗍
1

= m1

Decryption running time is O(nn)
We support n ∈ O(1)


