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Functional Encryption [BSW11]

Setup(14) = (mpk, msk)
KeyGen(msk, f) — sk¢

Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m)




Functional Encryption: Security |[BSW11]

Setup(11) = (mpk, msk J
p(1%) — (mp ) l .
KeyGen(msk, ) — sk 1 Hl” — (mpk,msk)
Enc(mpk, m) — ct,, ‘
Dec(sky, ct,,) — f(m) Slkf

f(m) ﬁ — ot

Security: users learn only f(m)



Inner Product Functional Encryption (IPFE) [ABDP15, ALS16]

f( ' ) — < E Y>
<
KeyGen(msk, y) — sky 1 Hm — (mpk,msk)

K

Setup(1”) — (mpk, msk)

Enc(mpk, X) — cty

SKy

l

'T\j‘i l
P
(X,¥) =f(m)é! «—— Cty

Dec(sky, cty) = (X, ¥)




L eakage of message in IPFE

Setup(1”) — (mpk, msk) . sky reveals (X, y)
KeyGen(msk, y) — sk - release sufficient # sky.
Enc(mpk, X) — ct. Yo (X, ¥1)
solve : X = 5 for X
Dec(sky, cty) = (X, ¥) Y T (X, ¥,)

» system Iis completely broken



L eakage of message in IPFE

Setup(1”) — (mpk, msk) . sky reveals (X, y)
KeyGen(msk, y) — sk - release sufficient # sky.
Enc(mpk, X) — ct. Yo (X, ¥1)
solve : X = 5 for X
Dec(sky, cty) = (X, ¥) Y T (X, ¥,)

» system Iis completely broken

« Cannot release sky for n L.I.'y vectors

Leakage is high



Attribute-Based IPFE (ABIPFE) [ACGU20]

Setup(1%4,1") — (mpk, msk)
A

KeyGen(mSk, y, att) —> Sky,att 1 ‘ | | ‘ — (mpk’mSk)

Enc(mpk, X, P) — cty p

Dec(sky att, Ctx p) — (X, Yy) if P(att) = 1

f P(att) = 1

(X,y) = f(m)! «—— Clxp



ABIPFE: IND-based Security [ACGUZ20]

Setup(14,1") = (mpk, msk) (mpk,msk)[[[M] M

KeyGen(msk, y, att) — sky at
Enc(mpk, X, P) — cty p

Dec(sky att, Ctx p) — (X, Yy) if P(att) = 1

-

PN s

. mpk

—

(yla attl)a (y29 attZ)a l SKY1,att1’ SkyQ,attzt' °eo

4—
Xo, Xl’ P —_ CtXb,P

—

(yla attl)a (y29 attZ)a | Sky],attl’ SkyQ,att29 coe

(X0, ¥;) = (X;,y;) Vi st P(att) =1

Security: cannot guess b



ABIPFE: IND-based Security [ACGUZ20]

N\
Setup(l’l,ln) — (mpk, msk) (mpk,msk)m

KeyGen(msk, y, att) — sky at

. mpk
Enc(mpk, X, P) — cty p
4—

(yla attl)a (y29 attZ)a l SKY1,att1’ SkyQ,attzt' °eo

Dec(sky att, Ctx p) — (X, Yy) if P(att) = 1

4—
Xo, Xl’ P —_ CtXb,P

—

ﬁ 9 9
« Can release sky for n L.I. 'y vectors unless yp.atty SRysatt

these are associated to satisfying attributes. .
(X0, ¥;) = (X;,y;) Vi st P(att) =1

manage leakage by access control

Security: cannot guess b



Attribute-Based IPFE (ABIPFE): Application in loMT

fC %)= (-, y)if % (att) = 1

if P(att) = 1

(x,y) = fim) ! O



Attribute-Based IPFE (ABIPFE): Application in loMT

-

.

Data owner: loMT device users

Data users:

» doctors of hospitals (H1, H2,...)
* researchers of labs (L1, L2, ...)

~

J

if P(att) = 1

(BP,y) = f(m)

f('a*):<°9Y>if

E

P: (doc@cardio_H1) A (rs@drug_L2)

att = {dept_H1/H2, section_L1/L2, ...}
* (att) = 1

— (mpk,msk)




Attribute-Based IPFE (ABIPFE): Application in loMT

-

.

Data owner: loMT device users

Data users:

» doctors of hospitals (H1, H2,...)
* researchers of labs (L1, L2, ...)

~

J

att = {dept_H1/H2, section_L1/L2, ...}

fC %)= (-, y)if % (att) = 1

-

e all attributes are controlled
by a single authority

* the security of the system

\_

depends on the single authority

_J

if P(att) = 1

(BP,y) = f(m)

P: (doc@cardio_H1) A (rs@drug_L2)

E

— (mpk,msk)




Multi-Authority ABIPFE (MA-ABIPFE) [AGT21]

GSetup(l’I) — GP (pk,,mskj) (pk,,msky) (pk;,msk3)
PN AN PN
LSetup(GP,1", 7) — (pk,, msk;) apP || oP|ll||  oP|l]]

\(¥-atty) (¥, atto) / (¥, att3)

fCox )= (- y)if *({att;}) =1
\ | /

SKGID,y,att,

KeyGen(msk,;, GID, y, att) — skgipy.att

Enc(GP, {pkt}ta X,P) = ctxp SKGID,y.att,

DeC(GP, GID, {SkGID,y,atti}i’ CtX’P) - <X’ y> \ l /
if P({att;},) = 1

~

f P({att;}) = 1 an "
(x,y) = fim) Agld * P




Multi-Authority ABIPFE (MA-ABIPFE) [AGT21]

k,,msk
GSetup(1%) — GP (Pk;.msk1)
PN
L Setup(GP,1%, 1) — (pk_, msk,) GP ‘ | ‘ ‘ | GP ‘ | ‘ |
(y, att;)
KeyGen(msk,;, GID, y, att) — skgipy.att
SkGIDyattl

Enc(GP, {pk } . X, P) — cty p

DeC(GP, GID, {SkGID,y,atti}i’ CtX’P) - <X’ y> \ l /
if P({att;},) = 1

if P({att;},) = 1
(Xp, ¥;) M X0, Xy, P

Security: cannot guess b, given (X, y;) = (X;,y;) Vis.t. P({att;},) = 1




Multi-Authority ABIPFE (MA-ABIPFE) [AGT21]

4 h

GSetup(lﬂ) S GP (pk,,mskj) corrupted (Pks,msks)

L Setup(GP,1%, 1) — (pk_, msk,)

KeyGen(msk,;, GID, y, att) — skgipy.att

Enc(GP, {pk } . X, P) — cty p

Dec(GP, GID, {skgip.y.att;} ;» Ctx.p) = (X, ¥)
If P({att,-}l-) = ]

e authorities can be corrupted If P({att;}.) =1
(X, ¥;)

Security: cannot guess b, given (X, y;) = (X;,y;) Vis.t. P({att;},) = 1



MA-ABIPFE: Application in loMT

( )
Data owner: loMT device users
Data users: (Pk;,msk ) (pky,msky)
* doctors of hospitals (H1, H2,...) é A
* researchers of labs (L1, L2, ...) GP ‘ H1 ‘ GP | H2
. ) LI TV
(y, atty)
SKGID,y att,

If P(att,, att,) = 1

P: (doc@cardio_H1) A (rs@drug_L2)
att att,

Ak
(BP.y) = f(m)
2 B

att = {dept_H1/H2, section_L1/L2, ...}

(pk,,msky)

(pk39m3k3)

)

GP]

7~ ~\
e o
) —_—




MA-ABIPFE: Application in loMT

1 A att = {dept_H1/H2, section_L1/L2, ...}
Data owner: loMT device users
Data users: (pkjomsky) corrupted : (pky,msky)
* doctors of hospitals (H1, H2,...) é A A
 researchers of labs (L1, L2, ...) GP | H1 ‘ GPl H2 GPl
_

SKGID,y att,

f P(atty, att,) = 1

_ (BP.y) = fim) /il
P: (doc@cardio_H1) A (rs@drug_L2) @!
att att




Limitations of MA-ABIPFE of AGT21: bounded vectors

Ipk, | = poly(n)  |pk,| = poly(2) |pk,| = poly(n)

GSetup(l’I) — GP (pk,,mskj) (pk,,msky) (pk;,msk3)
PN AN PN
LSetup(GP, 1", 1) — (pk,, msk,) apP || oP|ll||  oP|l]]

\(¥-atty) (¥, atto) / (¥, att3)
fl-, %) =(- ’.y> if * ({att;};) =1

\ /
Enc(GP, {pkt}t, X, P) — Cix p SKGIDy att, SKGID,y,att,

e 71 1s fixed for all authorities \ l /

- | pk,| = poly(r) 6
» |ctyp| = poly(n) evenif |X| < <n If P({att;};) =1 il

L
oy fim) Al o

| cty p| = poly(7)

KeyGen(msk,;, GID, y, att) — skgipy.att




Limitations of MA-ABIPFE of AGT21: bounded attributes

Ipk, | = poly(n)  |pk,| = poly(2) |pk,| = poly(n)

GSetup(l’I) — GP (pk,,mskj) (pk,,msky) (pk;,msk3)
PN AN PN
LSetup(GP, 1", 1) — (pk,, msk,) apP || oP|ll||  oP|l]]

\(¥-atty) (¥, atto) / (¥, att3)
fl-, %) =(- ’.y> if * ({att;};) =1

KeyGen(msk,;, GID, y, att) — skgipy.att

\ /
Enc(GP, {pkt}t, X, P) — Cix p SKGIDy att, SKGID,y,att,
N
#attb 1s bounded
e each auth controls a bounded #attb N Y Y

e small universe &

fP({att;)) = | Mk y
x-y=fim) Agh T OxP

| cty p| = poly(7)




Limitations of MA-ABIPFE of AGT21: strong assumption/weak performance

Ipk, | = poly(n)  |pk,| = poly(2) |pk,| = poly(n)

GSetun(1” GP (pk,;,msk;) (pk,,msky) (pk;,msk3)
e AN PN PN
LSetup(GP, 17, 1) — (pk,, msk) ap |[]]] ap |[|]] apP |||

\(¥-atty) (¥, atto) / (¥, att3)
fl-, %) =(- ’.y> if * ({att;};) =1

\ /
Enc(GP, {pkt}t, X, P) — Cix p SKGID.y att, SkG‘ID,y,attz
/

\

_— . #attb is bounded
* Built in composite order groups NV /

 More than 2 hours for encryption N
 About 5 days for decryption <

KeyGen(msk,;, GID, y, att) — skgipy.att

fP({att;)) = | Mk y
x-y=fim) Agh T OxP

| cty p| = poly(7)



Our results

We construct MA-ABIPFE where...

* unbounded length message/key vectors can be processed,
LSetup(GP, 1) — (pk, msk,) |pk,| =poly(4) |ctyp| = poly(|x])

o authorities are allowed to control arbitrary number of attributes

o attributes need not be enumerated at setup, I.e., large universe

» constructed in a prime-order pairing groups

* proven secure under target-group-based assumptions



Our results

We construct MA-ABIPFE where...

* unbounded length message/key vectors can be processed,
LSetup(GP, 1) — (pk, msk,) |pk,| =poly(4) |ctyp| = poly(|x])

» authorities are allowed to control arbitrary number of attributes

o attributes need not be enumerated at setup, I.e., large universe

e constructed in a prime-order pairing groups

* proven secure under target-group-based assumptions

» static security under DBDH-type assumption



Roadmap

AGT21]

Our SMA-ABUIPFE

Our LMA-ABUIPFE

small-universe MA-ABIPFE
bounded-length vectors

composite-order group-based

source-group-based assump.
e.d., subgroup decision assump.

selective security

small-universe MA-ABUIPFE
unbounded-length vectors

prime-order group-based

target-group-based assump.
e.g., DBDH

static security

large-universe MA-ABUIPFE
unbounded-length vectors

prime-order group-based

target-group-based assump.
e.g., L-DBDH

static security



Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z*, p) m=xe& Zx f=yez"



Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z*, p) m=xe& Zx f=yez"

PN
1]

pkt — ([at]la [ut,z]la ceey [ut,s]l)

msk; = (A, Uy 5, « ..y Uy )



Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"

PN
1]

| :
skaipy, = | [Hicui@ [T |HGDnyujnky e G,

Nt

tskaioyil; vectorise using hash-and-exponentiation

S
Ak
2

pkt — ([at]la [ut,z]la ceey [ut,s]l)

msk; = (a,, Us s - e ut,S)




Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"

PN
1]

pkt — ([at]la [ut,z]la ceey [ut,s]l)

msk; = (a,, Us s - e ut,S)

I ) ° V — (Z, V2, “’?Vs) «— Z;X”xl
SKGID,y,r = HHl(t Il k) HHH(GID Ly lj k) e G, e X = (X .00, X,)  Z57 XN
Nt =
{SkGID,y,t}t

~
Ak
5 |




Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"

PN
1]

pkt — ([at]la [Mt,z]la ceey [ut,s]l)

msk; = (a,, Us s - e ut,S)

I s . V=(z,v,,...,V,) « Z;Xl[xl
skaipy, = | [Hicui - [T |H@GDnyujnky e G, e X = (X, .. X,) < ZUTXIN
NV = . Cy= Ix+7ly,
(SKGID,y, 1} + C;,=IM;-V+bly, G;=Ir]
Uany o Cyii=[M; x;+r,d;]; ct p

2

1D, I = e(rila, )1 Hi(@ 1 k)

vectorise using hash-and-pairing |
d; j 1|7 = e(rilu,g) ;1 HGID Iy 11 j 1 k)



Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"

PN
1]

pkt — ([at]la [ut,z]la ceey [ut,s]l)

msk; = (a,, Us s - e ut,S)

I ) e V= (Z, Vo, .oty Vs) <« Z;Xllxl
SKGID,y,r = HHl(t Il k) HHH(GID Ly lj k) e G, e X = (X .00, X,)  Z57 XN
k =2k
NS . Cy = [x+zly,
{SkGID,y,t}t - C1,i = [Mi -V + bi]Ta Cz,i = [7}']
ﬁ Wilier st Z Wikl = (1.0.....0) « G5, =IM;x; +r; d; 7
5 el CtX,P
“ g ] Wi
! Crioy I, 11,e(Cs k- 31 H(GID Iy 1111 K))
~ A 1} e(Cs. SKGID.y.) (bl = e(rilayply, Hiz11K))

d; j 1|7 = e(rilu,) ;11 HGID Iy 11 j 11 k)



Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"

PN
1]

pkt — ([at]la [Mt,z]la ceey [ut,s]l)

msk; = (a,, Us s - e ut,S)

| 5 e V=(z,v,, ...f?VS) «— Z;Xl[xl
skaipy, = | [Hicui - [T |H@GDnyujnky e G, X = (%)« 28X
Nt = . Cy = [x+7],
{SkGID,y,t}r * Cl,i =[M;-V+bl C2,i = [r;]
(Wi}ies it ZwiMi = (1,0....,0) Cyi= M x4 d
el CtX,P

C1,--y T1° TT1 i - LOCITDY 1 w7 117 11 1) W;
not known to the encrypter - [D; )7 = e(ril@ady, Hi(2 11 k)

d; j 1|7 = e(rilu,) ;11 HGID Iy Il j 1T &)




Constructing SMA-ABUIPFE

An initial attempt combining techniques of [DKW21] and [DP19]

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"
W = ( [ 0] oo LUty 1) {pkt}t
— MS T ( l/tt’z, SR I/tt,S)
) « 75X
p
SKGID,y,r = H(GID Iy Il j)"™ zy~ I

= [[r@Duynjnrss - G =[xtz

- C3,l] [Ml ]X] + 7‘ u (l) ]]T

not known to the encrypter 171l k))




Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"
ﬁ pkt — ( [ut,z]la SRR [ut,s]l) {pkt}t
111 msk, = (" Uo,..., U
SKGID,y,r = H(GID Il y 11 j)%Y

= [ [H@GID 1y 0k
k

not known to the encrypter 171l k))




Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"
ﬁ = [Mfaz]l’ e [M;,S]l) {pkt}t =X, P =(M,p))
2 msk,=0C uy,..., U, )
- " hS o Tty 2,
V=(v,,...,V) < Z;X”X'
SKGID.y.r = H(GID Iy 11 j)** X = (X X,) « ZOTDXIN

= [[r@Duynjnrss - G =[xtz

) C3JJ [MlJX]_I_r P(l)J]T

H(GID Il y Il Il k) =[M; ;- x;+d; 7
= Hy(j Il k) - H3(GID Il y|ll j Il k)

|d; Jk]T = e(r;[u (z)]]l H(GID Iyl j Il k))




Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (69 Gla 629 GTa gla 82)

N\

s = max #AND gates in P = (M € Z©, p)

W pkt — ( [Mf,z]l’ ¢ o oo [ut’s]l)
11 mSkt — ( ut,Z’ Y ut,s)
SKGID,y,r = H(GID Iy 11 /)™

— H H(GID Iy 11 Il k)™
k

H(GID Iy Il j Il k)

= Hy(j Il k) - H3(GID Il y /Il j Il k)
[ut,j]l — - [I/tt(]z)k]T — 6([%,]']1, Ha(j 11 k)

m=x € Z

1711 k))



Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e, Gy, Gy, Gr, g1, &)

N\

s = max #AND gates in P = (M € Z©, p)

W pkt — ( [Mf,z]l’ ¢ o oo [ut’s]l)
11 mSkt — ( ut,Z’ Y ut,s)
SKGID,y,r = H(GID Iy 11 /)™

— H H(GID 11y 11 j Il k)"
k

H(GID Iy Il j Il k)

= Ha(j 11 k) - Hz(

GID 11 y|ll j Il k)

lu; ;1y — [ = e(lu, ;1;, H3(GID Iy

t,],k

1711 k))

m=x e 7k

1711 k))



Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"
W = ( [t 0115 - - [ut,s]l) {pkt}t
pEEEES MSK; =— ( l/tt’z, e o ut,s)
) « 75X
p
SkGID,y,t = H(GID 1y 1l j)%Y Z7(s=DXIL]

= [[r@Duynjnrss - G =[xtz

- C3,l] [Ml ]X] + 7‘ u (l) ]]T

[1,1) — [, ) = e([u, 11, Ha(G 1K) =[M;;-x;+d, ]

[, 1) — [u)))r = e([u,j];, H3(GID Iy 11 j 11 k) [, ; J7 = e(rlug 1, HEGID Iy 1 j 11 k)




Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"
W pkt — ( [ut,z]la ARy [ut,s]l)
= Mk = Uy, ..., Uy )
) — 75X
p
SkGID,y,t = H(GID 1y 1l j)%Y Zlgs—l)x|lx|

= [T w)» - Go=x+7
k

» C3 = M X+ 10, 7

[ut,j]l — [Mt(JZ)k]T = e([ut,j]la Ha(j 11 k) = [Mi,j X T di,j]T

[, 1) — [u)))r = e([u,j];, H3(GID Iy 11 j 11 k) [, ; J7 = e(rlug 1, HEGID Iy 1 j 11 k)




Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z7*, p) m=xe& 7 f=yez"
W pkt = ( [ut,z]la e [ut,s]l) {pkt}t
— mSkt — ( ut,29 R ut,s)
) « 75X
P
SkGID,y,f — H( [ut(,Jz’,)k]z . [ut(j',)k]z )yk Z;S—l)X|IX|
k
(i)jlT .
[ut,j]] — [ul‘(,?,)k]T — e([ut,j]la H2(.] ” k)) N - X + di,j]T
3 . -
[u; jl;, — [Mt(,j,)k]T = e(lu, jl;, H3(GID 1y Il j Il k)) [d; ;7 = e(rlut, ;) 11, H(GID I y 1 j 11 k))

cannot simply replace H by H»



Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

el

e(CZ,ia SkGID,y,t)

[d; i ilr = e(rilu,;) 11, HGID Iy

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z%>5, p) m=x e Z f=ye 74
W = ( [ 514, -5 L1y 51y) 1PK },
— MSK; = ( ut,29 KRR ut,s)
)(_ ZSXllxl
p

SKGID,y,t = H( AN AR Z6=DIl

— CO — [X‘I‘Z]T

¢ C3,l] [M X + I” (Z)J]T .

S W, :[MX—|—d]T
Ciiy Hj=2er(C3,i,j,k’Yk» H(GID Ity 11511 k)) R W
y-z=

1711 k))

cannot simply replace H by H»



Constructing SMA-ABUIPFE

Our idea: SMA-ABUIPFE using “hash-decomposition” mechanism

GP = (e,G, &), G, g1, 2)) s = max #AND gates in P = (M € Z%>5, p) m=x¢e 7k f=ye 7

ﬁ pkt — ( [ut,z]la SRR [ut,s]l) {pkt}t

— mSkt — ( ut’z, coos I/tt,S)

) «— ZSXllxl
p
SkGID,y,f — H( [ut(,Jz’,)k]z . [ut(j',)k]z )yk Z;S—l)X|IX|
k
» G35 = M X+ 10, 17 .
9 .
(1) — [ ] = e([u, 11, Ha(j 1K) = (M, -x; +d, ];

e(C3,i,j - Y, Ha(j 11 k))

. d; j 1|7 = e(rilu,) ;11 HGID Iy Il j 1T &)
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Conclusion

» Define and Construct Large-universe Multi-Authority ABUIPFE

4+ Constant size public-keys for each authority

4+ Succinct secret-keys (only one group element)

4+ Input-specific | ct | = poly(| x|, s)

4+ Each authority controls arbitrary number of attributes

4+ Built using a prime-order pairing groups

4+ Static security based on DBDH-type targer-group-based assumption



Conclusion

» Define and Construct Large-universe Multi-Authority ABUIPFE

4+ Constant size public-keys for each authority
4+ Succinct secret-keys (only one group element)

4+ Input-specific | ct | = poly(| x|, 5)

4+ Each authority controls arbitrary number of attributes

4+ Built using a prime-order pairing groups

4+ Static security based on DBDH-type targer-group-based assumption

» Open problems in the area

4+ Adaptive corruption from standard assumptions

+ MA-ABIPFE from PQ-assumptions TM a” OM l

4+ Selective/adaptive security under target-group-based assumptions I



