Simple, Fast, Efficient, and Tightly-Secure
Non-Malleable Non-Interactive Timed
Commitments
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Applications

* Unbiased E-voting (MT19)

* Sealed Bid Auctions (MT19)

* Multi-Party Contract Signing (MT19)

* Fairness in Multi-Party Computation — Fair Coin Flipping (MT19)
* Revealing Census Data

* Responsible Disclosure of Security Flaws
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Publicly Verifiable CCA Secure PKE

Naor-Yung Paradigm (NY90)
- 2x CPA secure PKE and One-Time Simulation Sound NIZK

Efficient OT-SS NIZK
- Sigma Protocol
- Only for algebraic languages

A challenge: Find a replacement to substitute PKE.
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Construction of Linearly Homomorphic TLP (MT19)

PGen(1*,T)

(p,q; N, g) < GenMod(1*)
p(N):=(p—-1)(¢—1)

t := 21 mod p(N)/2

h = g mod N

return crs := (N, T, g, h)
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Paillier-like encryption

PGen(1*,T) Com(crs, m) FDec(crs, (co, 1))

(p;q; N, g) < GenMod(1%) . & IN/2] Y 1= C(Q)T mod N

SO(N) T: (p R 1)(q R 1) Co - — grr mod N return Cl.y_N( r]ri/vOd N2)_1
t = 2t mod ¢(N)/2 ¢ = h™N(1+ N)™ mod N?

h :=g" mod N return (cg, c1)

return crs := (N, T, g, h)
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Co .— ____?:1 Ci,0 mod N
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Construction of Linearly Homomorphic TLP (MT19)

Paillier-like encryption

PGen(1*,T) Com(crs, m) FDec(crs, (co, 1))

(p;q; N, g) < GenMod(1%) . & IN/2] Y 1= C(Q)T mod N

SO(N) T: (p R 1)(q R 1) Co - — grr mod N return Cl'y_N( r]ri/vOd N2)_1
t = 2t mod ¢(N)/2 ¢ = h™N(1+ N)™ mod N?

h :=g" mod N return (cg, c1)

return crs := (N, T, g, h)

Paillier-like homomorphism
Eval(crs, ®n, (€0, Ci,1)icn)) DecVrfy(crs, (co, c1),m,7)

co :=[];—; ¢io mod N if ¢ = g" mod NA
c1 := [, ¢i1 mod N? c1 =hN(14+ N)™ mod N2
return (cg, c1) return 1

return 0
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Construction of Linearly Homomorphic TLP (MT19)

PGen(1*,T)

(p,q, N, g) + GenMod (1)
=(p—-1)(¢—-1)

(V)

t =21 mod p(N)/2
h = g mod N

return crs := (N, T, g, h)

Paillier-like homomorphism
EVEJ'(CFS7 DN, (Ci’o, Ci,l)ie[n])

Paillier-like encryption

Co .—

n

C1 .=— | |

return

", ¢i1 mod N2
(cos c1)

Com(crs, m) FDec(crs, (cg, 1))
T
r & [N/2] y:=cg mod N
cp ;= g" mod N return c1y” " ( IR/*Od N?)—1
c1 :=h™(1+ N)™ mod N?
return (cg, c1)
DecVrfy(crs, (co,c1), m, ) Assumptions:
if cg = g" mod NA e Strong Sequential Squaring
¢p = hiN(1+ N)™ mod N* « Decisional Composite

return 1 Residuosity
return 0 e Decisional Diffie-Hellman

57



Naor-Yung (1st Attempt)

hy := gzl51 mod /V; ho 1= 952 mod N

Comy (crsy, m) Coms(crsy, m)

r1 < [N1/2] ro & [Na/2]

Co ‘= gIl mod Ny 06 = 952 mod N

¢1 := h7*™M (1 + Np)™ mod N? ch = h5"2 (14 Ny)™ mod N3

return (cg, c1) return (cp, ¢})



Naor-Yung (1st Attempt)

hy := gzl51 mod Ny ho = 952 mod N

Comy (crsy, m) Coms(crsy, m)

r1 < [N1/2] ro & [Na/2]

co := g1+ mod Ny ¢y = go°> mod No

c1 := ™ (1 + N1)™ mod N? ¢j == h5?™?(1 + Np)™ mod N3
return (cg, c1) return (cp, ¢})

Proving that commitments contain the same message using the
standard Sigma protocol = N =N..
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Naor-Yung (1st Attempt)

Game | Dec. Queries | Proof | HTLP; | HTLPy | Assumption
0 FDec Real myp mp

1 t1 Real my myp Snd of NIZK

2 t1 Simul mp mp ZK of NIZK

3 t1 Simul myp m Sec of HTLP
t1 := 2" mod o(N)/2
DCR
DDH

Knowing the factorization of N does not allow to reduce to SSS!



Construction of Linearly Homomorphic Encryption
FDec(crs, (cg, 1))

PGen(1*,T) Com(crs, m) "

(p,q, N, g) < GenMod(1*) & [N/2] y:=cg mod N
o(N) = (p— 1)(q — 1) ¢o == g" mod N return 4ol K=
t := 27 mod p(N)/2 c1 := h™V (1 4+ N)™ mod N?

h = ¢ mod N return (cop, ¢1)

return pp := (N, T, g, h)

Eval(crs, D, (¢i,0,¢Ci,1)ien))  DecVrfy(crs, (cg, 1), m, )

co := [, ¢i,o mod N if cg = g" mod NA
c1 =[], ¢i1 mod N? ci = N1+ N)™ mod N2
return (cg, c1) return 1

return 0



Construction of Linearly Homomorphic Encryption

Setup(1*) Com(crs, m) FDec(c;s (co; 1))
(p,q; N, g) < GenMod(1%) 7 ¢ [N/2] y=c5 modN
QO(N) L= ( 1)(61 — 1) co := g" mod N return LY (r}nvod N*)—1
t < [N/2] ¢y :=h"™ (14 N)™ mod N?

h = g" mod N return (co, ¢1)

return pk = (N, g,h),sk :=t

Eval(crs, D, (¢i,0,¢Ci,1)ien))  DecVrfy(crs, (cg, 1), m, )

co := [, ¢i,o mod N if cg = g" mod NA
c1 =[], ¢i1 mod N? ci = N1+ N)™ mod N2
return (cg, c1) return 1

return 0



Construction of Linearly Homomorphic Encryption

Setup(1*) Enc(pk,m) FDec(c;s (co, 1))
(p,q, N, g) + GenMod(1*) r & [N /2] Yy =G m<_)21 N 2
o(N):=(p—-1)(¢g—1) co := ¢" mod N return LY (r}nvod N?)—1
tﬁ[N 2] c1 := h™V (1 4+ N)™ mod N?

h = g" mod N return (co, c1)

return pk = (N, g,h),sk :=t

Eval(crs, D, (¢i,0,¢Ci,1)ien))  DecVrfy(crs, (cg, 1), m, )

co := [, ¢i,o mod N if cg = g" mod NA
c1 =[], ¢i1 mod N? ci = N1+ N)™ mod N2
return (cg, c1) return 1

return 0



Construction of Linearly Homomorphic Encryption

Setup(1*) Enc(pk,m) Dec(sk = ¢, (co, 1))
(P;CI» N, g) — Genl\/lod( ) r & [N/Q] (TR c’é mogiNN 2
p(N):=(p—-1)(¢—-1) co :=¢" mod N return <Y (I?V"d N7)—1
t < [N/2] ¢y :=h™(1+ N)™ mod N?

h = g" mod N return (cg, c1)

return pk = (N, g,h),sk :=t

Eval(crs, D, (¢i,0,¢Ci,1)ien))  DecVrfy(crs, (cg, 1), m, )

co := [, ¢i,o mod N if cg = g" mod NA
c1 =[], ¢i1 mod N? ci = N1+ N)™ mod N2
return (cg, c1) return 1

return 0



Construction of Linearly Homomorphic Encryption

Setup(1?)

(p,q, N, g) < GenMod(1?*)
p(N) = (p=1)(g—1)

t & [N/Q]

h = ¢! mod N

return pk = (N, g,h),sk :=1t
Eval(ch, EBN; (Ci,Oa Ci,l)iE[n])
co = [[;—; ¢i,o mod N

c1 = [[;—; cin mod N?
return (cg, c1)

Enc(pk,m) Dec(sk = t, (o, c1))
r ﬁ [N/Q] Yy = 66 mOdNN

c1Y mod N?)—
co := ¢" mod N return <-4 N =

c1 := h™V (1 4+ N)™ mod N?

return (cg, c1)

DecVrfy(crs, (co, 1), m,r)  Assumptions:

if cg = ¢" mod NA * Decisional Composite
1 = h{N(l + N)™ mod N? Residuosity
return 1 e Decisional Diffie-Hellman

return 0



Naor-Yung (2 Attempt)
hi = g¥ mod N

Enc(pk, m)

1 ﬁ [N]

co :=¢g;' mod N

¢1 :=h7"N (1 + N)™ mod N?
return (co, c1)

hy := g5 mod N

Com(crsy, m)

ro < [N/2]

¢ = gy mod N

¢y :== h2™ (1 + N)™ mod N?
return (¢, ;)




Naor-Yung (2 Attempt)

hi == g¥ mod N hy := g5 mod N

Enc(pk, m) Com(crsy, m)

r1 < [N] ro & [N/2]

co := g1 mod N ¢y = go> mod N

¢1 :=h7"N (1 + N)™ mod N? cy == h5?" (1 4+ N)™ mod N?
return (co, c1) return (cg, )

t := 21 mod p(IV)/2

Knowing the factorization of N does not allow to reduce to DCR!



Triple Naor-Yung
hi:= gt mod N

Ency (pky, m)

(] ﬁ [N]
co :=¢g;' mod N

ho := g&2 mod N

Encs(pky, m)

ro <& [N]
¢y = go> mod N

¢1 :=h7"N (1 + N)™ mod N? ¢y := h2™ (1 + N)™ mod N?

return (co, c1)

return (cp, ¢})
hs := g5 mod N

Com(crs, m)

rs < [N/2]

cy = g3°> mod N

= h5N (1 + N)™ mod N?
return (¢, cy)




Triple Naor-Yung

Game | Dec. Queries | Proof | PKE; | PKEy; | HTLP | Assumption
0 FDec Real my my my
1 k1 Real mp my my Snd of NIZK
2 k1 Simul | my my my ZK of NIZK
3 k1 Simul | my myp m Sec of HTLP
4 k1 Simul | my m m Sec of PKE,




Triple Naor-Yung

Game | Dec. Queries | Proof | PKE; | PKEy; | HTLP | Assumption
0 FDec Real my my my
1 k1 Real mp my my Snd of NIZK
2 k1 Simul | my my my ZK of NIZK
3 k1 Simul | my myp m Sec of HTLP
4 k1 Simul | my m m Sec of PKEs
5 ko Simul | my m m OT-SimSnd
6 ko Simul m m m Sec of PKE4




Shrinking CRS and Commitment Size - BMV16

crs Commitment
g1 g1

=gy | 7Y+ N
g2 g5

ho = go* | h5?" (1+ N)™
g3 95>

hs := g4 h§3N(1 N)™




Shrinking CRS and Commitment Size - BMV16

)

crs Commitment
g g

hy =g | ATV (1 4+ N)™
ho :=g*2 | KN (1 4+ N)™
hy =gt | BZN(1+N)™

crs Commitment
g1 g1

=gy | 7Y+ N
g2 g5

ho = go* | h5?" (1+ N)™
g3 95>

hs := g4 h§3N(1 N)™




Shrinking CRS and Commitment Size - BMV16

crs Commitment crs Commitment
g1 g1 g g

hii=git | BTN (1 + N)™ - hi =g | N1+ N)™
g a5 hy i= gt | BN (L4 N
ho i=gk2 | 2N (1 4+ N)™ hs:=g" | h5 (L+N)™

g3 gs®
hs := g4 h§3N(1 N)™

One-Time Simulation Sound NIZK

[ As_ic; = RN (14 N)™ mod N2 A
L = < (00761702703)|3(m7r) : ( - ( ) r ) 0
co = ¢ mod N}

\



Construction of Linearly Homomorphic PVNITC

PGen(1*,T)

(p,q, N, g) < GenMod(1?*)

p(N) = (p—1)(¢g—1)

k1, ko & [N/2]

t := 27 mod p(N)/2

For i € 2] : h; :== g" mod N

h3 = gt mod NV

crsyrzk < NIZK.Setup(17, L)

return crs := (N, T,g,hi,ho,hs, CrSNIZK)




Construction of Linearly Homomorphic PVNITC

PGen(1*,T) Com(crs, m)

(p,q, N, g) < GenMod(1*) r & [N/2)

p(N):=(p-1)(¢g—1) co := ¢" mod N

kv, ko & [N/2] For i € [3] : ¢; := h"N (14 N)™ mod N2
t := 21 mod p(N)/2 c:= (cg,c1,C2,c3),w := (M, 7)

For i € [2] : h; := ¢* mod N Tcom <— NIZK.Prove(crsyrzk, ¢, w)

hs = ¢® mod N TDec (=T

crsyrzk < NIZK.Setup(17, L) return (¢, TComs MDec)

return crs := (N, T, g, h1, hsa, hs, crsyrzx)



Construction of Linearly Homomorphic PVNITC

PGen(1*,T) Com(crs, m)

(p,q, N, g) < GenMod(1*) r & [N/2)

p(N):=(p-1)(¢g—1) co := ¢" mod N

kv, ko & [N/2] For i € [3] : ¢; := h"N (14 N)™ mod N2
t := 21 mod p(N)/2 c:= (cg,c1,C2,c3),w := (M, 7)

For i € [2] : h; := ¢* mod N Tcom <— NIZK.Prove(crsyrzk, ¢, w)

hs = ¢® mod N TDec (=T

crsyrzk < NIZK.Setup(17, L) return (¢, TComs MDec)

return crs := (N, T, g, h1, hsa, hs, crsyrzx)

ComVrfy, DecVrty, FDec, FDecVrfy, Eval




Conclusion/Comparison to Prior Work

Construction Hom. Std. Setup Com? FDec? |[Com]| |m_ | t__ Tight
EFKP20 - X - X v 01 - O(logT) Vv
KLX20 - v priv. v X O(1) 0O() orTr) v
TCLM21 lin. X pub. v X o) O) O(1) X
Our work lin. v priv. v 4 O(1) O(log)) O(1) v
Our work mult. v priv. v v 0O(1) O(log)) 0O(1) v
Our work lin. X priv. v 4 O(1) 0O(1) O(1) 4
Our work mult. ¥  priv. v v O(1) O(1) O(1) v
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TCLM21 lin. X pub. v X o) O) O(1) X
Our work lin. v priv. v 4 O(1) O(log)) O(1) v
Our work mult. v priv. v v 0O(1) O(log)) 0O(1) v
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e Full paper https://eprint.iacr.org/2022/1498

e Contact: chvojka.p@gmail.com
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Conclusion/Comparison to Prior Work

Construction Hom. Std. Setup Com? FDec? |[Com]| |m_ | t__ Tight
EFKP20 - X - X v 01 - O(logT) Vv
KLX20 - v priv. v X O(1) 0O() orTr) v
TCLM21 lin. X pub. v X o) O) O(1) X
Our work lin. v priv. v 4 O(1) O(log)) O(1) v
Our work mult. v priv. v v 0O(1) O(log)) 0O(1) v
Our work lin. X priv. v 4 O(1) 0O(1) O(1) 4
Our work mult. ¥  priv. v v O(1) O(1) O(1) v

e Full paper https://eprint.iacr.org/2022/1498
Thank you for your attention.

e Contact: chvojka.p@gmail.com
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