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Applications

• Unbiased E-voting (MT19)
• Sealed Bid Auctions (MT19)
• Multi-Party Contract Signing (MT19)
• Fairness in Multi-Party Computation – Fair Coin Flipping (MT19) 
• Revealing Census Data
• Responsible Disclosure of Security Flaws
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Naor-Yung Paradigm (NY90)
- 2x CPA secure PKE and One-Time Simulation Sound NIZK 

Efficient OT-SS NIZK
- Sigma Protocol 
- Only for algebraic languages

A challenge: Find a replacement to substitute PKE.  
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Assumptions:
● Strong Sequential Squaring
● Decisional Composite 

Residuosity
● Decisional Diffie-Hellman

Paillier-like encryption

Paillier-like homomorphism
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Proving that commitments contain the same message using the 
standard Sigma protocol  N1 = N2.
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Knowing the factorization of N does not allow to reduce to SSS!
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Assumptions:
● Decisional Composite 

Residuosity
● Decisional Diffie-Hellman
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Knowing the factorization of N does not allow to reduce to DCR!
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One-Time Simulation Sound NIZK  
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● Full paper https://eprint.iacr.org/2022/1498 ● Contact: chvojka.p@gmail.com
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● Full paper https://eprint.iacr.org/2022/1498 ● Contact: chvojka.p@gmail.com

Thank you for your attention. 

https://eprint.iacr.org/2022/1498
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