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Introduction



Fully Homomorphic Encryption

e Encryption scheme that allows to operate with encrypted data

Enc(x) Enc(f(x))
Eval(Circr, Enc(x))

Encrypt Decrypt

e Usually comes with a recryption procedure, called bootstrapping.



e nc Z : TLWE dimension

e N : power of 2. (Ring Dimension)
e T-R/Z-[-}})

e B={01}

o Zy[X] = Z[X]/(X" + 1)

o Tw[X] = TIX]/(X" + 1)

e scB”

o IC e By[X]

e 1 : Extension Parameter



TFHE

FHE scheme introduced in [CGGI20]!, based on the LWE (Learning With Errors) problem.
Works with three ciphertext spaces:
o TLWE : TLWE(m) = (a,b=a-s+ m+e) € T+

e TRLWE : TRLWEx(m(X)) = (a(X), b(X) = a(X)K(X) + m(X) + e(X)) € Tn[X]?
e TRGSW :

TRLWE (2(X)/B)

TRGSWc(2(X)) = |----- TRLWE’C(Z(X)/Bd) ,,,,, , 2(X) € Zn[X].
' TRLWEx (z(X) - (-K)/B)

| TRLWE«(2(X) - (—K)/B?) |

Hlaria Chillotti, Nicolas Gama, Mariya Georgieva, and Malika lzabachéne.
. In: Journal of Cryptology 33.1 (2020), pp. 34-91



TFHE (continued)

TFHE supports external product [, a multiplication between TRGSW and TRLWE ciphertext:

TRGSWc(2(X)) @ TRIWE,c(m(X)) = TRIWE (2(X)m(X)).

Bootstrapping homomorphically decrypts the TLWE ciphertext by calculating CMux circuit for
i€[o,n—1]:

CMux : Homomorphic Selection
CMux (BSK; = TRGSWc(s;), X' ACC, ACC)) = TRGSWi (s;) @ ((X* —1)-ACC) + ACC

which gives

X—E+Z a;s; mod (XN+1) .ACC = TRLWE (X_E+E a;s; mod (XV+1) . m(x)) ]



Extended BootStrapping for TFHE



TFHE (Functional) Bootstrapping

Given a function f : T — T, the (functional) TFHE bootstrapping is a series of algorithms:

TRLWE (X—E+Z ajs; mod (XV+1) | tVf)

BlindRotate

LWEs(m = 2N - (m + eround)) = (@, b) € Z57}

ModSwitch

TLWE¢(m) = (a, b) € T"+!

SampleExtract

TLWEg(f(m))

TLWE,(f(

KeySwitch

Si

)



TFHE (Functional) Bootstrapping

Given a function f : T — T, the (functional) TFHE bootstrapping is a series of algorithms:

TRLWE (X—E+Z ajs; mod (XV+1) | tVf)

BlindRotate

LWEg(m = 2N - (m + eround)) = (@, b) € Z3!

ModSwitch

TLWE¢(m) = (a, b) € T"+!

SampleExtract

TLWEg(f(m))

TLWE,(f(

KeySwitch

Si

)



Precision in TFHE Bootstrapping

Precision

Homomorphicé ModSwitch BlindRotate éSampIeExtracté KeySwitch

Operations @ T — Zoy

Precision
Loss

Message
Precision




High Precision TFHE : Reduce the ModSwitch (Discretization) Error

Precision

Homomorphic i ModSwitch i BlindRotate? : SampleExtract: KeySwitch

Operations T — Zon?

Precision
Loss

Message

Precision




High Precision TFHE : Reduce the ModSwitch (Discretization) Error

ModSwitch to Z,y adds error:

To reduce this, there are some approaches:

e Reduce Hamming weight of secret key s, Ham(s).

e Increase N — 2kN




Enlarging N — N’ = 2kN

Advantages
e Can use small TRLWE/TRGSW error = BlindRotate noise decreases

e Error from ModSwitch decreases = precision increases by k bits

Disadvantages
e Quasilinear growth for polynomial multiplication complexity : O(N’log N")
o (Possibly) Larger keyswitch noise
e (Possibly) Larger public key / ciphertext size



Our Work 1 - Ciphertext Extension

Module homomorphism ¢ : Ty[X] — Tovn[X]

t: Tn[X] — Tavn[X],
N—1

N—1
p(X) = Z piXi — pext(X) = Z piX2Di
i=0 i=0

Toy Example: T,[X] — Ts[X]

1(0.5X +0.7) = 0.5X* +0.7

Ciphertext Extension by Zero Padding

¢ (TRUWER (p(X))) = TRLWEZ ! (pest (X)) for p(X) € Tw[X],

¢+ (TRGSWR(9(X))) = TRGSWE Y (ger(X)) for g(X) € Zn[X],



Our Work 1 - Extended BlindRotate

The external product [ on ring dimension 2¥ N naturally follows:

TRGSW2- " (gext (X)) @ TRLIWEZ M (p(X)) = TRLWEZ M (p(X) - et (X))-

Which enables to evaluate the CMux circuit on ring dimension 2¥ N while original ring dimension
stays in \N:
ACC + TRGSWZ V(s;) @ ((X* — 1) - ACC) + ACC.

Thus, we ModSwitch to Z,.+1p, gaining additional v bits of precision.



Our Work 2 - Parallel External Product

Module isomorphism 7 : To. y[X] — T2/ [X]

2YN—-1
p)= X2 X (PO(X), - (X))

i=0
N—1 N—-1
= sz,,;X',~-- 7szyi+2y_1Xl B
i=0 i=0

Toy Example: Tg[X] — T3[X]

7(0.2X7 +0.1X® +0.5X* +0.3X +0.7) = (0.7 + 0.5X,0.3,0.1X, 0.2X)

Ciphertext Folding

T (TRLWE%{EQ(m)) - (TRLWE%(mO), o ,TRLWE%(mzv,l)) for m(X) € Tn[X].



Our Work 2 - Parallel External Product

For special case, we can parallelize the external product over dimension 2¥ N into 2” external
products in dimension N:

Special case of External Product [

Cl. Kext should be an extended key of K.
C2. TRGSW,zgei\t’(z) is an extension of TRGSW.(z), and z € Z.

TRGSWR (z) @ TRLWER (mq)

N N
TRGSW2V(2) @ TRLWEZ. Y (m) VBT E) HTE )

Il

TRGSWY (z) @ TRLWER (my» 1)

¢

(TRLWE%(z. mo), -+, TRLIWEN(z - mzy,l))



Our Work 2 - Parallel CMux / BlindRotate

With the parallel external product, we can build parallel CMux circuit:

T

[ BSK; @ ET EX% .71 (ACC)) ~ACCo) +ACG, ]

| sl () A R

BSK; (T (xo 7 (Aﬁ))

- AﬁZ”l) + ﬁzvfl

L 2V — i

Equivalent to running 2 CMux circuits!



Summary : Extended BootStrapping

TRLWE,. (X*‘;*Zafsf mod (X*"+41) . tvf) TLWER (F(i7))
SampleExtract

Extended
BlindRotate
KeySwitch
LWE(m) = (a,b) € Z31% ),
ModSwitch
TLWEs(m) = (a, b) € T"*! TLWEs(f(m))

e Gains v bit of precision
e Able to keep small ring dimension N/

e Parallelized bootstrapping



Experimental Results




Implementation

We implemented our Extended BootStrapping on top of the TFHE library?

We also implemented three state-of-the-art full-domain bootstrapping algorithms ([KS21],

[YXSCZ21], [CZBSG22]), which all uses TFHE bootstrapping as sub-algorithm. The codes are
all available at our github page3.

Experimental Environment
e CPU : Intel i9-13900K 5.8GHz 24 core, 32 threads
e RAM : DDR5 128GB
e Ubuntu 22.04

*https://tfhe.github.io/tfhe/
*https://github.com/Stirling75/Extended-BootStrapping


https://tfhe.github.io/tfhe/
https://github.com/Stirling75/Extended-BootStrapping

Parameters

Table 1: TFHE parameter sets. A indicates the security level of given parameter set.

TLWE TRLWE KSK BSK
Param | OTLWE OTRLWE
Set n (Iog,) N | k (Iog,) lks | Bks | fes | Bss
Iy 80 750 | —21.2 | 1024 | 1 —29.3 3 P2 7 %
P 80 750 | —21.2 | 2048 | 1 —32 3 pE 7 D&
I3 80 750 | —21.2 | 4096 | 1 —-32 3 28 7 %
I 80 900 | —25.7 | 2048 | 1 —-32 5 26 7 %
I 128 | 670 | —12.4 | 1024 | 1 —-20.1 3 25 8 23
Il 128 | 670 | —12.4 | 2048 | 1 —-32 3 25 8 3
My | 128 | 670 | —12.4 [ 4006 | 1| —32 | 3 | 25 | 8 | 23
\Y) 128 | 1300 | —26.1 | 2048 | 1 —32 5 % 7 %
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EBS : Performance (Parallelized)

Parameter set |4, I», I3
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EBS : Function Evaluation

43 sin (%x)

607 [ [ ]

20 |- a

—20 |- _

—40 - i

—60 [ | | | | | | [
—60 —40 —20 0 20 40 60

X

Homomorphic evaluation of function f(x) = 43sin (J5x) on domain [—64,64).
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Comp-EBS
[CZBSG22]
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[YXSCZ21]
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[KS21]
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Thank you!

Thank You
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