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Fixed-Weight Polynomial Sampling (FWPS)
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1 0 0 1 0 0 1 1 0 0

Problem: Generate a random bitstring of length N

and Hammingweight W.

Example: N = 10, W = 4
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Representations:
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1 0 0 1 0 0 1 1 0 0

Index Representation:

Coefficient Representation:

0 3 6 7
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Fixed-Weight Polynomial Sampling (FWPS)
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Problem: Draw W random elements from the set {0, …, N-1}

without replacement, regardless of the order.

Example: N = 10, W = 4

0 3 6 7
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Why do we need this?

Post Quantum Cryptography:

May 9, 2023

Scheme N W W/N

BIKE 49318 199 0.4 %

HQC 35851 114 0.4 %

McEliece 6688 128 2.0 %

NTRU 677 254 37.5 %

sNTRU Prime 953 396 41.6 %



Side-Channel Security
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seed

Side-Channel Security
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Secret Values

PRNG

FWPS polynomialrandomness
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Side-Channel Security

Timing Constant-Time Programming

Side-Channels

Power Masking

Side-Channels

May 9, 2023

Countermeasues
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Side-Channel Security

Timing 

Side-Channels
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Constant-Time

Constant-Time Programming:

• branches

• memory accesses

• instructions with operand dependent
runtime

must NOT depend on secret values
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Side-Channel Countermeasures

Power 

Side-Channels
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Masking

Masking:

secret values must be split into
random shares

Boolean: s = s0 ⊕ s1
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Methods for FWPS
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Method Category Representation Seed 

Secure

Simple Index 

Rejection

Rejection

Sampling

Index No

Bounded Index 

Rejection

Rejection

Sampling

Index Yes

ANDing Setting Bits 

randomly

Coefficient No

Comparison Setting Bits 

randomly

Coefficient No

CT Fisher-Yates Shuffling Index Yes

Sorting Shuffling Coefficient Yes



Rejection Sampling
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Category 1: Index Rejection Sampling

Idea: 
Sample uniform random values from [0, N), 
reject a value if we have a collision, 
repeat until we have W distinct values .

May 9, 2023

Simple Method



im Menü über: 

Start > Absatz > 

Listenebene 

Security Engineering |

Category 1: Index Rejection Sampling

Idea: 
Determine an upper bound B of iterations in 
which with very high probability, enough
distinct values will be sampled.

Always iterate over the whole array to keep
the count secret.
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Bounded Method



Setting Random Bits
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Idea: Start with a random polynomial of length N and adapt the weight
by ANDing and ORing random polynomials until W is reached.

Category 2: Setting Random Bits

May 9, 2023

Repeated ANDing

0 1 1 0 0 1 1 1 0 1

1 0 1 1 0 0 1 0 0 1

0 0 1 0 0 0 1 0 0 1

AND

=

W = 5

W = 6

W = 3
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Idea: For each coefficent set a bit with probability p = W/N, 
resample polynomial until one with weight W is generated.

Approximate p with a comparison of a random l-bit string with 𝑊/𝑁ہ ∗ ඇ2𝑙

Category 2: Setting Random Bits

May 9, 2023

Comparison

0    W/N = p                1 0   W/N* 𝟐𝒍 𝟐𝒍

1 01 0



Shuffling
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Category 3: Shuffling

Idea: Start with fix polynomial of length N with correct weight W
and apply a random permutation.
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1 0 0 1 0 0 1 1 0 0

1 1 1 1 0 0 0 0 0 0

shuffle
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Category 3: Shuffling

Idea: Pair each coefficient with a distinct random number, 
sort the pairs according to the random numbers
to get a random permutation of the coefficients

May 9, 2023

Sorting

1 1 1 1 0 0 0 0 0 0

14 0 61 50 67 8 13 34 36 74

1 0 0 1 0 0 1 1 0 0

sort

0 8 13 14 34 36 50 61 67 74
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Category 3: Shuffling

Idea: Start with an array of the values 0, …, N-1, 
apply a random permutation and 
take the first W entries as a polynomial in index representation.
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Constant Time Fisher-Yates

0 3 6 7 2 9 1 5 8 4

0 1 2 3 4 5 6 7 8 9

shuffle
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Evaluation

Scheme N W N/W Sort F-Y Rej B Rej AND Comp

BIKE 49318 199 0.4 % OOM 13206 - 69140 - -

HQC 35851 114 0.4 % OOM 5377 - 41500 - -

McEliece 6688 128 2.0 % 240949 5044 1555 - 63766 31652

NTRU 677 254 37.5 % 14958 12445 4833 - 3559 2935

sNTRU Pr 953 396 41.6 % 21564 27494 11253 - 4403 6266

May 9, 2023

Cortex-M4, first order masked, kilo cycles
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Markus Krausz

Thank you!
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Masked Core Operations

If (c) : d = s

naive: 

faster:

May 9, 2023

Conditional Move 
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Masked Core Operations

Classic Solution: Subtract (Ripple-Carry) and check if result negativ:

May 9, 2023

Comparison a < b
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Masked Core Operations

Faster Approach:      

a = 1 1 1 0

b = 1 0 1 1

a ⊕ b = c = 0 1 0 1

May 9, 2023

Comparison a < b
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Parameters

May 9, 2023
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Evaluation

May 9, 2023

Cortex-M4

first order masking

kilo cycles
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Approach 3: Shuffling

May 9, 2023

Sorting Networks
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Approach 3: Shuffling
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Bitonicsort
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