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For NP languages a true statement (e.g., a graph is 3-
colourable) will often multiple witnesses (many different 
3-colourings).

Can we come up with a proof system for NP languages 
where the proofs are guaranteed to be unique?

Complexity class UP

Is NP= UP?

Unlikely

There exists oracle separations
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UWM is -lossy CWM with .α α = 0
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2. (Non-Reusable) Soundness:: If  is “false”  check o/p 0.x ↝

3. (Reusable) Soundness: If  is “false”  check o/p 0, even if the 
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UWM (along with LTDFs) implies (bounded) 
leakage and tamper-resilient signatures.

Indistinguishability obfuscation (iO) + OWF => 
UWM

UWM => Witness encryption (WE)

In fact -CWM for  implies WE. α α = O(log λ)
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ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

b $ {0,1}



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

b $ {0,1}



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

Challenge

b $ {0,1}



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

Challenge

b $ {0,1}

y0 ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, x*)



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

Challenge

b $ {0,1}

y0 ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, x*)
y1

$ 𝒴



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

Challenge

b $ {0,1}

y0 ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, x*)
y1

$ 𝒴 yb



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

Challenge

b $ {0,1}

y0 ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, x*)
y1

$ 𝒴 yb
Wins if guesses bit b 

w.h.p



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek
xi

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi) yi

Challenge

b $ {0,1}

y0 ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, x*)
y1

$ 𝒴 yb
Wins if guesses bit b 

w.h.p

(Static-instance) 
Interactive security of 

WPRF



Equivalence of dv-UWM and Witness PRF

fk ekx (x, w)

y y′ 

 
if 

y = y′ 

x ∈ L

x* ∉ L

( fk, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ; x*)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, ⋅ , ⋅ )𝖶𝖯𝖱𝖥 . 𝖥( f k, ⋅ )

ek

yi ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, xi)

Challenge

b $ {0,1}

y0 ← 𝖶𝖯𝖱𝖥 . 𝖥( fk, x*)
y1

$ 𝒴 yb
Wins if guesses bit b 

w.h.p

(Static-instance) Non-
Interactive (nI) security of 

WPRF



Witness PRF => DV-UWM



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

Witness PRF => DV-UWM



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

Witness PRF => DV-UWM



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

Witness PRF => DV-UWM



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

Witness PRF => DV-UWM



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

x* ∉ Lx* ∉ L



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

x* ∉ Lx* ∉ L
y*



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

x* ∉ Lx* ∉ L
y*

Store  y*



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

ek ek

x* ∉ Lx* ∉ L
y*

Store  y*



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

ek ek
(xi, wi)𝖶𝖯𝖱𝖥 . 𝖥( ⋅ , xi)

x* ∉ Lx* ∉ L
y*

Store  y*



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

ek ek
(xi, wi)𝖶𝖯𝖱𝖥 . 𝖥( ⋅ , xi)

yi Check if  yi
?= wi

1/0

x* ∉ Lx* ∉ L
y*

Store  y*



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

ek ek
(xi, wi)𝖶𝖯𝖱𝖥 . 𝖥( ⋅ , xi)

yi Check if  yi
?= wi

1/0
w*

x* ∉ Lx* ∉ L
y*

Store  y*

Check if  y* ?= w*1/0



1. : Run ;      𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ) ( f k, ek) ← 𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

- Set  and crs = ek VK = f k

2. : Run ; set 𝖽𝗏 . 𝗆𝖺𝗉(crs, x, w) y ← 𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w) w* = y

3. : Run  and check if . If 
so, output , else o/p .
𝖽𝗏 . 𝖼𝗁𝖾𝖼𝗄(VK, x, w*) y′ ← 𝖶𝖯𝖱𝖥 . 𝖥( f k, x) w* ?= y

1 0

 Proof of (selective) Reusable Soundness: Follows from (static-
instance) interactive security of WPRF. 

Witness PRF => DV-UWM

ek ek
(xi, wi)𝖶𝖯𝖱𝖥 . 𝖥( ⋅ , xi)

yi Check if  yi
?= wi

1/0
w*

x* ∉ Lx* ∉ L
y*

Store  y*

Check if  y* ?= w*1/0

     O/p  if ; 
else o/p 

0 y* = w*
1



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF

𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ)(crs, VK)



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF

𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ)(crs, VK) Gz ∈ {0,1}λ y ∈ {0,1}2λ;



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF

𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ)(crs, VK) Gz ∈ {0,1}λ y ∈ {0,1}2λ

PRG

;



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF

𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ)(crs, VK) Gz ∈ {0,1}λ y ∈ {0,1}2λ

PRG

Set  and  ek = (crs, y) f k = (crs, z)

;



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF

𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ)(crs, VK) Gz ∈ {0,1}λ y ∈ {0,1}2λ

PRG

Set  and  ek = (crs, y) f k = (crs, z)

Consider “  OR  is pseudorandom ” 
 

̂x = x ∈ L y

;



— :      

— :  

— :

𝖶𝖯𝖱𝖥 . 𝖦𝖾𝗇(λ)

𝖶𝖯𝖱𝖥 . 𝖥( fk, x)

𝖶𝖯𝖱𝖥 . 𝖤𝗏𝖺𝗅(ek, x, w)

(Non-reusable)DV-UWM => (NI)-WPRF

𝖽𝗏 . 𝗌𝖾𝗍𝗎𝗉(λ)(crs, VK) Gz ∈ {0,1}λ y ∈ {0,1}2λ

PRG

Set  and  ek = (crs, y) f k = (crs, z)

Consider “  OR  is pseudorandom ” 
 

̂x = x ∈ L y

𝖽𝗏 . 𝗆𝖺𝗉(crs, ̂x, ( ⊥ , z))w*

;
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Open Problems

Connection of witness maps with other crypto 
primitives?

For e.g., does witness map imply SNARG? 

 If not, is it possible to black-box separate 
witness maps from falsifiable assumptions?

Does witness map imply OWF (under some 
complexity theoretic assumptions)?

More applications of witness maps? 



THAT’S ALL FOLKS! 

THANK YOU :-)

https://eprint.iacr.org/2023/343


