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Post-quantum cryptography (PQC) and Side-Channel
Attacks (SCA)

Side-channel attacks:

▶ Generic against lattices: [RRCB19], [NWDP22], [KAPFA21],

▶ Against the Number Theoretic Transform (NTT): [PPM17], [PP19],
[LZHLT22]

▶ Against the Fujisaki-Okamoto(FO) transform: [UXTITH22]

Countermeasures are expensive: [RPBC20], [Pessl16], [NWDP22],
[ABHKSS22]
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Side-channel attacks

“Cryptographic algorithms don’t run on paper, they run on phys-
ical devices”

Enc

Ctx

Msg

: N bits

For every intermediate value v , an
adversary gets a noisy image of the leakage

function Lg (v).

Trace : power, EM, acoustics, runtime, . . .
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Side channel attacks - Power Analysis

SPA:

▶ Require only a few traces

▶ Can target ephemeral secret

▶ Typical countermeasure: parallelism, shuffling

DPA:

▶ Require a large amount of trace

▶ Can only target long-term secret

▶ Typical countermeasure: masking
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Parallel with symmetric cryptography - Leveling

AES in CTR mode; uniformly protected against DPA

Hoffmann (UCL) Leakage-resistant PQC Monday 8th May, 2023 5 / 18



Parallel with symmetric cryptography - Leveling

Leakage-resistant mode
Leveled implementation thanks to rekeying
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Leveling impact can be massive
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The example of FO

Distinguishing attack:

▶ Simply distinguish between two values with leakage

▶ Even more expensive to prevent than DPA
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Our contributions

▶ CCA lattice-based encryption scheme relying on RLWE

▶ Relatively efficient

▶ Proven secured in ROM & QROM

▶ Much cheaper to protect against SCAs thanks to tweaks:

▶ CCA without FO transform

▶ Dummy ciphertexts

▶ Hard physical learning problems
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High-level outline

Classic [LPR10]-like encryption scheme

c1 = a · r + e1
c2 = b · r + e2

, for small r , e1, e2

combined with Authentificated Encryption scheme (e.g. ASCON)

c0 = EK (m), where K = H(r , e1, e2)

Retrieve e2 ⇒ Retrieve e1 and r ⇒ Decrypt
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Rigidity property ([BP18])

p: intermediate modulus

c2 − p · c1 · sk = p · (. . . ) + e2
r = (c2 − e2) · b−1

e1 = c1 − a · r

DPA attack path

Then check ||e1||, ||e2||, ||r || < B.

We checked the ciphertext was valid without
re-encryption.
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Dummy ciphertexts

We use RLWE homomorphy to randomize (potentially invalid)
ciphertexts:

1. Generate c ′1 = a · r ′ + e ′1, c
′
2 = a · r ′ + e ′2

2. Compute c1 = c1 + c ′1, c2 = c2 + c ′2.

3. Retrieve r , e1, e2

4. Get r = r − r ′, e1 = e1 − e ′1, e2 = e2 − e ′2.

Check ||e1||, ||e2||, ||r || < 2B.

DPA attack paths ⇒ SPA attack paths
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Leveling Polka.Dec
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Leveling Polka.Dec
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Black-box security

▶ ROM: rigidity property ([BP18])

▶ QROM: reduction to implicit reduction

Design tweaks are part of the black-box analysis
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Hard physical learning problem (or free rekeying)

Rekeying with Learning With Physical Rounding (LWPR, [DMMS21])

▶ Attack path 1 targets the ephemeral values output by the rekeying

▶ Attack path 2 targets the rekeying operations
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Open problems

▶ Concrete implementation and comparison (e.g. with Kyber)

▶ Adapt the scheme to protect the message as well

▶ Proof of LWPR-like problems (reduction to LWR/LWE ?), formal
analysis of security with leakage under weak physical assumptions
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Conclusion

Expected time complexity of KYBER and POLKA according to orders of masking
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Supplementary material - FO transform
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