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(1) Correctness. Vx € {0,1}", C(x) = C (x)
(2) Polynomial Slowdown. Jp(-),VC, |Obf(1*,C)| < p(|C|)
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(1) Leakage (2) Distribution (3) Functionality
SIM-based No restriction
VC

The obfuscation
can be simulated.

Samplers

(C,a) « S(1%)
(Cy, Cy, ) < S(1%)
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Applications of VBB

VBB is magic. You can obfuscate any program/circuit
and i1t will work as an i1deal oracle.

VBB can be used to implement structure-preserving compilers.
Impossibility Results [*]

Example: Some programs/circuits cannot

be VBB-obfuscated
(unconditionally).

Some SKEs cannot be
obfuscated into PKEs
(unconditionally).

[*] Boaz Barak, Oded Goldreich, Russell Impagliazzo, Steven Rudich, Amit Sahai, Salil Vadhan, and Ke Yang.
On the (im)possibility of obfuscating programs.




10
10-Sampler

A sampler S is an i0-sampler if

P [Vx € {0,1}", Cy(x) = C;(x)| > 1 — negl(1)

where (C,, C;, a) < S(1%).




10
10-Sampler

A sampler S is an i0-sampler if
P [Vx € {0,1}", Cy(x) = C;(x)| > 1 — negl(1)
where (Cy, Ci, @) < S(1%).

Indistinguishability

For every i0-Sampler S, every PPT adversary A, we have:

{A(1%,0bf(14, Cp), @) = 1} ~, { A(1*, Obf(14, C)), @) = 1}

where (C,, C;, a) < S(1%).




dio
diO-Sampler

A sampler S is an diO-sampler if for every PPT adversary A we have:
P (C,(x) # C,(0) |x — A C,, €, a)] < negl(2)
where (Cy, C;, a) < S(1%).




. . ®
Circuits are known d IO

diO-Sampler

A sampler S is an di0-sampler if for every PPT rsary A we have:
P C,x) # C,(0)|x = AUL T, €, a)] < negl(2)
where (Cy, C;, a) < S(1%).




dio

diO-Sampler

A sampler S is an diO-sampler if for every PPT adversary A we have:
P (C,(x) # C,(0) |x — A C,, €, a)] < negl(2)
where (Cy, C;, a) < S(1%).

Indistinguishability

For every diO-sampler S, every PPT adversary A, we have:

{A(1%,0bf(14, Cp), @) = 1} ~, { A(1*, Obf(14, C)), @) = 1}

where (C,, C;, a) < S(1%).




Security

(1) Leakage (2) Distribution (3) Functionality
SIM-based Every Circuit No restriction

. VC
Testsetn WC o VGG i

Functionally Eq.

VS. VS. Vax, Co(x) = C,(x)

IND-based Samplers VS.

Two obfuscations are (C,a) ;T S(I/I) Differing-inputs

Find x such that

(C()’ Cl’ Cl) < S(lll) Co(x) # Ci(x) is hard.

Indistinguishable.

... and more....




Security

(1) Leakage (2) Distribution (3) Functionality

Functionally Eq.
Vx, Cy(x) = Ci(x)

IND-based Samplers VS
A{ ®
Two obfuscations are (C,a) ;T S(1%) Differing-inputs

Find x such that

(C()’ Cl’ Cl) < S(lll) Co(x) # Ci(x) is hard.

Indistinguishable.

... and more....




Limitations of 10 and diO




Limitations of 10 and diO

They are not powerful enough to implement
structure-preserving compilers.




Limitations of 10 and diO

They are not powerful enough to implement
structure-preserving compilers.

Intuition

We need to include a secret into the circuit.

10/diO are not enough to deal with secrets.




Can we obtain structure-preserving transformations
from notions of obfuscation weaker than VBB?
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New Notions of Obfuscation

Virtual Black Box (VBB).
{3 Oracle Indistinguishability Obfuscation (0iO). - %"
i!r Oracle Differing-input Obfuscation (odiO). si!r

Differing-input Obfuscation (diO).

Indistinguishability Obfuscation (iO).
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odiO-Sampler

A sampler S is an odiO-sampler if for every PPT adversary A we have:
P | Go(x) # €10 |x  ASOCO1411, )| < negl(d)
where (C,, C;, a) < S(1%).

Indistinguishability

For every odiO-sampler S, every PPT adversary A, we have:

{A(1%,0bf(14, Cp), @) = 1} ~, { A(1*, Obf(14, C)), @) = 1}

where (C,, C;, a) < S(1%).
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odiO-Sampler

A sampler S is an odiO-sampler if for every dversary A we have:
P | Cox) # €10 |x « ASOCO1411, )| < negl(h
where (C,, C;, a) < S(1%).

Indistinguishability

For every odiO-sampler S, every PPT adversary A, we have:

{A(1%,0bf(14, Cp), @) = 1} ~, { A(1*, Obf(14, C)), @) = 1}

where (C,, C;, a) < S(1%).
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oi0-Sampler

A sampler S is an 0i0-sampler if for every PPT adversary A we have:
{ACOC)(I’I,I‘CO', a) = 1} . {Acl(-)(li,llCl\a) — 1}
where (C,, C;, a) < S(1%).

Indistinguishability

For every odiO-sampler S, every PPT adversary A, we have:

{A(1%,0bf(14, Cp), @) = 1} ~, { A(1*, Obf(14, C)), @) = 1}

where (C,, C;, a) < S(1%).
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o10-Sampler

A sampler S is an oiO\sampler if for every versary A we have:
{ACo( (14,116l ) = 1} ~ {ACI( (14,1161 ) = 1}
where (C,, C;, a) < S(1%).

Indistinguishability

For every odiO-sampler S, every PPT adversary A, we have:

{A(1%,0bf(14, Cp), @) = 1} ~, { A(1*, Obf(14, C)), @) = 1}

where (C,, C;, a) < S(1%).
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10 vs. diO vs. 0dIO vs. 010

IND-based def. Implications

They have the same

IND-based definition. 10 < diO < 0odiO < 010

Samplers

L - . 7" & - 23 PRI TP IO T R -2 SO e " o T K NIy Z g aiac o » N e » o T 2 NPTy 2o e oo = N e - N <> B ‘ ‘
010 odi v =
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0i0 (odiO) s VBB

SIM-based def. vs. IND-based def.

(VBB) SIM-based def. = (0i0) IND-based def.

Result

odiO <« 010 < VBB
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DV/PV non-interactive argument system
Designated Verifier (DV)
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. Setup(14, R) — (crs, vk)
. Prove(crs,x,w) — =«
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DV/PV non-interactive argument system
Designated Verifier (DV)

Syntax. Selective Soundness.
For every x & &£, every PPT adversary A, we have:

-+ Setup(1, %) — (crs, vk) (crs, vk) < Setup(1*, R)

- Prove(crs,x,w) —» = P | Verify(vk, x, n) = 1 . < negl(1)
. Verify(vk, X, 71') — b T AVerlfy(vk,.,.)(l/l’ Crs, x)




Syntax.

. Setup(14, R) — (crs, vk)
. Prove(crs,x,w) — =«
- Verity(vk,x, ) — b

Syntax.

. Setup(1%, ) — crs
Prove(crs,x,w) — =«
- Verity(crs,x,n) — b

DV/PV non-interactive argument system

Designated Verifier (DV)

Selective Soundness.
For every x & &£, every PPT adversary A, we have:

P | Verify(vk, x, ) = 1

(crs, vk) < Setup(1*, R)

| < negl(A
T Ave”fY("k"")(l’l, Ccrs, X) 22

Publicly Verifiable (PV)

Selective Soundness.
For every x & £, every PPT adversary A, we have:

P | Verify(vk, x, ) = 1

(crs, vk) < Setup(l’l, R)

) < negl(4)
<« A(l1% crs,x)




odiO-based Compiler




odiO-based Compiler

Compiler

Setup(1%, X) :

1. (crs*, vk*) < Setup*(1*, %)
2. C « Obf(1*, C¥!

3. Return crs = (crs*, F)

Prove(crs, x, w) :
1. Return w < Prove(crs*, x, w)

Verify(crsf,\)_g, TT) :
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Compiler

Setup(1%, X) :

1. (crs*, vk*) < Setup*(1*, %)
2. C « Obf(1*, C¥!

3. Return crs = (crs*, F)

Prove(crs, x, w) :
1. Return w < Prove(crs*, x, w)

Verify(crsg, TT) :
1. Return C (x, )

Circuit C% Circuit C'e
Clrs (X, )
C\\//ke;(xa ) - Vll1<c ,x_( *) )
1. Return Verify*(vk*, x, ) 1. If x = x*, return 0.

2. Return Verify*(vk™, x, )

Sampler

Sx*(l’l) - (Cy=C, C = C‘YISL,X*, a = crs¥)

First Step:

Otherwise, the underlying (DV) IT* is not sound.
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Compiler Circuit C: Circuit C% .
ver .
Setup(1*, ) : Coper7) 1C Vllf),cxix)’cz)r;etu rn O
T % (17 1. Return Verify*(vk*, x, T T '
1. (crs™, vk*) < Setup™(1%, ) y*( ) 2. Return Verify*(vk™, x, )

2. C « Obf(14, CY

3. Returncrs = (crs*, C)

Prove(crs, x, w) :

Sampler

Sx*(l’l) - (Cy=C, C = C‘Y]fi,x*, a = crs¥)

1. Return w < Prove(crs*, x, w)

Verify(crsg, TT) :
1. Return C (x, )

First Step:

Otherwise, the underlying (DV) IT* is not sound.

Here, we need oracles.
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Compiler

Setup(l’1 R) :
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2. Return Verify*(vk™, x, )

Sampler
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First Step:

Ver
vk* .

Second Step: Replace CVer W|th
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Prove(crs, x, w) :

odiO-based Compiler

" " ver
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C e (X, 70)
1. If x = x*, return O.
2. Return Verify*(vk™, x, )

C (X, ) _

* X, )

Sampler

Sx*(l’l) - (Cy=C, C = C‘YISL,X*, a = crs¥)

1. Return w < Prove(crs*, x, w)
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Compiler

Setup(lﬂ, R) :
1. (crs™, vk™) « Setup*(l’l, R)

FF;—GB'FFP?QV‘;B'
2. C « Obf(14,C% )

3. Returncrs = (crs™, C)

Prove(crs, x, w) :
1. Return w < Prove(crs*, x, w)

Verify(crs, X, ) :
1. Return C (x, 7)

Crer(x, ) 2
1. Ret

" " ver
Circuit C775 .
Coe o+ (X, )
1. If x = x*, return O.

*, X, ) .
2. Return Verify*(vk™, x, )

Sampler

Sx*(l’l) - (Cy=C, C = C‘YISL,X*, a = crs¥)

First Step:

Second Step:
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Compiler

Setup(lﬂ, R) :
1. (crs™, vk™) « Setup*(l’l, R)

FF;—GB'FFP?QV‘;B'
2. C « Obf(14,C% )

3. Returncrs = (crs™, C)

Prove(crs, x, w) :
1. Return w < Prove(crs*, x, w)

Verify(crs, X, ) :
1. Return C (x, 7)

" " ver
Circuit C775 .
Coe o+ (X, )
1. If x = x*, return O.
2. Return Verify*(vk™, x, )

Clos(x, )
1. Ret

* X, )

Sampler

Sx*(l’l) - (Cy=C, C = C‘YISL,X*, a = crs¥)

First Step: " ‘v’x>I< §é 3 S is an odiO—sampler. ,

Ver
vk* o

Second Step: Replace CVer W|th

Otherwise, we can distinguish Obf(17, C ) and Obf(14, Clos )




odiO-based Compiler

Compiler

Setup(lﬂ, R) :
1. (crs™, vk™) « Setup*(l’l, R)

FF;—GB'FFP?QV‘;B'
2. C « Obf(14,C% )

3. Returncrs = (crs™, C)

Prove(crs, x, w) :
1. Return w < Prove(crs*, x, w)

Verify(crs, X, ) :
1. Return C (x, 7)

Clos(x, 1)
1.

Ret

Second Step:

Third Step:

" " ver
Circuit C775 .
Coe o+ (X, )
1. If x = x*, return O.

*, X, ) .
2. Return Verify*(vk™, x, )

Sampler

Sx*(l’l) - (Cy=C, C = C‘YISL,X*, a = crs¥)

First Step: " ‘v’x>I< §é 3 S o is an odiO—sampler. ,

Ver
vk* o

Replace C"er Wlth

/*, A's advantage s 0.
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General Purpose odiO/oi10-obfuscators do not exist (unconditionally)

There exists an odiO/oi0-sampler that cannot be odiO/0i0-obfuscated.




Other Results

010-based structure-preserving compilers

General Purpose odiO/oi10-obfuscators do not exist (unconditionally)

There exists an odiO/oi0-sampler that cannot be odiO/0i0-obfuscated.

Key Ind. SKE — PKE is impossible (unconditionally)

Does not exist an obfuscator Obf able to implement this compiler.
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IV-based SKE

Enc(k, m;iv) = (c, iv)




Applications of odiO

odiO-based structure-preserving compilers

| IV-based symmetric key encryption

!

Public key encryption |

4 | Puncturable PRF |

IV-based SKE

Enc(k, m;iv) = (c, iv)




Thank You!




