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Since Russia's attacks on Ukraine began, we have seen several videos
and pictures go viral that are actually fake posts.
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Proofs for Post-Processing Ops

* PhotoProof (Naveh and Tromer, 2016): a few minutes to
generate photo editing proofs for 128 x 128 pixel image

* New tools enable faster development!

— arkworks
N — > Clrcom h a I o 2 crates.io BVt Y- et ‘ An ecosystem for developing and programming with zkSNARKs
) A2 410 followers @ http:/farkworks.rs W @arkworks_rs

CIRCUIT COMPILER

The Noir Programming Language

' ()
ZoKrates



Performance for Post-Processing Ops Proofs

For resizing, cropping, grayscale ops on images of about
6000 x 4000 pixels (*~30MP) using Circom:

* Proof generation time: <1 second by newspaper
* Witness generation time: <4 minutes once per image

e Verification time: 2 ms

, - by browser
* Proof size: <1 KB
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Verifying Signatures in a SNARK Prover

Poseidon hash of lattice hash [GGH’96 , SCMPGLW’08]

=
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* Collision-resistant assuming SIS = prover must prove
original photo representation is low norm
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Verifying Signatures in a SNARK Prover

To prove X is low norm,

e, x€{0,1,..,R — 1} R =3
y:=[0,1,..,R—1]
« Z :=sort(x ||y) )

Must show: 4 |

* zis permutationofxandy > | n A nn 3

o Z[i + 1] — z[i] € {0, 1)

***[BCGIM’'18, GWC’'19, GW’20]
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Conclusions

* Proof systems have greatly improved due to their need in
blockchains = non-blockchain applications benefit

* Proofs about large images (4000 x 6000) can be done in
reasonable time

* Applicable to C2PA for image authenticity

* Open problem: ZK proofs for videos?



