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See Rivadeneira, 
“Harms Modelling in 
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• PhotoProof (Naveh and Tromer, 2016): a few minutes to 
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• New tools enable faster development!



Performance for Post-Processing Ops Proofs

For resizing, cropping, grayscale ops on images of about 
6000 x 4000 pixels (~30MP) using Circom:

• Proof generation time: <1 second
•Witness generation time: <4 minutes

• Verification time: 2 ms
• Proof size: <1 KB

by newspaper
once per image

by browser
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𝐴 Poseidon

• Collision-resistant assuming SIS à prover must prove
original photo representa7on is low norm
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• Proof systems have greatly improved due to their need in 
blockchains  ⇒ non-blockchain applications benefit

• Proofs about large images (4000 × 6000) can be done in 
reasonable time

• Applicable to C2PA for image authenticity

• Open problem: ZK proofs for videos?

Conclusions


