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without bugs
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age and mkcert

Go Checksum Database,
TLS 1.3, Privacy Pass
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The Go
cryptography
standard
library

crypto/aes
crypto/ecdh
crypto/ecdsa
crypto/ed25519
crypto/hmac
crypto/rand
crypto/rsa
crypto/sha{256,512}
crypto/tls
crypto/x509
x/crypto/acme
x/crypto/argon2
x/crypto/blake2{b,s}
x/crypto/chacha20poly1305
x/crypto/hkdf
x/crypto/scrypt
x/crypto/sha3
x/crypto/ssh
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Memory safety,

tests, fuzzing,

safe APIs, code generation,

low complexity, readability
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Memory safety
Bounds checks and

garbage collector
(or, you know, 

!"

)
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Take the performance hit
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Test vectors
Run tests!
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Test
frameworks
The easier you make
writing tests, the
more you will have.

Examples:

BoringSSL’s BoGo–
acmetest–
testscript–
age’s testkit–
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age testkit
package main

import "filippo.io/age/internal/testkit"

func main() {
    f := testkit.NewTestFile()
    f.VersionLine("v1")
    f.X25519(testkit.TestX25519Recipient)
    f.HMAC()
    f.Payload("age")
    f.Generate()
}
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age testkit
Serialized format
expect: success
payload: 
013f54400c82da08037759ada907a8b864e97de81c088a182062c4b5622fd2ab
file key: 59454c4c4f57205355424d4152494e45
identity: AGE-SECRET-KEY-
1XMWWC06LY3EE5RYTXM9MFLAZ2U56JJJ36S0MYPDRWSVLUL66MV4QX3S7F6

age-encryption.org/v1
-> X25519 TEiF0ypqr+bpvcqXNyCVJpL7OuwPdVwPL7KQEbFDOCc
EmECAEcKN+n/Vs9SbWiV+Hu0r+E8R77DdWYyd83nw7U
--— Vn+54jqiiUCE+WZcEVY3f1sqHjlu/z1LCQ/T7Xm7qI0
[binary gibberish omitted]
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Fuzzing
The easiest way to write test vectors is to let

the computer come up with them
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P-224 field: 2²²⁴ - 2⁹⁶ + 1

Limb size: 28 bits
Lots of shifts by 28 and by 96 % 28 = 12

Candidate values:
2²⁸, 2²⁸ - 1, 2¹², 2¹² - 1, 1, 0
plus their sums and differences
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0xfffffff, 0xfffffff, 0xfffffff,
0xfffffff, 0xffff???, 0x???????,
0x???????, 0x0000000
Random chance: 2⁻¹⁵⁴
Weighted chance: 2⁻¹⁸
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Safe
interfaces
Internal and
external
Even better than
finding bugs is
being unable to
write them
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Before
package crypto/elliptic

type Curve interface {
    IsOnCurve(x, y *big.Int) bool
    
    ScalarBaseMult(k []byte) (x, y *big.Int)
        
    ScalarMult(x1, y1 *big.Int, k []byte)
        (x, y *big.Int)
}
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After: public interface
package crypto/ecdh

type Curve interface {
    NewPrivateKey(key []byte) (*PrivateKey, error)
    
    NewPublicKey(key []byte) (*PublicKey, error)
}

func (k *PrivateKey) ECDH(r *PublicKey) ([]byte, error)
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After: private interface
package crypto/internal/nistec

func (p *P256Point) Bytes() []byte

func (p *P256Point) SetBytes(b []byte) (*P256Point, error)

func (p *P256Point) ScalarMult(
    q *P256Point,
    scalar []byte,
) (*P256Point, error)
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Software engineering is what
happens to programming when you
add time and other programmers.
— Russ Cox
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Code
generation

Sometimes it’s
safest to let the
computer write the
code

fiat-crypto–
avo assembly–
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fiat-crypto generated code
package fiat

type p256MontgomeryDomainFieldElement [4]uint64

func p256Mul(
    out1 *p256MontgomeryDomainFieldElement,
    arg1 *p256MontgomeryDomainFieldElement,
    arg2 *p256MontgomeryDomainFieldElement)

func p256FromBytes(
    out1 *[4]uint64, arg1 *[32]uint8)
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import . "github.com/mmcloughlin/avo/[...]"

type uint128 struct {
    hi, lo GPVirtual
}

// addMul64 sets r to r + i * aX * bX.
func addMul64(r uint128, i uint64, aX, bX Component) {
    switch i {
    case 1:  Load(aX, RAX)
    default: IMUL3Q(Imm(i), Load(aX, GP64()), RAX)
    }
    MULQ(mustAddr(bX)) // RDX, RAX = RAX * bX
    ADDQ(RAX, r.lo)
    ADCQ(RDX, r.hi)
}



@@export_scripts@@

Complexity
reduction
The safest code is
the one you didn’t
write

Assembly Policy–
Cryptography
Principles

–

Deprecations–
Limited scope,
flexibility

–

95% of use cases
with 5% of code

–
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Deprecated
(But not removed.)

x/crypto/openpgp

x/crypto/poly1305

crypto/dsa

crypto/elliptic
x/crypto/blowfish, bn256,
cast5, md4, ripemd160, tea,
xtea, twofish
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No is temporary,

yes is forever.

— Solomon Hykes
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The Go
Cryptography
Principles
In this order.

Secure.

Safe.

Practical.

Modern.
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Readability
If the code is complex it
should be easier to read, not
harder

Again, take the
performance hit
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We’re not done!

We’ll never be done!
Look at Go for your next paper.

filippo@golang.org

https://filippo.io/rwc2023/talk


