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age and mkcert

Go Checksum Database,

TLS1.5, Privacy Pass




The Go

cryptography
standard
library

crypto/aes
crypto/ecdh
crypto/ecdsa
crypto/ed25519
crypto/hmac
crypto/rand
crypto/rsa
Crypito/isha (256,51 28
crypto/tls

ErypPItol X509
x/crypto/acme

X Meiscivey i rison 2
x/crypto/blake2{b, s}
x/crypto/chacha20polyl1305
X/ Crypro/ndeehkt
x/crypto/scrypt
x/crypto/sha3
x/crypto/ssh
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Memory safety,
tests, fuzzing,
safe APIs, code generation,

low complexity, readability



Memory safety

Bounds checks and

garbage collector
(or, you know, = 39)




Take the performance hit



Test vectors

Run tests!

"tcId"
"comment"
"public"
"private"
"shared"
"result”
"flags"

"tcId"
"comment"
"public"
"private”
"shared"
"result”
"flags"

"tcId"
"comment"
"public"
"private”
"shared"
"result"
"flags"

lltCIdll
"comment"
"public"

"private”

"shared"
"result"
"flags"
lltCIdll

"public"

"private”

"shared"

: 10,

"edge case for shared secret”,
"048bd5f03391eeecael744e8fc53d314efffafasd3fasf1bos
"00a2b6442a37f9201b56758034d2009beb64b0ab7c02d7e39
"0al5cl112ff784b1445e889f955be7e3ffdf451a2cOe76ab5c
"valid",

]

: 11,

: "edge case for shared secret",
"04ce9631b6a16227778625c8e5421ae083cdd913abefdeOld
: "00a2b6442a37f9201b56758034d2009beb4b0ab7c02d7e39
"62989€aaa26a16f07330c3c51e0a4631fd016bfcede265528
"valid",

]

: 12,

"edge case for shared secret”,
"041f441c98eda956a6a7fdbfd8d21910860ab59d16c3e52f8
"00a2b6442a37f9201b56758034d2009beb4b0ab7c02d7e39
"661ac958cOfebbc718ccf39cefcbb66c4231fbb9a76f35228
"valid",

]

: 13,

: "edge case for shared secret",
"04be74583cb9d3a05ae54923624e478a329a697d842dfae33
: "00a2b6442a37f9201b56758034d2009be64b0ab7c02d7e39
"6d7e41821abel094d430237923d2a50de31768ab51b12dce8
"valid",

]

. 14,
"comment"

"edge case for shared secret”,
"04a281ad992b363597ac93ff0de8ablf7e51a6672dcbb58f9
: "00a2b6442a37f9201b56758034d2009beb64b0ab7c02d7e39
It ffffffffffrffefrffefeffrefefrffrefrffrefrffeefes






Test Examp.les:
frameworks — BoringSSL's BoGo

— acmetest
The easier you make — testscript
writing tests, the — age's testkit

more you will have.



age testkit

package main

import "filippo.io/age/internal/testkit"

func main () {
:= testkit.NewTestFile ()
.VersionLine ("v1")

.X25519 (testkit.TestX25519Recipient)
. HMAC ()

.Payload ("age")

Hh Hh Fh Fh Fh Fh

.Generate ()



age testkit

Serialized format

expect: success

payload:
013£54400c82da08037759ada907a8b864e97de81c088al1l82062cd4b5622fd2ab
file key: 59454c4cd4£57205355424d4152494e45

identity: AGE-SECRET-KEY-

I XMWWCOO6LY3EESORYTXMOMFLAZ2US56JJJ36SOMYPDRWSVLULO66MVAQX3S/TFO6

age-encryption.org/vl

-> X25519 TE1FOypgr+bpvcgXNyCVJIpL/70uwPdVwPL 7KQELEFDOCC
EmECAECKN+N/Vs9SbWiV+HuUOr+E8R77DAWYyd83nw/U

——— Vn+54jgiiUCE+WZcEVY3flsgHjlu/z1LCQ/T7Xm7qI0
[binary gibberish omitted]



Fuzzing

The easiest way to write test vectors is to let
the computer come up with them




P-224 field: 2%%% - 2°° + 1

Limb size: 28 bits
Lots of shifts by 28 and by 96 % 28 =12

Candidate values:
228 028 _ 1 9212 9212 _ 1 1 @

plus their sums and differences



OxTfrfffff, oOxtffffff, Oxtffffff,
OXTTFTTfff, OxTTfff???, Ox??7?2??7?7,
Ox?7?7?27?77, 0x0000000

Random chance: 27
Weighted chance: 27"



Safe
interfaces

Internal and
external

Even better than
finding bugs 1s

being unable to

write them




Before

package crypto/elliptic

type Curve 1interface {
IsOnCurve (x, y *big.Int) bool

ScalarBaseMult (k []byte) (x, vy *big.Int)

ScalarMult (x1, yl1 *big.Int, k []Jbyte)
(x, vy *big.Int)



After: public interface

package crypto/ecdh

type Curve 1nterface {
NewPrivateKey (key []byte) (*PrivateKey, error)

NewPublicKey (key []byte) (*PublicKey, error)

func (k *PrivateKey) ECDH(r *PublicKey) ([]byte, error)



After: private interface

package crypto/internal/nistec

func (p *P256Point) Bytes () []Jbyte

func (p *P256Point) SetBytes(b []byte) (*P256Polint, error)

func (p *P256Point) ScalarMult (
q *P256Point,
scalar []byte,

) (*P256Point, error)



Software engineering 1s what
happens to programming when you
add time and other programmers.
— Russ Cox




COde Sometimes 1t’'s

safest to let the

generation computer write the

code

— fiat-crypto
— avo assembly



fiat-crypto generated code

package fiat

type p256MontgomeryDomainFieldElement [4]uintod

func p256Mul (

outl *p256MontgomeryDomainFileldElement,
argl *pz256MontgomeryDomainFieldElement,
argz *pz56MontgomeryDomainFileldElement)

func p256FromBytes (
outl *[4]uintoed, argl *[32]uinty)



import . "github.com/mmcloughlin/avo/[...]"

type uintl28 struct {
hi, lo GPVirtual

// addMulé64 sets r to r + i * aX * DbX.

func addMul64 (r uintl28, 1 uintoed4, aX, bX Component) {
switch 1 {
case 1: Load(aX, RAX)
default: IMUL3Q(Imm (i), Load(aX, GPo64()), RAX)

}

MULQ (mustAddr (bX)) // RDX, RAX = RAX * bX
ADDQ (RAX, r.lo)

ADCQ (RDX, r.hi)



— Assembly Policy

Complexity
° — Cryptography
I‘edUCthn Principles

— Deprecations

The safest code 1s
the one you didn't
write

— Limited scope,
flexibility

— 9b% of use cases
with 5% of code



Deprecated

(But not removed.)



No 1s temporary,
yes 1s forever.
— Solomon Hykes




The Go Secure.

Cryptography Safe.
Principles

In this order.

Practical.
Modern.






We're not done!

We'llnever be done!

Look at Go for your next.paper.

filippo@golang.org
https://filippo.iof/rwc2023/talk



