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RFC Requirement Example
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The receiver MUST check [the] padding and MUST use the bad_record_mac alert 
to indicate padding errors.

- RFC 5246 (CBC Block Cipher)

Security measure to avoid Padding Oracle attacks

 Requirement must be met regardless of negotiated parameters
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TLS-Anvil
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 TLS test suite for black box evaluation of clients and servers

 t-way coverage of parameters with carefully constrained inputs

 Based on mandatory RFC statements

 Up to 14 parameters considered

 408 test templates based on 13 TLS RFCs 
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 TLS uses MAC-then-Encrypt
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 TLS uses MAC-then-Encrypt

 

 Invalid padding must be indistinguishable from invalid MAC

 If padding is invalid, implementation must proceed to compute MAC before failing

 Subsequently, send Bad Record MAC Alert
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Padding Oracle in MatrixSSL Client
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 Invalid padding led to closed TCP connection for SHA-256 HMAC

 Caused by segmentation fault due to uninitialized HMAC

 Distinguishable from MAC failures and thus exploitable
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DoS in MatrixSSL Client
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 Send message with contradicting length fields

 Causes CPU usage to rise and MatrixSSL becomes unresponsive in TLS 1.3
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MatrixSSL Lengthfield Bug in TLS 1.2
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 Send message with content but set content length to 0

  

  

  
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 Message will be parsed correctly but content won‘t affect session transcript in 
Finished message
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Overall, most libraries still passed a high percentage of tests
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Conclusion

16 

 TLS-Anvil, a test suite based on t-way testing 

 239 RFC violations found including 3 exploitable vulnerabilities

 Worth exploring for more RFCs and other protcols e.g QUIC

https://tls-anvil.com @marcelmaehrenhttps://github.com/tls-attacker/TLS-Anvil
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