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"Datashare

Better analyze information, in all its forms

Site: datashare.icij.org

This software is in beta phase: it might crash, contain bugs, or not be compatible with your system.
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DatashareNetwork

Datashare

Self-h rch engine for documents

Journalist & Journalist
search
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Survey: threat model

Al

Journalists IC1J Third party




Survey: threat model

Al

Journalists IC1J Third party
-

&




Survey: threat model

Al

Journalists IC1J Third party
- O

& &




Survey: threat model

Journalists IC1J Third party

& &




A J2L

May use hacking, violence, ~

or subpoena to coerce and
compromise.
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Real-world constraints: decentralization

(Y O

g




Real-world constraints: decentralization

(G &

g




Real-world constraints: decentralization

Atry-trtst
(6N O

g




Real-world constraints: asynchrony




Real-world constraints: asynchrony




Real-world constraints: communication
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Document search: privacy recap
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Document search

Are queried keywords inside
the document?
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Private Set Intersection (PSI)

T = {PRFgk(x4), ..., PRFgr (X))}
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Private Set Intersection (PSI)

T = {PRFgk(x4), ..., PRFgr (X))}

Alice W, - qm}»[ Oblivious PRF ]4 Sk Bob

Input: Input:
{q1, ) qm} < (X1, s X}

Sk
{PRFsk(q1), ..., PRFsk(qm)}

I'=T N {PRFg(q:)}




Querier Owner
Comm.
comp. comp.

PSI 1 Document 2 ms 3.84 KB 11 ms Setting:
#keyword per document: 100

#keyword per query: 10

Performance:
Time(hash) = 1us
Time(exp) = 100us




Querier Owner

Comm.
comp. comp.
PSI 1 Document 2 ms 3.84 KB 11 ms Setting:
#keyword per document: 100
1000 Documents 2 sec 3.84 MB 11 sec #keyword per query: 10
Performance:

Time(hash) = 1us
Time(exp) = 100us




Qs Conm,
PSI 1 Document 2 ms 3.84 KB 11 ms
1000 Documents 2 sec 3.84 MB 11 sec

1000 Journalists 33 min 3.84 GB -

Setting:
#keyword per document: 100
#keyword per query: 10

Performance:
Time(hash) = 1us
Time(exp) = 100us




Multiset Private Set Intersection (MS-PSI)
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Querier

Owner

comp. Comm. comp.

1 Document 2 ms 3.84 KB 11 ms

E 1000 Documents 2 sec 3.84 MB 11 sec
1000 Journalists 33 min 3.84 GB -

% 2 1 Journalist 12 ms 640 B 1 ms
2 5 1000 Journalists 12sec  G40KB :

ZJ 2 1 Journalist - 200 KB 1 ms
< £ 1000 Journalists - 200 MB -

Setting:
#keyword per document: 100
#keyword per query: 10

Performance:
Time(hash) = 1us
Time(exp) = 100us
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Privacy: a new (stronger) setting

Search access




Can we hide the existence of
Snowden leaks?

Search access




“lol no

-Edward Snowden




Can we hide the existence of
Snowden leaks?

. THE::

qSNOWDEN
3FILES

S LUKE HARDINGN

ST T7ZA NIAM

Search access




Prevent extracting all
keywords from documents?




2. Retrieve query

Single-use blind token @ E::j

(anonymous credential)

Rate limiting

1. Query | Q 2




Enable contact IQ"‘
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Querier Communication
server =
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Enable Contact

Protect:
* The content of conversation
* The existence of conversation




Why not use existing systems?




Why not use existing systems?

Meta-data
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Why not use existing systems?
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Meta-data Asynchrony
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Anonymous messaging L

/\ Owner | "B
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Use Diffie-Hellman to Owner C

compute a random
rendezvous box
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Anonymous messaging

Add cover messages
Shape with Poisson Owner| B
C )
\/ ( Box 0x6a57 )
( Box 0xe3b5 )
LI LIPS | Caoxonzze) D
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Querier (_ Box 0x4426 )

Owner| ¢




Anonymous messaging *
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Anonymous messaging L
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Configure trade-offs

/ Querier Owner =]

Functionality Querier privacy Document owner
privacy




3 search systems




3 search systems

©—
’@ Sl uecrpne

MS-PSI Lucene

| Privacy
7 Functionality




3 search systems

Results
Document Owner Number of matches T

J9 4 Hide Details |§ Anonymously contact owner

Document 0 is containing the following snippets:

100s of Drugs, Industry Pledges Restraint By Robert Langreth, Cynthia Koons and Jackie Gu Published: July 16,2018 | Updated: August 1, 2018 President
Last month, Bloomberg introduced a tool to track what’s happened to prices for some of the most widely used, best-known drugs in the world since
The ini ion has said it's itted to getting prices down. The list prices matter.

Document 3 is containing the following snippets:

Resu Its "Here's What 'The Most Hated Man in America' Thinks About Donald Qfliis)" (http:/fortune.com/201 6/06/03/shkreliwtwiner—rant). Fortune.

"Donald trashes former hedge-fund guy who jacked up drug price: 'He looks like a spoiled brat' (hnp://www.businessinsider.com/donaId@rmarﬁn—shkreli—daraprim—drug—cos\
Show all details de all details

"Martin Shkreli Will Drop Unreleased Wu-Tang Clan Music If Donald {f[ii]s) Wins Presidential Election" (http://www.x ximag.com/news/2016/1 Olmanin—shkreli—unreleasedrwurtangrclan—donaldwwins—election
Document Owner ' Number of matches !
The criticism has come from across the political spectrum, from President Donald , a ican, to ive D including U.S.

J1 1 full match(es) / 0 partial match(es) Document 6 is containing the following snippets:

President Donald has frequently promised to dismantle the Affordable Care Act (ACA), better known as Obamacare, which was designed to make medical

Document 5 is containing the following snippets:

1 document(s) contain(s) the queried named entity(ies)
11 document(s) contain(s) none of the queried named entities. 7 documents are not matching this query.

J2 0 full match(es) / 0 partial match(es) J1 0

MS-PSI Lucene




Designing user interview

NEWSH

Build a fake story

PZINN
immn

(only use public leaks)



Pretend you are Jamie

% :_-:——-—:——L_ \ \ Jamie’s interests:

' d""\ﬁ " / g‘:?"“ tax evasion by large
Saamie gﬁtett:\oﬂ \Z‘ corporations
L -




Designing user interview

\/_
] 0—
D_

Build a fake story Give tasks

PZINN
immn

(only use public leaks)



You have heard rumours that Verizon use a

special construction to avoid paying taxes.

Can you find out which journalist has more
information about Verizon?




Designing user interview

\/_
] 0—
D_

Build a fake story Give tasks

(only use public leaks)

Simulate journalists



Y
X if‘f O 2 BAD GUYS

(government agents, intelligence operatives,

i Y competitors, etc.)
$EEfE

1 . e Bribe/threaten honest journalists or
OTHER JOURNALISTS attack their machines

, (they will not attack you)
. e Can also make search queries

' e 10 -- 20 documents  Goals:

e They make queries : .
i . o Learn what you are searching for

e Learn what your documents are
. about

________________________________________________________________________________________________________________________________




How to show privacy?

Interactive hints




Confirm New Query x

To make the query Datashare will send the encrypted query M akin g P SI query

to every journalist in the system.

Please copy the first 8 characters (\E%s1:8§1¢) to confirm your query:

Mt =

Press [Confirm] to make your query.

Confirm New Query x

To make the query Datashare will send the query

Making Lucene query

trump

to every journalist in the system.

Please copy it ({f¥i1s) to confirm your query:

= §

Press [Confirm] to make your query.




Date

2023.03.06 16:47:45

2023.03.06 16:47:38

2023.03.06 16:47:14

2023.03.06 16:47:04

Event

Someone queried your documents using the encrypted query [esliilsisi8lieiz1b) (1 named entity).

Someone queried your documents using the encrypted query EEEEERITEELR) [ErailelN iplelz=e)) A\ 2011204 (3 named entities).
Someone queried your documents using the encrypted query Eiieh?elcanda’ Wi E b alonre) M| 174581946 (3 named entities).

Someone queried your documents using the encrypted query [AVAEERGEERT (1 named entity).

Received PSI queries




How to show privacy?

S

Interactive hints Adversary’s view




Over the shoulder view

@ luxembourg
MS'PSI ‘ - papers’ panama/ brogstein; marc exinor

papers’ panama/ brogstein’imarc luxembourg exinor

Novartis| epinephrine

Novartis epinephrine Novartis
Novartis epinephrine

Novartis

Lucene

Mylan! GlaxoSmithKline




7

The over the shoulder view 1s only
L available in the simulation




Performing user study

NEWSH

PZINN
immn

Over 30 journalist Within subject
study




Despite the lower functionality, journalists
prefer the MS-PSI solution.
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Deployment

& 2

UX Authentication Document search Messaging




Lesson: prepare to deal with legacy

Token server
(ACL / Abe’s blind sig)




Lesson: prepare to deal with legacy

Token server 2 Factor auth Internal OAuth
(ACL / Abe’s blind sig)




Lesson: cold start

- — —

Designed to:
* Scale to 1000s of journalist
* Support millions of documents

L - — J




Lesson: cold start

- — —

Deployment:
* Begin with10s of journalists
* Plans to reach ~300 journalists

L - — J




Lesson: don’t think complicated

Keep 1t simple!




Why DatashareNetwork succeeded?




Why DatashareNetwork succeeded?

NEWS “

Real userbase




Why DatashareNetwork succeeded?

NEWS“

User involvement
in all stages

Real userbase



Why DatashareNetwork succeeded?

User involvement A dedicated

Real userbase . . .
in all stages engineering team




Why DatashareNetwork succeeded?

User involvement A dedicated .
Real userbase . . . Time & resource
in all stages engineering team




kasra.edalat@epfl.ch

-Ons from: www.onlinewebfonts.com



Conclusion

* Requirement analysis of investigative journalists
* Asynchronous users, communication limits, no trusted infrastructure

* Designing DatashareNetwork
* A new document search
* A new anonymous messaging system
* End-to-end system design and privacy analysis

* A user study with 30+ experienced journalists
 Study functionality, querier privacy, and document owner privacy

* Deploying DatashareNetwork
* Legacy, cold start, and begin simple



