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investigation?
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Survey: threat model
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Journalists ICIJ Third party

May use hacking, violence, 
or subpoena to coerce and 

compromise.
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Journalists ICIJ Third party



Privacy: querier
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I’m searching for:
“mickey mouse scandal”

Document owner

A

B
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Querier 
(Alice)

Protect:
• The query
• The querier’s identity



Privacy: Doc. owner
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Privacy: contact
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Document owner

Querier

Conversation

Protect:
• The content of conversation
• The existence of conversation
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Real-world constraints: communication
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Decentralized
Any-trust
Trusted 3rd party
SMC (multi-round)
MPC
Circuits
FHE



Single non-trusted server
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Document search
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Document search: privacy recap
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Document search
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Querier
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Query

R

Responses

Doc.
Owner

Matching status

“mickey mouse”

Are queried keywords inside 
the document?



Document search
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Setup

Online

  Multiset Private Set Intersection (MS-PSI)
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Privacy: a new (stronger) setting
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Can we hide the existence of 
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53

Search access



Can we hide the existence of 
Snowden leaks?
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Search access

Prevent extracting all 
keywords from documents?
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Owner B

Owner C

Querier Communication
server

Enable Contact

Protect:
• The content of conversation
• The existence of conversation
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58
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Meta-data Asynchrony



Anonymous messaging
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Owner B

Owner C

Querier

Box 0x6a57

Box 0xe3b5

Box 0x923e

Box 0x4426

Use Diffie-Hellman to 
compute a random 

rendezvous box



Anonymous messaging
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Owner B

Owner C

Querier

Box 0x6a57

Box 0xe3b5

Box 0x923e

Box 0x4426

Add cover messages
Shape with Poisson



Anonymous messaging
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Owner B

Owner C

Querier

Box 0x6a57

Box 0xe3b5

Box 0x923e

Box 0x4426

Retrieve messages
with PIR



Anonymous messaging
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Owner B

Owner C

Querier

Box 0x6a57
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Querier

Configure trade-offs
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Functionality Querier privacy Document owner
privacy

Owner



3 search systems
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MS-PSI Lucene 
↓ Privacy
↑ Functionality



3 search systems

69

MS-PSI Lucene 



Designing user interview
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Designing user interview
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Build a fake story Give tasks

(only use public leaks)

You have heard rumours that Verizon use a 
special construction to avoid paying taxes. 
Can you find out which journalist has more 

information about Verizon?



Designing user interview
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Build a fake story Give tasks Simulate journalists

(only use public leaks)



Designing user interaction
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Build a fake story Give tasks Simulate journalists

(only use public leaks)



How to show privacy?
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How to show privacy?
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Interactive hints

Making PSI query

Making Lucene query



How to show privacy?
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Explanation video Interactive hints
Received PSI queries



How to show privacy?
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Interactive hints Adversary’s view



Over the shoulder view
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MS-PSI

Lucene



Over the shoulder view

MS-PSI

Lucene
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The over the shoulder view is only
available in the simulation



Performing user study
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Over 30 journalist Within subject
study



Despite the lower functionality, journalists 
prefer the MS-PSI solution.
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Lessons from
deployment



Deployment
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UX Authentication MessagingDocument search



Lesson: prepare to deal with legacy
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Token server
(ACL / Abe’s blind sig)



Lesson: prepare to deal with legacy

87

Token server
(ACL / Abe’s blind sig)

2 Factor auth Internal OAuth



Lesson: cold start
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Designed to:
• Scale to 1000s of journalist
• Support millions of documents



Lesson: cold start
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Deployment:
• Begin with10s of journalists
• Plans to reach ~300 journalists



Lesson: don’t think complicated
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Keep it simple!
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Why DatashareNetwork succeeded?
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Real userbase User involvement
in all stages

A dedicated
engineering team Time & resource
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Icons from: www.onlinewebfonts.com 



Conclusion

•Requirement analysis of investigative journalists
• Asynchronous users, communication limits, no trusted infrastructure

•Designing DatashareNetwork
• A new document search
• A new anonymous messaging system
• End-to-end system design and privacy analysis

•A user study with 30+ experienced journalists
• Study functionality, querier privacy, and document owner privacy 

•Deploying DatashareNetwork
• Legacy, cold start, and begin simple
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