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Challenges

Cryptographic code must be efficient and secure.

Traditional approach:
Hand-optimize the core and “Be Super Careful”.
Bad:
1. Labor-intensive work done by domain experts — Expensive $3$$.
2. Error-prone
The fact that these bugs existed in the first place shows that the traditional
development methodology (i.e. “being super careful”) has failed.

- Thomas Pornin, Sep. 2019 (in PQC Mailing List on a Falcon implementation)

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Performance

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Performance

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method
oe 0000

Fiat Cryptography Summary
0000 o]

Cryptographic Code

Performance

Parameter-Specific C

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives

Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

CPU-Specific

Parameter-Specific C

Performance

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Hand-Written Assembly

CPU-Specific

Parameter-Specific C

Performance

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Hand-Written Assembly

CPU-Specific

Parameter-Specific C

Performance

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Hand-Written Assembly

CPU-Specific

Parameter-Specific C

Performance

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
oe 0000 0000 o]

Cryptographic Code

Hand-Written Assembly ) CryptOpt

CPU-Specific

Parameter-Specific C

Performance

Generic C

Ease of Reusability

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primiti Joel Kuepper



State of the Art Method Fiat Cryptography Summary
[o]e] @000 0000 o]

Idea

Observations:

1. Compilers are general-purpose.

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primitives Joel Kuepper



State of the Art Method Fiat Cryptography Summary
[o]e] @000 0000 o]

Idea

Observations:
1. Compilers are general-purpose.

2. Cryptographic code is “special”.

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primiti Joel Kuepper



State of the Art Method Fiat Cryptography Summary
[o]e] @000 0000 o]

Idea

Observations:
1. Compilers are general-purpose.
2. Cryptographic code is “speetalt simpler”.

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primiti Joel Kuepper



State of the Art Method Fiat Cryptography Summary
[o]e] @000 0000 o]

Idea

Observations:
1. Compilers are general-purpose.
2. Cryptographic code is “speeial simpler”.
Idea:
1. Compilingte — search for a fast implementation.

CryptOpt: Verified Compilation with Randomized Program Search for Cryptographic Primiti

Joel Kuepper



State of the Art Method Fiat Cryptography Summary
[o]e] @000 0000 o]

Idea

Observations:
Compilers are general-purpose.

2. Cryptographic code is “speeiat simpler”.
Idea:

1. Compilingte — search for a fast implementation.
2. Prove it correct.
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GitHub Project

Compilation of cryptographic code
= Search
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Proven-correct assembly for field arithmetic by Fiat
Cryptography now with on-par performance to
hand-optimized assembly.

https://0Oxadelalde.github.io/CryptOpt
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