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This Talk

• Non-Malleability of zkSNARKs compiled from Polynomial Interactive 

Oracle Proofs (PIOP).

• Identify easy to verify properties from Polynomial Commitments and 

PIOP.

• Implications: (variants of) PLONK, MARLIN, LUNAR + KZG are 

non-malleable.
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Why Non-Malleability?

 

 
 

Claim: I know w s.t. C(w)=1.

Extractor

• Succinct

• Non-interactive

• Complete

• Zero-Knowledge

• Knowledge Soundness (KS)

ROCRS
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Simulation-Extractability (Sim-Ext)

Claim: I know w s.t. C(w)=1.

Sim query: C’

 

• Prover sees other 
proofs: Sim queries.

• Extractor still succeeds.

ROCRS
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Simulation-Extractability (Sim-Ext)

 

Claim: I know w s.t. C(w)=1.

Sim query: C’

  

• Prover sees other 
proofs: Sim queries.

• Extractor still succeeds.

ROCRS
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Gaps in Previous Results

• Analysis is protocol specific

• GKK+21: Plonk, Marlin, Sonic

• GOP+23: Bulletproofs

• DG23: Bulletproofs, Spartan
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Question: Is it possible to prove sim-ext for a large class of existing 
zkSNARKs without analysing each zkSNARK separately?
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Question: Is it possible to prove sim-ext for a large class of existing 
zkSNARKs without analysing each zkSNARK separately?

Polynomial Interactive 
Oracle Proof Polynomial 

Commitment Scheme
Fiat-Shamir

PIOP: Marlin [CHM+20], Lunar [CFF+21], Plonk [GWC19], Sonic [MBKM19],.…

PCOM: KZG [KZG10]
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SIM-EXT

● Proof Template from previous papers 
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KS

Trapdoor-less 
ZK

Variant of 
Unique 

Responses

SIM-EXT

● Proof Template from previous papers 
[FKMV12,GKK+22,GOP+23,DG23]

● But now, applied at the compiler 
level

● Weak Unique Response (WUR)
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● More direct approach

● New definition for 
Sim-Ext for PCOM

PIOP
Sim-Ext

PCOM FS
Sim-Ext

zkSNARK



Mahak’s approach
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KS

TLZK
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SIM-EXT

PIOP PCOM

TLZK

WUR

Identify Properties
From PIOP and PCOM
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KS

TLZK

WUR

SIM-EXT

PIOP PCOM

TLZK HVZK Hiding

TLZK

Standard properties 

ZK Simulator does not use 
a trapdoor for simulation.
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KS

TLZK

WUR

SIM-EXT

PIOP PCOM

TLZK HVZK Hiding

TLZK Ψ-HVZK Weak Hiding

New property 

(check eprint)

Mahak’s Approach
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KS

TLZK
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KS

TLZK

WUR

SIM-EXT

PIOP PCOM

WUR High min-entropy for Query,
P

1
 is queried on < deg +1 points 

Hiding, Eval Binding, 
Unique Proofs

WUR High min-entropy for Query,
Ψ-NEXP

Weak Hiding, Eval 
Binding, Unique Proofs

New property 

Mahak’s Approach
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PIOP+PCom+FS

zkSNARKs compiled in this way are not (always) simulation-extractable
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PIOP+PCom+FS

zkSNARKs compiled in this way are not (always) simulation-extractable

If PCOM is (fully) malleable, one can transform a simulated proof on a bunch of 
commitments into another proof
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Luigi’s approach

PIOP
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Luigi’s approach

PIOP
SIM-EXT
PCOM
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zkSNARK

34

KZG?

This may work, but would it capture existing constructions?



KZG Polynomial Commitment
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Malleability of KZG

Given a proof π for (C,x,y), it is a valid proof also on:

- Same point x: (C + [δ]1, x, y+δ)
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Malleability of KZG

Given a proof π for (C,x,y), it is a valid proof also on:

- Same point x: (C + [δ]1, x, y+δ)
- Arbitrary point x*: (C - (x*-x)π, x^*, y)

These attacks are not enough to break SE of zkSNARKs!
If the PIOP is compiler-safe: polynomials are evaluated on last-round challenge
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Luigi’s approach (2)

PIOP
compiler-safe

φ-SIM-EXT
PCOM

FS SIM-EXT
zkSNARK

We introduce policy-based simulation-extractability, a generalization of sim-ext 
that can capture relaxed variants
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Luigi’s approach (2)

PIOP
compiler-safe

φ-SIM-EXT
PCOM

FS SIM-EXT
zkSNARK

We introduce policy-based simulation-extractability, a generalization of sim-ext 
that can capture relaxed variants

We identify a policy that is:

- sufficient for the compiler to work
- met by KZG
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Policy-based Simulation-extractability
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Extractor

ROCRS

Claim: I know w s.t. C(w)=1

If policy is satisfied:
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Extractor

ROCRS

Claim: I know w s.t. C(w)=1

If policy is satisfied:

- Weak sim-ext:

the statement must be fresh

- True sim-ext:

can only ask true simulations



A policy for KZG (in AGM+RO)

Simulation policy

- queries on points xi non adaptively chosen

- algebraic consistency: queries admit solutions

e.g. cannot ask (C,x,y) and (C,x, y’)

Extraction policy

- forgery on a (sufficiently) random point x*, chosen after C*
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Luigi’s approach (3)

PIOP
1. Compiler-safe

2. Extra requirements

φ-SIM-EXT
PCOM

FS SIM-EXT
zkSNARK

- Non adaptive algebraic verifier: queries are “independent” of the statement

- Commitment simulator: there is a simulation strategy that is linear w.r.t. a 

vector of simulated commitments for free if commitment is hiding
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To wrap-up



Our Two Approaches: Main differences
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PIOP
Sim-Ext
PCOM

FS Sim-Ext
zkSNARK

KS

TLZK

WUR

SIM-EXT

Mahak Luigi

● Trapdoorless Simulation ● Trapdoored Simulation
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● Trapdoorless Simulation
● WUR from Unique Proofs of Pcom

● Trapdoored Simulation
● Sim-ext for Pcom
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● Trapdoorless Simulation
● WUR from Unique Proofs of Pcom
● Easy to prove for KZG, no AGM

● Trapdoored Simulation
● Sim-ext for Pcom
● Somewhat involved for KZG, in AGM
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PIOP
Sim-Ext
PCOM

FS Sim-Ext
zkSNARK

KS

TLZK

WUR

SIM-EXT

Mahak Luigi

● Trapdoorless Simulation
● WUR from Unique Proofs of Pcom
● Easy to prove for KZG, no AGM
● Plonk with hiding KZG

● Trapdoored Simulation
● Sim-ext for Pcom
● Somewhat involved for KZG, in AGM
● Plonk



Our Two Approaches: Common limits
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PIOP
Sim-Ext
PCOM

FS Sim-Ext
zkSNARK

KS

TLZK

WUR

SIM-EXT

Mahak Luigi

● Slight variants of Marlin and Lunar
● RO programmability
● No linearization trick
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