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— From game-based primitives, enabling
correctness

encrypting secrets and homomorphic computations
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ZKPs from Game-Based Primitives
(Blueprint)

Instead of MPC, use weaker primitive
— MPC execution replaced with executing primitive algorithms

Primitive syntax: enables encrypting secrets and

homomorphic computations e e share
Primitive properties: Key Gen
— Correctness fWitness Encryption
— Input privacy: ciphertexts hide secrets Depends on w,
— Function privacy: homomorphic eval Eval
hides evaluated function L Depends on w;, (and encryption of wl))

Versatile: primitive can be
— 1-party (FHE, FE, LFE, RE) or multi-party (HSS, FSS)
— Interactive (IP, IOP)
— Secret- or public-key
— With imperfect correctness

Extends also to commit-and-prove functionalities
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* n=witness length, k = sec param, S = verification circuit size,
m = instance length

« NC? results for poly-time uniform relations
* Depth-d(m) result for logspace uniform relations
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Beyond MPC in the Head: new paradigm for ZKP design
using game-based primitives
— With homomorphic computation properties

— Only need correctness and privacy, not full security
— Extends MPC in the Head of [IKOS07]

Versatile:
— Applicable to many game-based primitives: FHE, FSS, HSS, RE, FE, LFE
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Thank you!
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