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Zero-Knowledge Proofs

Graph is 3-colorable!

…
I’m convinced!



Beyond MPC 
in the Head



MPC in the Head 101 [IKOS07]

Witness Secret Share

𝑤 = 𝑤1 ⊕𝑤2 ⊕𝑤3

Check correctness of execution𝑓 𝑤1, 𝑤2 , 𝑤3 = 𝐶 𝑤1 ⊕𝑤2 ⊕𝑤3

𝑤2

𝑤1 𝑤3

Claim: 𝑪 𝒘 = 𝟏 for some 𝒘

𝑖 ≠ 𝑗 ← 1,2,3



MPC in the Head 101 [IKOS07]

Witness Secret Share

𝑤 = 𝑤1 ⊕𝑤2 ⊕𝑤3

Check correctness of execution𝑓 𝑤1, 𝑤2 , 𝑤3 = 𝐶 𝑤1 ⊕𝑤2 ⊕𝑤3

𝑤2

𝑤1 𝑤3

Claim: 𝑪 𝒘 = 𝟏 for some 𝒘

𝑖 ≠ 𝑗 ← 1,2,3



Eval

MPC in the Head 101 [IKOS07]

Witness Secret Share

𝑤 = 𝑤1 ⊕𝑤2 ⊕𝑤3

Check correctness of execution𝑓 𝑤1, 𝑤2 , 𝑤3 = 𝐶 𝑤1 ⊕𝑤2 ⊕𝑤3

𝑤2

𝑤1 𝑤3

Claim: 𝑪 𝒘 = 𝟏 for some 𝒘

𝑖 ≠ 𝑗 ← 1,2,3



Eval

MPC in the Head 101 [IKOS07]

Witness Secret Share

𝑤 = 𝑤1 ⊕𝑤2 ⊕𝑤3

Check correctness of execution𝑓 𝑤1, 𝑤2 , 𝑤3 = 𝐶 𝑤1 ⊕𝑤2 ⊕𝑤3

𝑤2

𝑤1 𝑤3

Claim: 𝑪 𝒘 = 𝟏 for some 𝒘

𝑖 ≠ 𝑗 ← 1,2,3

MPC correctness  ⇒ soundness

MPC privacy  ⇒ only 2 witness shares revealed  ⇒ ZK



• Main ingredients:
– Witness secret sharing

– Evaluation of relation on secret shares

– Correctness and privacy 
(full MPC security not needed!)

MPC in the Head: Digest



• Main ingredients:
– Witness secret sharing

– Evaluation of relation on secret shares

– Correctness and privacy 
(full MPC security not needed!)

• Very influential and general paradigm, 
many applications [IKOS07,IPS08, HIKN08…]

MPC in the Head: Digest



• Main ingredients:
– Witness secret sharing

– Evaluation of relation on secret shares

– Correctness and privacy 
(full MPC security not needed!)

• Very influential and general paradigm, 
many applications [IKOS07,IPS08, HIKN08…]

• But all instantiations use 
fully-secure protocols

MPC in the Head: Digest



• Main ingredients:
– Witness secret sharing

– Evaluation of relation on secret shares

– Correctness and privacy 
(full MPC security not needed!)

• Very influential and general paradigm, 
many applications [IKOS07,IPS08, HIKN08…]

• But all instantiations use 
fully-secure protocols

• Today: Beyond MPC in the Head
– Generalized paradigm

– From game-based primitives, enabling 
encrypting secrets and homomorphic computations

MPC in the Head: Digest
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– MPC execution replaced with executing primitive algorithms

• Primitive syntax: enables encrypting secrets and 
homomorphic computations

• Primitive properties:
– Correctness

– Input privacy: ciphertexts hide secrets

– Function privacy: homomorphic eval
hides evaluated function

• Versatile: primitive can be
– 1-party (FHE, FE, LFE, RE) or multi-party (HSS, FSS)

– Interactive (IP, IOP)

– Secret- or public-key

– With imperfect correctness

• Extends also to commit-and-prove functionalities
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𝑁𝑃
𝑂 𝑛 + 𝑝𝑜𝑙𝑦 𝜅
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FHE
OWF

[GGIPSS15]
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• Applications: new short (almost witness length) ZKPs:
– New constant-round ZKPs for 𝑁𝐶1 (before: 𝐴𝐶0 [IKOS07])

– BB alternatives to existing (non-BB) short ZKPs

– Recasting some known ZKPs as special cases of the paradigm

Thank you!
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