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Motivating Application I: Verifiable Computation (VC)

Client Server

Circuit Γ

...

Data xi yi := Γ(xi)

Verify πi against (Γ, xi , yi) Output yi , Proof πi asserting Γ(xi) = yi

...

Desiderata:

† Completeness: If indeed Γ(xi) = yi , then πi passes verification.
† Soundness: If πi passes verification, then indeed Γ(xi) = yi .
† (Amortised) Efficiency: Verifying πi is faster than computing Γ(xi), assuming preprocessing of Γ
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(Preprocessing) Functional Commitments (FC) for VC

FC = (Setup, PreProc,Com,Open, Verify). Let pp← Setup(1λ) public.

Client Server

ppΓ ← PreProc(pp, Γ) Γ

...

(comi , auxi) := Com(pp, xi) xi , auxi yi := Γ(xi)

1/0← Verify(ppΓ, comi , yi , πi) yi , πi πi ← Open(pp, Γ, auxi)

...

† Evaluation Binding: Infeasible to open (Γ, comi) to yi and y′i for yi ̸= y′i .
=⇒ VC soundness: If yi ̸= Γ(xi), client opens (Γ, comi) to y′i = Γ(xi) ̸= yi , breaks eval. binding.

† Succinctness: Verify(ppΓ, comi , yi , πi) takes time o(|Γ|) · poly(λ).
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Motivating Application II: Bootstrapping SNARKs

SNARKs = Succinct Non-interactive ARguments of Knowledge

= Very short proofs for NP language of interest

SNARKs for well-formedness of com FC for quadratic maps SNARKs for NP

[GW11]: Adaptively sound SNARKs require non-falsifiable assumptions or non-black-box reductions.

Rationale:

† Minimise the component which requires non-falsifiable assumptions
† Could be efficient – constructing special-purpose SNARKs is easier
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FC Landscape before Sept 2022

Linear
Semi-Sparse

Poly
Const.-Deg.

Poly
NC1 Circuits

Non-Falsifiable SNARK for NP

Falsifiable,
Pairings

[LRY16]
[LM19]

[LP20] [CFT22] [CFT22] [This work] (bounded-width)

Falsifiable,
Lattices

[ACLMT22]
[CP23]
[WW23]

(bounded-depth)

[This work] (bounded-width)
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FC Landscape Now

Linear
Semi-Sparse

Poly
Const.-Deg.

Poly
NC1 Circuits

Non-Falsifiable SNARK for NP

Falsifiable,
Pairings

[LRY16]
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[LP20] [CFT22] [CFT22] [This work] (bounded-width)

Falsifiable,
Lattices

[ACLMT22]
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Our Results: Chainable FC (CFC) for Unbounded-Depth Circuits

† New notion of Chainable Functional Commitments (CFC)
† Chaining CFC for quadratic polynomials =⇒ (C)FC for unbounded-depth∗ circuits
† CFC for quadratic polynomial maps from pairing- or lattice-based falsifiable assumptions

‡ Pairings: New assumption called “HiKer” (Hinted-Kernel), proven in generic group model (GGM)
‡ Lattices: Twin-version of the kRISIS assumption [ACLMT22] (equivalent to kRISIS [AFLN23])

† Corollary [CFT22]: Homomorphic signatures for unbounded-depth∗∗ circuits

∗assuming bounded-width, opening size linear in depth
∗∗assuming bounded-width, signature size linear in depth, multi-hop evaluation sequential only
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Chainable Functional Commitments (CFC)

Recall FC = (Setup, PreProc,Com,Open, Verify):

pp← Setup(1λ)

ppΓ ← PreProc(pp, Γ)

(com, aux)← Com(pp, x)

π ← Open(pp, Γ, aux)

b ← Verify(ppΓ, com, y, π) // 1 if y = Γ(x)

Evaluation Binding: Infeasible to open (Γ, com) to distinct y and y′.
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CFC = (Setup, PreProc,Com,Open, Verify):

pp← Setup(1λ)

ppΓ ← PreProc(pp, Γ)

(com, aux)← Com(pp, x)

π ← Open(pp, Γ, (auxin,i)
m
i=1)

b ← Verify(ppΓ, (comin,i)
m
i=1, comout, π) // 1 if y = Γ(x1, . . . , xm)

Evaluation Binding: Infeasible to open (Γ, comin,1, . . . , comin,m) to distinct comout and com′
out.

FC CFC

1 committed input x m committed inputs x1, . . . , xm

plaintext output y output y committed in comout

Output commitment can be used as input commitment =⇒ Chainable
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From CFC for Quadratic Polynomial Maps to (C)FC Circuits

Compiler in a nutshell:

† Given width-w depth-d circuit Γ and input x ∈ {0, 1}w

† Partition Γ into multiplicative layers Γ1, . . . , Γd where each Γi is quadratic, and

x0 := x,

x1 := Γ1(x0),

x2 := Γ2(x0, x1),

...

y := xd := Γd(x0, . . . , xd−1).

† To (C)FC-open (Γ, comx) to y = Γ(x) (or comy):
‡ Commit to each intermediate layer comx1 , . . . comxd .
‡ For each layer i ∈ [d], CFC-open (Γi , comx0 , . . . , comxi−1) to comxi .
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CFC from Pairings or Lattices

Technical highlights of constructions:

† Commitment = Inner product between commitment key and message, Pedersen’s style
† Opening proof = “Preimage” of quadratic function of commitments
† Main difficulty: Manage cross-terms when multiplying commitments to avoid unwanted collision
† 3 types of commitment keys: Type-α, Type-β, Type-γ
† Main type = Type-α
† To prove quadratic relation z = F(x⊗ y), where F,Comα(x),Comα(y),Comα(z) are public:

‡ Compute Comβ(y) and Comγ(z)
‡ Open (F,Comα(x),Comβ(y)) to Comγ(z)
‡ Open (I,Comα(y)) to Comβ(y), where I is the identity matrix
‡ Open (I,Comα(z)) to Comγ(z), where I is the identity matrix
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CFC from Pairings or Lattices

† Commitments: Comα(x) =
∑

i αi · xi Comβ(y) =
∑

j βj · yj Comγ(z) =
∑

k γk · zk

† Want to prove: z = F(x⊗ y), i.e. ∀k, zk =
∑

i,j fi,j,k xiyj

† Verifier “commits” to F = (fi,j,k)i,j,k by: Comα−1,β−1,γ(F) =
∑

i,j,k α
−1
i · β−1

j · γk · fi,j,k
† Observe:

Comα−1,β−1,γ(F) · Comα(x) · Comβ(y)− Comγ(z) =
∑

i,i′,j,j′,k
i ̸=i′,j ̸=j′

αi′

αi
·
βj′

βj
· γk · fi,j,k xi′yj′

(Pairing-based construction is more complicated: Cannot simply multiply commitments.)

† In CRS, give away “preimages” of
(
αi′
αi
· βj′

βj
· γk

)
i,i′,j,j′,k
i ̸=i′,j ̸=j′

as hints.

† Prover computes “preimage” by combining hints linearly with coefficients (fi,j,k xi′yj′) i,i′,j,j′,k
i ̸=i′,j ̸=j′

.
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Conclusion

Conclusion

† New notion of Chainable Functional Commitments (CFC)
† Chaining CFC for quadratic polynomials =⇒ (C)FC for unbounded-depth∗ circuits
† CFC for quadratic polynomial maps from pairing- or lattice-based falsifiable assumptions
† Corollary [CFT22]: Homomorphic signatures for unbounded-depth∗∗ circuits

∗assuming bounded-width, opening size linear in depth
∗∗assuming bounded-width, signature size linear in depth, multi-hop evaluation sequential only
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