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Cryptographic algorithms need updates

Credit to Brian LaMacchia. The Long Road Ahead to Transition to Post-Quantum Cryptography, Invited Opening Keynote, IEEE 
Secure Development Conference 2022, Atlanta, GA, October 18-20
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• Ongoing transition to new algorithms 
• Updates or changes to an implementation  
• Modifying key configuration parameters 
• Retiring deprecated algorithms

Cryptographic protocols need to be 
updated in practice. Why not in theory 

as well?
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• Fcold  could be a post-quantum secure, 
inefficient scheme used only for the 
updates 

• The support of Fcold is needed only if Fold 
is believed to be compromised



Conclusions

• Cryptographic protocols need to be updated. This should be 
considered when designing the protocol 

• Propose a framework to capture updates 
• Model compromised protocols via the corruption of hybrid 

functionalities 
• Extend our result to the case of non-interactive zero-knowledge 

and PRF



Willing to do a postdoc in multi-party computation at 
The University of Edinburgh? Reach me out

No hot summers!

Thank you


