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Cryptographic algorithms need updates
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Cryptographic agility

“The ability to reconfigure an application or system with a
different cryptographic algorithm (or implementation)™”

* David Ott, Kenny Paterson, Dennis Moreau. Where Is the Research on Cryptographic Transition and Agility”? Communications of the ACM, April 2023, Vol. 66 No. 4, Pages 29-32
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 Modifying key configuration parameters
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“The ability to reconfigure an application or system with a
different cryptographic algorithm (or implementation)™”
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What if some of the parties do not want to update?
What it different parties want to update in different ways “

What does it mean that a protocol is broken in the UC framework?
And what does updating a protocol mean in UC?

 Recover from broken protocols Just corresponds to parties registering
 Add additional features to a different functionality, right”?
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Conclusions

Cryptographic protocols need to be updated. This should be
considered when designing the protocol

Propose a framework to capture updates

Model compromised protocols via the corruption of hybrid
functionalities

Extend our result to the case of non-interactive zero-knowledge
and PRF
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