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Our Work: Quantum Public-Key Encryption (qPKE)

Definitions syntax and security definitions for qPKE

» classical /quantum public-keys
« classical /quantum ciphertexts

Constructions qPKE with quantum public-keys

o classical ciphertexts from OWFs
. quantum ciphertexts from PRFS

Impossibility unconditional security of gPKE
. uses quantum shadow tomography to learn the secret-key from public-keys

*another proof using quantum Shanon's bound [MY22]
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qPKE: Definitions

sk < Gen(1*)| |Encryptio p < Encrypt(|pk) ,m)

*sk is classical *p can be either classical or quantum
pk)®" +— QPKGen®*(sk)

* |pk) is a pure state

Semantic Security

{ |pk)®1t , Encrypt(O)} ~ { |pk)®t : Encrypt(l)}

e |pk) is generically unclonable, thus poly-many copies are given to the adversaries

e |pk)is pure implying a non-trivial way to distribute quantum public keys
e |pk) is sent to different CAs and use SWAP-test for validation [Gottesman'05]

e Only achieve inverse-poly soundness error
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qPKE: A Simple Construction from OWFs

. sk« {0, 1}*

|pk) <= 3 |2, PRF(sk, 2))

. Measure |pk) to get x,y = PRF(sk, z)

. Sample a uniformly random r

. Encrypt m € {0,1} as ¢ = (r, 2, PRF(y, r||/m))

. Compute y < PRF(sk, x)
. Return 0 if ¢ = PRF(y,r||0), 1 otherwise.
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qPKE: A Construction from PRFS

. sk« {0, 1}*

- pk) = 20 17, Pska)

. Measure |pk) to get (z, |¢sko)) // only measure the first register
Nfm =0, return (z, [Ysk 2))

. Else, return (x, =) // i.e., a maximally mixed state

. Interpret c as (z, |¢))
. Return 0 if |¢) = |Ysk.z), 1 otherwise
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Step 1. Let |pk™) be the honestly generated public key.
Our first observation is that, for any other |pk’), if |pk™) and |pk’) are close, then
we can use the corresponding secret key of |pk’) to decrypt the ciphertext

Decrypt(sk, p) = m

encrypted with |pk™)

pk’) + QPKGen(sk)
m & {0,1}
(p,-) < Encrypt(|pk™) ,m)

>1—3eif [[{pk'|pk™)[| =1 —¢

Step 2. Estimate all the values |[{pk’|pk*)|| for all sk from random Clifford
measurements on polynomially many copies of |pk™)

This is done using the shadow tomography technique [HKP'20]
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