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Security Efficiency
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             Non-Interactive             Small Signature

               Standard  
Assumption

             Tight Security

Efficiency

Security

Goal: Best of both Worlds

ϵadv ≤ L ⋅ ϵred
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Example: BLS Multi-Signatures

•   parties    want to sign message   
 
 
 
 
 
 
 
 
 
 
 
 

n P1, …, Pn m ∈ {0,1}*
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Example: BLS Multi-Signatures

•   parties    want to sign message   
 
 
 
 
 
 
 
 
 
 
 
 

n P1, …, Pn m ∈ {0,1}*

•     •     •    

Signature share  
  σ1 = H(m)sk1

Signature share  
  σ2 = H(m)sk1

Signature share  
  σn = H(m)skn

pk1, sk1

pk2, sk2

pkn, skn

Collect all shares 
   and combine

    Full Signature   
     σ := H(m)sk

broadcast

Insecure !
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• Sample  

•
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pk2 = pk−1
1 ⋅ gr

Example: BLS Multi-Signatures
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pk1, sk1

• Sample  

•
r ← ℤp

pk2 = pk−1
1 ⋅ gr

Signature share  
  σ1 = H(m)sk1

Signature share  
  σ2 = σ−1

1 ⋅ H(m)r

Combine

    Full Signature   
      σ := H(m)r

Forging is easy !

Rogue-Key  
Attack

Example: BLS Multi-Signatures
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• Knowledge of secret key (KOSK) assumption  [Boldyreva, PKC ’03] 

• Rerandomization of keys    for random     [Bellare-Neven, CCS ‘06] 
  

• Proof of knowledge of secret key as     [Ristenpart-Yilek, EC ‘07] 

pki ↦ pkai
i ai ∈ ℤp

πi := H(pki)ski

Common Solutions
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• Knowledge of secret key (KOSK) assumption  [Boldyreva, PKC ’03] 

• Rerandomization of keys    for random     [Bellare-Neven, CCS ‘06] 
  

• Proof of knowledge of secret key as     [Ristenpart-Yilek, EC ‘07] 

pki ↦ pkai
i ai ∈ ℤp

πi := H(pki)ski

Common Solutions

 Still security loss of  or worse ! O(Qh)Non-Interactive + CDH



19

What to do?

Can we design a tightly secure  
       BLS multi-signature?
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Our Results

   Tightly secure  
single-signer BLS

Proof of Knowledge    Tightly secure  
 multi-signer BLS

   CDH + ROM
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Proof Structure

Adversary

Challenge  X

Reduction

Sign  mi
     σi

Forgery  σ*Solution to  X

Public key  pk



27

   CDH challenge
 (X, Y) = (gx, gy)

   Embed into key
        pk := X

Proof Structure for BLS
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   CDH challenge
 (X, Y) = (gx, gy)

   Embed into key
        pk := X

   Guess forgery
    message m*

Set  
     for 

H(mi) := gri

ri ← ℤp

   Embed  as  
    

Y
H(m*) = Y

mi ≠ m*

m*

Proof Structure for BLS

Simulate signatures as   σi := Xri

Forgery gives CDH solution   σ* = Yx
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Our Construction
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Our Construction

   Use two keys
   instead of one

pk0

pk1

   Sign  as BLSmChoose key 
    to sign 

Choose pk0

      Signature   
     σ := H(m)sk0

How does that help?
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Proof Idea
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Proof Idea

   CDH challenge
 (X, Y) = (gx, gy)

Set  
  for  

pk1 := gsk1

sk1 ← ℤp
Honest

   Embed into key
        pk0 := XEmbed

Set  
    for  

H(mi) := gri

ri ← ℤp

   Embed  as  
     
    for 

Y
H(mi) = Yri

ri ← ℤp

For each  mi

1/2 

1/2 
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Proof Idea

   CDH challenge
 (X, Y) = (gx, gy)

Set  
  for  

pk1 := gsk1

sk1 ← ℤp
Honest

   Embed into key
        pk0 := XEmbed

Set  
    for  

H(mi) := gri

ri ← ℤp

   Embed  as  
     
    for 

Y
H(mi) = Yri

ri ← ℤp

Challenge space

Trapdoor space

Prob 1/2
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Proof Idea

    
   for known 

H(mi) = Yri

ri

    
   for known 

H(mi) = gri

ri

 Simulate signatures mi

   Choose honest  
         key  pk1

   Choose challenge 
       key  pk0 = X

Simulate as   
      (honest signing)

σi := H(mi)sk1 Simulate as   
 (trapdoor signing)

σi := Xri
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Proof Idea

    
   for known 

H(m*) = Yr*

r*
    
   for known 

H(m*) = gr*

r*

 Forgery m*

   Choose honest  
         key  pk1

   Choose challenge 
       key  pk0 = X
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Proof Idea

    
   for known 

H(m*) = Yr*

r*
    
   for known 

H(m*) = gr*

r*

 Forgery m*

   Choose honest  
         key  pk1

   Choose challenge 
       key  pk0 = X

With prob 1/4 forgery gives CDH solution   ! (σ*)1/r* = Yx



       

     Questions?
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Our Results

   Tightly secure  
single-signer BLS

Proof of Knowledge    Tightly secure  
 multi-signer BLS

   CDH + ROM


