
Registered FE beyond Predicates: (Attribute-Based) 
Linear Functions and more



Functional Encryption [BSW11]

Setup   (1λ) → (mpk, msk)

1λ (mpk,msk)

Central authority



Functional Encryption [BSW11]

Setup   (1λ) → (mpk, msk)

KeyGen   (msk, f ) → skf

f

1λ (mpk,msk)

skf

Central authority

User



Functional Encryption [BSW11]

Setup   (1λ) → (mpk, msk)

KeyGen   (msk, f ) → skf

Enc   (mpk, m) → ctm

m

ctm

f

1λ (mpk,msk)

skf

Central authority

User



Functional Encryption [BSW11]

Setup   (1λ) → (mpk, msk)

KeyGen   (msk, f ) → skf

Enc   (mpk, m) → ctm

Dec   (skf, ctm) → f(m) m

f(m) ctm

f

1λ (mpk,msk)

skf

Central authority

User



Functional Encryption [BSW11]

Setup   (1λ) → (mpk, msk)

KeyGen   (msk, f ) → skf

Enc   (mpk, m) → ctm

Dec   (skf, ctm) → f(m) m

f(m) ctm

f

1λ (mpk,msk)

skf

Central authority

User

Security:   only reveals ( f, skf , ctm ) f(m)



Functional Encryption [BSW11]

Setup   (1λ) → (mpk, msk)

KeyGen   (msk, f ) → skf

Enc   (mpk, m) → ctm

Dec   (skf, ctm) → f(m) m

f(m) ctm

f

1λ (mpk,msk)

skf

Central authority

User
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Registered Functional Encryption

Setup   (1λ) → crs
crs



Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

crs

User i

    ( pki , ski )



Key curator

Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

  ( pki , fi )

crs

mpk

User i

    ( pki , ski )

hski

RegPK   (crs, pki, fi) → (mpk , aux)



Key curator

Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

Enc   (mpk, m) → ctm
m

ctm

  ( pki , fi )

crs

mpk

User i

    ( pki , ski )

hski

RegPK   (crs, pki, fi) → (mpk , aux)



Key curator

Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

Enc   (mpk, m) → ctm

Update   (crs, aux, pki) → hski m

ctm

  ( pki , fi )

crs

mpk

User i

    ( pki , ski )

hski

RegPK   (crs, pki, fi) → (mpk , aux)



Key curator

Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

Enc   (mpk, m) → ctm

Update   (crs, aux, pki) → hski m

 fi(m) ctm

  ( pki , fi )

crs

mpk

User i

    ( pki , ski )

hski

RegPK   (crs, pki, fi) → (mpk , aux)

Dec   (ski, hski, ctm) → fi(m)



Key curator

Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

Enc   (mpk, m) → ctm

Update   (crs, aux, pki) → hski m

 fi(m) ctm

  ( pki , fi )

crs

mpk

User i

    ( pki , ski )

hski

RegPK   (crs, pki, fi) → (mpk , aux)

Dec   (ski, hski, ctm) → fi(m)

• one-by-one registration

• update mpk and hsk if required



Key curator

Registered Functional Encryption

Setup   (1λ) → crs

KeyGen   (crs, i) → (pki , ski)

Enc   (mpk, m) → ctm

Update   (crs, aux, pki) → hski m

 fi(m) ctm

  ( pki , fi )

crs

mpk

User i

    ( pki , ski )

hski

RegPK   (crs, pki, fi) → (mpk , aux)
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• one-by-one registration

• update mpk and hsk if required

Compactness: |mpk | , |ctm | , |hski | , #Update = O(poly(log L))
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• Prior works: all-or-nothing primitives
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 and fi = yi m = x
Slot-Reg-IPFE:

fi(m) = ⟨x , yi⟩
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 and fi = (atti , yi) m = (P, x)
Slot-Reg-AB-IPFE:

 if fi(m) = ⟨x , yi⟩ P(atti) = 1
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Work Reg-FE func. Security Assump. |mpk| | hsk | | crs |

[FFM+23] General Adp-IND IO + SSB O( n log L) O( | f | log L) O( | f | ) O( log L)

[ZLZ+24]

(concurrent)

IP Adp-IND k-Lin O( n log L ) O( n log L ) O( n log L ) O( n L^2 )

Quadratic Sel*-SIM bi-k-Lin O( n + log L ) O( n log L ) O( n log L ) O( n L^2 )

[BLM+24]

(subsequent)

IP SelStatic-IND q-type O( n log L) O( n log L) O( n log L ) O( n L^2 )

weak Quadratic Adp-IND GGM O( n log L) O( n log L) O( n log L) O( n L )

|ctm |
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⟨x, yj + z⟩ yjuse asymmetric pairing

 e(Uj,1, g1/βi
2 ) = e(g1/γ

1 , Vj,i) , e(Uj,1, g2) = e(g1, Uj,2)
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T ≠ gβjrj/βi+βj⟨t,z⟩/βiγ
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T)skj

e(gs/γ
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