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Setup(14) = (mpk, msk)

KeyGen(msk, f) — sk¢

Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m)

Security: ( f. sk¢, cty,, ) only reveals f(m)

Key-escrow Problem: msk reveals f(m) for all f
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Setup(l’l) —> CI'S T

KeyGen(crs, i) = (pk; , sk;)

Register

g Key curator

— MpK

RegPK(crs, pk., f;) = (mpk , aux) -
Enc(mpk, m) — ct,,

Update(crs, aux, pk.) — hsk;

Dec(sk;, hsk;, ct,;,)) — f.(m) (pk. , sk,
* one-by-one registratign | fz(m)
e update mpk and hsk if required

Compactness: |mpk]|,|ct,|,|hsk;|,#Update = O(poly(log L))
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Enc(mpk, m) — ct,,
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Key-escrow problem resolved: ( Pk, , sk;
* Key curator is public & deterministic fl(WL)

» Key curator holds no secret
o {sk;}.onlyleaks {f(m)}
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Work Reg-FE func.| Security Assump. |ct,, | ImpK| | hsk | | crs |
[FFM+23] General Adp-IND IO + SSB O(nlogL) O(|f|log L) O(|f]) O(log L)
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1-slot scheme: [ -slot scheme:
ors =gt ors = gt glﬁz glﬂt gzl/ﬂ 1/7/ {gyﬂ/ﬁ ytﬁ/ﬁ’}l;&]Vl]E L]
rilp;
pka Sk:gra r ka9 sK; _(gljja gzjj {gz }l;é])a I/:]
mpk = ( gt, W = gr+(t, y) ) mpk = ( gT 1/7 W= gZﬁ(H—(t yi) ))
Cty = ( gSt-I-X, gs, WS = gsr+s(t, y) ) hsk; = ( gzzl#}’ﬁﬂ”/ﬂ gzzl#}/ﬂ(ty)/ﬂ])

st+X sly Ws
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1-slot scheme:

crs = gt

pk ’ sk = gl/‘ , I

mMpK = ( gt, W = gl’+<t, y) )

Cly = ( gSt_I_X, gs, W° = gSH'S(ta y) )
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g5<ta Y> — WS . g—S°Sk

[ -slot scheme:

S

) t3./
ors = 87 glﬁz 88" 8" {gyﬂﬂ yﬂﬁ"}zaé]VlJE[L]
vBirilp,
pk]’ SK; _(g1J]9 gzjj { 7 }175]), I/:]
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