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KZG-Commitments

Setup(1*,19) Commit(ck, f) Open(ck, com, f, &, )
i _ f(X)-8
T+ I ; COIﬂI:Zfi'[TZ]l q(X) = X &
return ([7%4, ..., [T, [1]2, [T]2 =0 d i
return com o= Z g [l
i=0
return 7

Verify(ck, com, 7, v, 3)

return e(com — 3]y, [1]2) < e(m, [1]2 — [a]2)




KZG-Commitments

Setup(1*,19)

Commit(ck, f) Open(ck, com, f, «, 3)

T+ I

g _ _fX)-8
com:= Y fi-[r'h 9(X) . X-a
i=0 .
return com = Z g - [Th
i=0
return 7w

Verify(ck, com, 7, v, 3)

return e(com — 3]y, [1]2) < e(m, [1]2 — [a]2)
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Lok = {(com, @, ) | . e(com — [B]1, [1]2) = e(m, [7]2 — [ad2)}




KZG-Commitments

Setup(1*,19) Commit(ck, f) Open(ck, com, f, &, )
= fi- [t q ’ _
return ([, .. [P, [, frla) ; h g X -
return com = Z g - [Th
=0
return 7w

Verify(ck, com, 7, v, 3)

return e(com — 3]y, [1]2) < e(m, [1]2 — [a]2)

Lok = {(com, 0, B) | Im. e(com — [B]1,[1]2) e e(m,[r]2 — [o]2)} = Gy x F;
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Extractable Witness Encryption

A witness encryption scheme is extractable, if there exists a PPT extractor Ext, such
that for any PPT A that distinguishes Enc(z, mg) from Enc(z, m;) with non-negligible
advantage, then Ext extracts a witness w for 2 with non-negligible probability.
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A witness KEM is extractable, if there exists a PPT extractor Ext, such that for any PPT
A that for (c, ko) + Encap(z) and k; « {0, 1}* distinguishes (c, ko) from (c, k1) with
non-negligible advantage, then Ext extracts a witness w for = with non-negligible
probability.
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An Extractable Witness KEM for KZG

(Seon ) (<l )

Encap™(ck, (com, o, 8)) Decap™(ck, 7, ct)

return k

return (ct, k)




An Extractable Witness KEM for KZG

(eteon = (81, [1]2) )= (et [rl2 — [el2) )

Encap™(ck, (com, o, 8)) Decap™(ck, 7, ct)

r <+ I

s:=e(r-(com— [A]1),[1]2)

return k

return (ct, k)




An Extractable Witness KEM for KZG

(eteon = (81, [1]2) )= (et [rl2 — [el2) )

Encap™(ck, (com, o, 8)) Decap™(ck, 7, ct)

r <+ I

s:=e(r-(com— [A]1),[1]2)

return k
k:=H(s)

return (ct, k)




An Extractable Witness KEM for KZG

(e(com = [811, [112) )= (e, 7] = [al:))

Encap™(ck, (com, o, 8)) Decap™(ck, 7, ct)
r+ T, s:=e(m, ct)
s:=e(r-(com— [A]1),[1]2) k:=H(s)
ct:=r-([r]2 — [a]2 return k

k:=H(s)

return (ct, k)




Proving Extractability

The Assumption

The ¢-DLOG problem is hard, if for any PPT A it holds that

T+ I

Pr|r=1"":
[ 7' = A(par, ([r%, .., [7]1, [L]2, [7]2))

] < negl(A).

We prove extractability in the combined AGM and ROM.



Laconic Oblivious Transfer [CDG*17]
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Laconic Oblivious Transfer [CDG*17]
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Laconic Oblivious Transfer [CDG*17]

mg, mj ——>

mg,mi —>
mg, my —>
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Laconic OT from Witness Encryption

Setup(1*,17)

H(pp, D)

pp « VC.Setup(1*,17)

Send(pp, digest, i, mq, m1)

(com, aux) «+ VC.Commit(pp, D)
(m1,...,m,) < BatchOpen(pp, aux)

return (com, (D, 71, ...,m,))

Receive(pp, aux, (ctg, ct1),1)

return (ctg, cty)

ctg < WE.Enc(pp, (digest,i,0),mg) b:=D;
cty < WE.Enc(pp, (digest,i,1),m1)  my < WE.Dec(pp, m;, ctyp)

return my,
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Benchmarks

D Sizes Times

pp  digest  Sender Msg. Hash  Send Receive
9 3.2 KB 48 B 256 B 173ms  4ms 1ms
o 12.2 KB 48 B 256 B 723ms  4ms 1ms
e 48.2 KB 48 B 256 B 3s  4ms 1ms
e 192.2 KB 48 B 256 B 10s 4ms 1ms
DA 768.2 KB 48 B 256 B 43 s 4ms 1ms
e 3.0MB 48 B 256 B 3 min 5ms 1ms
e 12.0MB 48 B 256 B 8 min 5ms 1ms
931 96.0 GB 48 B 256 B — 5ms 1ms







