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Attribute-Based Encryption [SW05,GPSW06]

(1λ,F) Setup msk KeyGen skf

mpk

f ∈ F

Enc

µ ∈M, x ∈ X

ctx

Dec µ

iff f (x) = 0

bounded: F =
{

f : {0, 1}` → {0, 1}
}

unbounded: F =
{

f : {0, 1}∗ → {0, 1}
}
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LWE = Learning With Errors

B , s · B + e

[ACPS09] : s← χn, B← Zn×m
q , e← χm
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[BGGHNSVV14] and Attribute Dependency

1. mpk : A0 ∈ Zn×m
q , A ∈ Zn×`m

q , b ∈ Zn
q, msk : TA0

,

2. ct :

s·A0,

s · (Af − f (x) ·G)

, s·b>+µ·bq/2c w/o error terms

3. skf : k>f ←
[
A0 || Af

]−1
(b>)

(i.e.
[
A0 || Af

]
· k>f = b>)

(
s ·

(

mpk︷ ︸︸ ︷
A

− x⊗G
)
+ e︸ ︷︷ ︸

ct

)
·HA,f ,x ≈ s ·

(

skf︷ ︸︸ ︷
Af

− f (x) ·G
)

︸ ︷︷ ︸
Dec
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Compressing mpk

Main Idea :− delay sampling Ai ’s from setup to key-generation
− use skf , ct to compute s · (Ai − xi ·G) during decryption

Warm-up:
1. mpk : A0 ,

B0 , W , V

∈ Zn×m
q , b ∈ Zn

q, msk : TA0
,

TB0

2. ct : replace s · (Ai − xi ·G) with

si · B0, si ·W + s ·G, si ·V + xi · s ·G

3. skf : add
{[

Zi
Ri

]
←

[
B0 ||W

]−1
(V)

}
i∈[`]

and set Ai := G ·Ri
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Correctness

si · B0, si ·W + s ·G, si ·V + xi · s ·G︸ ︷︷ ︸
ciphertext

,

[
Zi
Ri

]
←

[
B0 ||W

]−1
(V)︸ ︷︷ ︸

key

During decryption compute

[
si · B0 || si ·W + s ·G

]
·
[

Zi
Ri

]
︸ ︷︷ ︸

si ·V+s·G·Ri

−(si ·V+ xi · s ·G)

= s · (Ai − xi ·G)

Run [BGGHNSVV14] decryption
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si · B0 || si ·W + s ·G

]
·
[

Zi
Ri

]
︸ ︷︷ ︸

si ·V+s·Ai

−(si ·V+ xi · s ·G) = s · (Ai − xi ·G)

Run [BGGHNSVV14] decryption
6 / 10



Security?

I key
[

Zi
Ri

]
not “bounded” to index i :

s · (Ai − xj ·G) for j 6= i

si ·W + s ·G
[

Zi
Ri

]
←

[
B0 ||W

]−1
(V)

replaced with

si · (W + i ·G) + s ·G
[

Zi
Ri

]
←

[
B0 ||W + i ·G

]−1
(V)

I define unique Ai across secret keys queries:

add a PRF key to msk
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Construction Summary

1. mpk : A0 ,

B0 , W , V

∈ Zn×m
q , b ∈ Zn

q,

msk : TA0
,TB0

, k

2. ct : s ·A0, s · b> + µ · bq/2c{
si · B0, si · (W + i ·G) + s ·G, si ·V + xi · s ·G

}
i∈[`]

3. skf :

{[
Zi
Ri

]
←

[
B0 ||W + i ·G

]−1
(V)

}
i∈[`]

(randomness PRF(k, i))

k>f ←
[
A0 || Af

]−1
(b>) (where Ai = G ·Ri)
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Security Proof

I Hybrids over i ∈ [`]

s ·A0, s · b> + µ · bq/2c{
si · B0, si · (W + i ·G) + s ·G, si ·V + xi · s ·G

}
i∈[`]

run [BGGHNSVV14]
security proof
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Security Proof
I Hybrids over i ∈ [`] W = B0 · W̃i − i ·G (W̃i ← χm×m)

[
Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

si · B0, si · B0 · W̃i + s ·G

si ·V + xi · s ·G
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security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

si · B0, si · B0 · W̃i + s ·G

si ·V + xi · s ·G

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

si · B0, si · B0 · W̃i + s ·G

si ·V + xi · s ·G

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

si · B0︸ ︷︷ ︸
c1,i

, si · B0 · W̃i + s ·G︸ ︷︷ ︸
c2,i

si ·V + xi · s ·G

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

si · B0︸ ︷︷ ︸
c1,i

, si · B0 · W̃i + s ·G︸ ︷︷ ︸
c2,i[

c1,i || c2,i
]
·
[

Zi
Ri

]
− s · (Ai − xi ·G)

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

si · B0︸ ︷︷ ︸
c1,i

, c1,i · W̃i + s ·G︸ ︷︷ ︸
c2,i[

c1,i || c2,i
]
·
[

Zi
Ri

]
− s · (Ai − xi ·G)

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

c1,i , c1,i · W̃i + s ·G︸ ︷︷ ︸
c2,i[

c1,i || c2,i
]
·
[

Zi
Ri

]
− s · (Ai − xi ·G)

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

c1,i , c2,i[
c1,i || c2,i

]
·
[

Zi
Ri

]
− s · (Ai − xi ·G)

run [BGGHNSVV14]
security proof

9 / 10



Security Proof
I Hybrids over i ∈ [`] V :=

[
B0 || W + i ·G︸ ︷︷ ︸

B0·W̃i

]
·
[

Zi
Ri

]
[

Zi
Ri

]
← χ2m×m,

[
Zj
Rj

]
←

[
B0 || W + j ·G︸ ︷︷ ︸

B0·W̃i+(j−i)·G

]−1
(V) (j 6= i)

s ·A0, s · b> + µ · bq/2c

c1,i , c2,i[
c1,i || c2,i

]
·
[

Zi
Ri

]
− s · (Ai − xi ·G)

run [BGGHNSVV14]
security proof

9 / 10



Conclusion

I Unbounded attribute-based encryption from LWE

I Unbounded inner product predicate encryption from LWE

I Other applications?

Thank you!

10 / 10



Conclusion

I Unbounded attribute-based encryption from LWE

I Unbounded inner product predicate encryption from LWE

I Other applications?

Thank you!

10 / 10



Conclusion

I Unbounded attribute-based encryption from LWE

I Unbounded inner product predicate encryption from LWE

I Other applications?

Thank you!

10 / 10



Conclusion

I Unbounded attribute-based encryption from LWE

I Unbounded inner product predicate encryption from LWE

I Other applications?

Thank you!
10 / 10


