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Incrementally Verifiable Computation [ValO8]

Proof
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Incrementally Verifiable Computation [ValO8]

Proof

Applications:
* Veriflable Delay Functions

e ZK-Virtual Machine
» ZzkRollups
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Completeness
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Folding scheme [KST22]

Succinctness

Wo, W1 X0, X1

Prover Verifier Verifier: o ( ‘ Wy ‘; |W1 D




Nova folding scheme |KST22]

* First folding scheme for a Committed Relaxed R1CS under DL assumption

* The construction only needs a compressing, additively homomorphic
commitment scheme (e.g., Pedersen commitment)

* Generic way to obtain IVC from folding schemes in ROM



Lova @ - Nova from lattices



Our contribution

* First lattice-based folding scheme

* Based on the (unstructured) SIS assumption

* Exact Euclidean norm proof
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* Let Z, be aring of integers modulo q.

* To commit to a message vector s, we compute:

—_— (mod q)
\

commitment




Ajtal commitment |Ajt906]

* Let Z, be aring of integers modulo gq.

°* To commit to a short message vector s, we compute:

I (mod q)

Commitment
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Lova, take 1

Prover (t1,t2;51,S2) Verifier (&1, t3)
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Lova, take 1

Prover (t1,t2;51,52)

:

Verifier (t1, t3)
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Lova, take 1

Knowledge soundness via speclal soundness: ¢; # ¢,

= _ Suppose C = {0,1}.
2 Then,

Is; I<2 -B' fori=1,2

R ={(ts)|t = As (modg) ANl sl < B}
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Folding Norm Growth Soundness error Extractor Norm Growth

BB =2p = B’ - 2
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Lova, take 1

Folding Norm Growth Soundness error Extractor Norm Growth
/ 1 / /
e[ =2 5 L~ 206

Decompose [BS23]!
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Prover (t;; s;

)
I Z” '3 1< byn

Verifier (tq, t3)
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Lova, take 2 R = {(t € Z!, s € Z)|t = As (mod q) All s II< B}

Prover (tj; s;) Verifier (t1, ty)

5, I< by
& < {01},  k=1log,(B)

Check [#[5° BN§ [g] [0]
- ol |l g

I s’ I< 2kb+/n
<p

for a suitable choice
of parameters
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Folding Norm Growth Soundness error Extractor Norm Growth
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Folding Norm Growth Soundness error Extractor Norm Growth

1 : :
I's’ I< 2kbyn < B 127272 B - 2B

17



Lova, take 2

Folding Norm Growth Soundness error Extractor Norm Growth
1 / 2 /
I's’ I< 2kbyn < B e 777 B - 2B

parallel repetition

+ clever analysis!
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pProver (Ty, To; S1, S>) Verifier (T4, T3)
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Corporate needs you to ?ind the differences
between this picture and this picture.

S They're the same picture.

s -
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Folding Norm Growth Soundness error Extractor Norm Growth
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Folding Norm Growth Soundness error Extractor Norm Growth

I's" IS 2kbyn <I s | 2kt /2¢ B 20

Coordinate-wise Special
Soundness [FMN24]

We need exact norm proofs
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ldeas for proving exact norm bounds

Observation 1

* If a vector s satisfies |(s,s) mod q| < f* and ||s]|| < g then we must have

sl = 5.

Hence, we reduce the problem to proving inner products modulo g.



New relation

q.p.t

A\ HS,zH S ﬁ

SIS _ hXt Ty - IXt nxt N — Qlg
Rq,ﬂ,t = ((T = Zq JDe” ),S = Zq ) AD=S8'S
\ ||

22

T =AS mod g
SIS _ h n
R { (T - Zqu,S - qu"‘) }



ldeas for proving exact norm bounds

Observation 2

* Suppose S;S; =D, and S,S, = D,.

* Denote $* := G~ 1([S1]S2]). Then,

Dl T T
° =G S" S'G.
21 =TS

[ x| ox
°* Hence, reveal D :=S" §".



T =AS mod g
RSIS ( T = ng’,D € Zm), S e Zg”“) AD=STS
AlIDll < B2

Lova, take 4 (final) ™
Prover (Tj, Dj; Sj) Verifier (To, T1, Do, D1)

7 M4 I
C . {0,1}2kt><t
Check ; mod q

T —™>

Output = mod q

Output ) _[f8
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Lova, take 4 (final) 2

Knowledge Soundness

1. Arguing knowledge soundness will boil down to random evaluation of some
guadratic polynomial

2. To this end, relying on the {0,1} set Is not enough

Fix c € {—1,0,1}. With probabilityé

¢’ —c = +1.

3. So, Instead we take the set {—1,0,1}

Set big enough for the Schwartz-Zippel

argument.

25



L ova & - Single folding step (ouch)

Instance length L7 218 219

Proof size (k. = 0) 44.45MB 46.32MB  48.20 MB
Proof size (ke < 2719%) 42.37TMB 44.23MB 46.11 MB
Prover time (k¢ = 0) 725.35s 1568.5s 3243.8 s
Prover time (ke < 271%%)  702.11s  1492.8s  3002.9s
Verifier time (k¢ = 0) 3.0337 s 3.0723s 3.0986 s
Verifier time (ke < 271%%)  3.1306s 3.0185s 3.1768 s

26



Summary

* Decompose-and-fold for folding norm growth
* Amplify soundness by consider many instances (l.e., parallel repetition)

* Exact Euclidean norm proof (i.e., inner product + probabilistic check) for
extracted norm growth

THANKS!
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