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Applications

‣ Electronic cash [Chaum83] 

‣ Electronic voting [Canard-Gaud-Traoré06] 

‣Cryptographic tumblers [Heilman-Alshenibr-Baldimtsi-Goldberg17] 

‣Anonymous credential schemes [Baldimtsi-Lysyanskaya13, Fuchsbauer-Hanser-Slamanig19] 

‣Authentication tokens/Anonymous web-browsing [Davidson-Goldberg-Sullivan-Tankersley-Valsorda18]
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Fact

Towards a non-interactive protocol

The blindly signed message is randomly chosen by the user in many modern applications.

If the user does not require a specific distribution or structure to the message, then a non-interactive signature 
generation algorithm exists.

Observation [Hanzlik23]

Proposition [Hanzlik23]

Any blind signature scheme on user specified messages requires an interactive signature generation algorithm.



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ

σ ← 𝖨𝗌𝗌𝗎𝖾𝗌𝗄S(𝗉𝗄U | |r)

pre-signature

{



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ

σ, r σ ← 𝖨𝗌𝗌𝗎𝖾𝗌𝗄S(𝗉𝗄U | |r)

pre-signature

{



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ

σ, r σ ← 𝖨𝗌𝗌𝗎𝖾𝗌𝗄S(𝗉𝗄U | |r)

pre-signature

{



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ

σ, r

(μ, σ) ← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄U(𝗏𝗄S, σ, r)

σ ← 𝖨𝗌𝗌𝗎𝖾𝗌𝗄S(𝗉𝗄U | |r)

pre-signature

{



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ

σ, r

(μ, σ) ← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄U(𝗏𝗄S, σ, r)
μ, σ

σ ← 𝖨𝗌𝗌𝗎𝖾𝗌𝗄S(𝗉𝗄U | |r)

pre-signature

{



Non-interactive blind signatures
on random messages (NIBS)

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)

r ← {0,1}λ

σ, r

(μ, σ) ← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄U(𝗏𝗄S, σ, r)
μ, σ

σ ← 𝖨𝗌𝗌𝗎𝖾𝗌𝗄S(𝗉𝗄U | |r)

𝖵𝖾𝗋𝗂𝖿𝗒𝗏𝗄S
(μ, σ)

pre-signature

{



NIBS
Security properties

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)



NIBS
Security properties

User can only obtain valid signatures on (random) messages from the signer.

(One-more) Unforgeability

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)



NIBS
Security properties

User can only obtain valid signatures on (random) messages from the signer.

Signer cannot link a message and signature pair to any specific issuance.

(One-more) Unforgeability

Blindness

(𝗏𝗄S, 𝗌𝗄U, 𝗉𝗄U) (𝗌𝗄S, 𝗏𝗄S, 𝗉𝗄U)



NIBS blindness experiment
[Han23]



NIBS blindness experiment

𝗉𝗄(0)
U , 𝗉𝗄(1)

U

[Han23]



NIBS blindness experiment

𝗉𝗄(0)
U ,

𝗏𝗄S, σ0,σ1

𝗉𝗄(1)
U

[Han23]



NIBS blindness experiment

𝗉𝗄(0)
U ,

𝗏𝗄S, σ0,← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
σ1

𝗉𝗄(1)
U

[Han23]



NIBS blindness experiment

𝗉𝗄(0)
U ,

𝗏𝗄S, σ0,← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

σ1

𝗉𝗄(1)
U

[Han23]



NIBS blindness experiment

𝗉𝗄(0)
U ,

𝗏𝗄S, σ0,← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

σ1

𝗉𝗄(1)
U

[Han23]



NIBS blindness experiment

𝗉𝗄(0)
U ,

𝗏𝗄S, σ0,← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

σ1

𝗉𝗄(1)
U

[Han23]



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



𝗉𝗄(0)
U ,

← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(0)
U

(𝗏𝗄S, σ0)
← 𝖮𝖻𝗍𝖺𝗂𝗇𝗌𝗄(1)

U
(𝗏𝗄S, σ1)

𝗉𝗄(1)
U

NIBS blindness experiment
[Han23]

𝗏𝗄S, σ0,σ1



Recall

The issue with NIBS blindness



Blindness requires that the signer should be unable to link a message and signature pair to any signing session.

Recall

The issue with NIBS blindness



Recall

Blindness requires that the signer should be unable to link a message and signature pair to any signing session.

Observation

The issue with NIBS blindness



Recall

Blindness requires that the signer should be unable to link a message and signature pair to any signing session.

There exist NIBS protocols that are provably secure under the blindness definitions of [Hanzlik23], but are easily 
broken under very mild assumptions.

Observation

The issue with NIBS blindness



Observation
There exist NIBS protocols that are provably secure under the blindness definitions of [Hanzlik23], but are easily 
broken under very mild assumptions.

Cause

The issue with NIBS blindness



Observation
There exist NIBS protocols that are provably secure under the blindness definitions of [Hanzlik23], but are easily 
broken under very mild assumptions.

Previous definition restricts to the case where the adversary receives exactly two message and signature pairs from 
the challenger. In general, this need not be the case.

Cause

The issue with NIBS blindness



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

σ0, σ1

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

σ0, σ1

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

σ0, σ1

σ′￼0

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

σ0, σ1

σ′￼0

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼
U

𝗉𝗄′￼

U



The issue with NIBS blindness

𝗉𝗄U

𝗉𝗄′￼

U

σ′￼0



Cause

Previous definition restricts to the case where the adversary receives exactly two message and signature pairs 
from the challenger. In general, this need not be the case.

Our solution

The issue with NIBS blindness

‣ Give a new definition of blindness.



Cause

Previous definition restricts to the case where the adversary receives exactly two message and signature pairs 
from the challenger. In general, this need not be the case.

Our solution

The issue with NIBS blindness

‣ Give a new definition of blindness. 

‣ Facilitated by providing the adversary with access to an oracle for the  algorithm. 𝖮𝖻𝗍𝖺𝗂𝗇



Cause

Previous definition restricts to the case where the adversary receives exactly two message and signature pairs 
from the challenger. In general, this need not be the case.

Our solution

The issue with NIBS blindness

‣ Give a new definition of blindness. 

‣ Facilitated by providing the adversary with access to an oracle for the  algorithm. 

‣ Holds for an unbounded number of message and signature showings.

𝖮𝖻𝗍𝖺𝗂𝗇
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Our generic NIBS compiler

(𝗌𝗄U := K, 𝗌𝗄𝖢𝖮𝖬, 𝗉𝗄U := 𝖢𝗈𝗆𝗌𝗄𝖢𝖮𝖬
(K)) (𝗌𝗄S)

r ← {0,1}λ

σ ← 𝖲𝗂𝗀𝗇𝗌𝗄S
(𝗉𝗄U | |r)σ, r

μ, σ := π
𝖵𝖾𝗋𝗂𝖿𝗒𝖼𝗋𝗌(⋯)

(𝖼𝗋𝗌, 𝗉𝗄𝖯𝖪𝖤, 𝗏𝗄S, 𝗉𝗄U)

μ := 𝖥K(r)
π ← 𝖯𝗋𝗈𝗏𝖾𝖼𝗋𝗌(⋯)

} 𝖨𝗌𝗌𝗎𝖾
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Towards efficient signature size

Homomorphic encryption enables arbitrary homomorphic operations on the receiver’s commitment.

Observation

from homomorphic encryption
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An alternate construction from homomorphic encryption

The final message is then  and the signature  is an actual signature, obtained by decrypting the 
(pre)signature.

𝖥K(r) σ
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(𝗌𝗄U := K, 𝗌𝗄𝖧𝖤, 𝗉𝗄U := 𝖤𝗇𝖼𝖾𝗄𝖧𝖤
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μ := 𝖥K(r)
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NIBS from HE

Zero-knowledge of the NIZK, existential unforgeability of the signature scheme under chosen messages and circuit-privacy of HE.

From AoK property of the NIZK, CPA security of HE and pseudo-randomness of .𝖥

(One-more) Unforgeability

Strong blindness

Remark

Can be instantiated from standard lattice assumptions, giving a first theoretical construction for post-quantum secure NIBS.



Comparison of our constructions

Construction Blindness

Circuit-private LHE < 1 KB Strong

General-purpose NIZK < 1 KB Strong

Lattice-based  
(rOM-ISIS)

1.6 KB < 1 KB 68 KB Weak/one-time

Table. Public key, transcript and signature sizes of our constructions.

|𝗉𝗄U | |σ | |σ |

𝗉𝗈𝗅𝗒(λ) 𝗉𝗈𝗅𝗒(λ)

𝗉𝗈𝗅𝗒(λ)𝗉𝗈𝗅𝗒(λ)
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Summary of our results

Identify an issue with the existing definition 
and give the right definition for blindness of 
NIBS (and a new correctness notion).

A Fishclin-like compiler for NIBS and prove 
security in our baseline setting.

A generic construction for NIBS from 
leveled homomorphic encryption and prove 
security in our baseline setting.

Construction from a (non-standard) lattice 
assumption called  which satisfies 
the weaker one-time blindness.

𝗋𝖮𝖬-𝖨𝖲𝖨𝖲



‣Efficient post-quantum secure NIBS with baseline security. 

‣Formal cryptanalysis of the  assumption. 

‣NIBS from pairing free assumptions. 

‣Other models for non-interactive signing.
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‣Formal cryptanalysis of the  assumption. 

‣NIBS from pairing free assumptions. 

‣Other models for non-interactive signing.

𝗋𝖮𝖬-𝖨𝖲𝖨𝖲

Future work

Solved in an upcoming work—NIBS from MLWE/MSIS + ISISf



Thank you.

Full version: ia.cr/2024/614





‣ An efficient lattice-based NIBS scheme that is secure (blind) under the definition of [Han23]*. 

‣ The final signature size is 68 KB (total communication ~70 KB). The current state-of-the-art (interactive) 

lattice-based blind signature scheme [BLNS23] has signature around 22 KB (but total communication is 100+ KB). 

‣ Our security proof relies on a new lattice assumption that we call the randomized one-more ISIS assumption 

( ).  is a more robust variant of the one-more ISIS assumption due to Agrawal, et al. [AKSY22]. 

We also provide some high-level cryptanalysis to show that  is (likely) at least as hard as .

𝗋𝖮𝖬-𝖨𝖲𝖨𝖲 𝗋𝖮𝖬-𝖨𝖲𝖨𝖲

𝗋𝖮𝖬-𝖨𝖲𝖨𝖲 𝖮𝖬-𝖨𝖲𝖨𝖲

Lattice-based NIBS
from our generic compiler 



(𝗌𝗄U := (x, δ), 𝗉𝗄U := A ⋅ x + 𝖧(δ)) (𝗌𝗄S := TC, 𝗏𝗄S := C)
y ← ± 1

z ← C−1(𝗉𝗄U−B ⋅ y)
z, y

μ := (m, δ), σ := (ψ, π) 𝖵𝖾𝗋𝗂𝖿𝗒𝖼𝗋𝗌(⋯)

(𝖼𝗋𝗌, 𝗉𝗄𝖯𝖪𝖤, A, B, 𝗏𝗄S, 𝗉𝗄U)

m := A𝖫 ⋅ x⊥+A𝖱 ⋅ z⊥

π ← 𝖯𝗋𝗈𝗏𝖾𝖼𝗋𝗌(⋯)

} 𝖨𝗌𝗌𝗎𝖾

from our generic compiler 

ψ ← 𝖤𝗇𝖼𝗉𝗄𝖯𝖪𝖤
(x | |y | |z){𝖮𝖻𝗍𝖺𝗂𝗇

Lattice-based NIBS



CP-LHE



𝗋𝖮𝖬-𝖨𝖲𝖨𝖲
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NIBS


