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Background Background

Background

Rapid develepment of quantum computing.
Shor’s algorithm.

Threats in secret-key cryptography.
Grover’s algorithm, Simon’s algorithm. Both of them need the quantum oracle
of attacked primitives.
NIST: categorize the post-quantum public-key schemes into different security
levels by the complexity of the quantum circuit of AES.

Synthesis and optimization of quantum circuits.
Qubits, decoherence.
width(W ), depth(D), T -depth(TD) or Toffoli depth(TofD).
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Background Preliminaries

Quantum computation

A single qubit state: a unit vector |u〉 = α |0〉+ β |1〉 in a Hilbert Space
H = C2, where |α|2 + |β|2 = 1.
An n-qubit state |u〉: a unit vector in H⊗n, with computational basis states
described as n-bit 0/1 string: |x1x2 . . . xn〉.
Quantum gates which compute classical vectorial boolean functions.

X|a⟩ |a ⊕ 1⟩
|a⟩

|b⟩

|a⟩

|b ⊕ a⟩

|a⟩

|b⟩

|c⟩

|a⟩

|b⟩

|c ⊕ a · b⟩

X gate CNOT gate Toffoli gate

Figure 1: Circuits of X gate, CNOT gate and Toffoli gate. The changed qubit is called
the target qubit.
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Background Preliminaries

The Toffoli gate and qAND gate

The Toffoli gate:
T -depth 3, full depth 9.
T -depth 4, full depth 8.
T -depth 1, 4 ancilla qubits.

The qAND gate with its adjoint: the target qubit must be |0〉.

|a〉 • T † • |a〉

|b〉 • T † • |b〉

|0〉 H • • T • • H S |ab〉

|0〉 T |0〉

Figure 2: The qAND gate

S

S S†

H X

|0⟩or|1⟩

Conditioned on the measurement result being |1⟩

|a⟩

|b⟩

|ab⟩

|a⟩

|b⟩

|0⟩

Figure 3: The qAND† gate
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Background Preliminaries

Encryption circuit and Encryption oracle

Encryption circuit:

|x〉 |k〉 |0〉 7→ |x〉 |k ′〉 |Enck(x)〉 ,

where Enck(x) is the encryption of message x under the seed key k.
Encryption oracle: the key register does not exist since the seed key is
pre-fixed.

|x〉 |0〉 7→ |x〉 |Enc(x)〉 ,

where Enc(x) is the encryption of message x.
Quantum circuit: a general notation.
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Low-depth CNOT circuits

CNOT circuits

Denote E(i + j) as the type-3 elementary matrix, then the CNOT gate
CNOT(i, j) ⇐⇒ E(j + i).

CNOT circuit of a matrix A ⇐⇒ the matrix decomposition form below.

Theorem 1

Any A in GL(2,n) can be expressed as

A = PE(i1 + j1)E(i2 + j2) . . .E(iL + jL),

where P is a permutation matrix.

Haotian Shi, Xiutao Feng Quantum Circuits of AES 2024.12.11 7 / 30



Low-depth CNOT circuits

Optimizing the depth of CNOT circuits

1 • •
2

3
4 •

Figure 4: Quantum depth 3

1 • •
2

3
4 •

Figure 5: Quantum depth 2

Computing the depth of existing circuits, especially the circuits provided in
[XZL+20].

Greedy methods based on matrix decomposition.
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Low-depth CNOT circuits

De Brugière et al.’s Greedy method

A cost-minimization algorithm.

The algorithm finds elementary row and column operations layer by layer,
where every row(column) layer has depth 1.

Ed
id

Ed
id−1 · · ·Ed

1 · · ·E1
i1E1

i1−1 · · ·E1
1AF1

1F1
2 · · ·F1

j1 · · ·F
d
1 Fd

2 · · ·Fd
jd
= P,

Choices of cost function to guide the optimization of the gate count in
[dBBV+21a] and the depth in [DBBV+21b]:

(1) hsum(A) =
∑
i,j

aij ;

(2) Hsum(A) = hsum(A) + hsum(A−1);

(3) hprod(A) =
∑

i
log2(

∑
j

aij);

(4) Hprod(A) = hprod(A) + hprod(A−1).
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Low-depth CNOT circuits

Our method

Based on De Brugière et al.’s Greedy method.
Observation: their cost function is not depth oriented. Prioritizing the rows
or columns with larger Hamming weights might be a preferable choice to
obtain lower circuit depth, which leads to

hsq(A) =
∑

i
(
∑

j
aij)

2.

Our cost functions consider row and column operation seperately.

Hsqr(A) = hsq(A) + hsq((A−1)T );

Hsqc(A) = hsq(AT ) + hsq(A−1).

Additional judgement of implementation of depth 1.
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Low-depth CNOT circuits

Remarks

Time complexity of determining of an operation to be done: O(n3).

The algorithm is suitable for small scale matrices, and often falls into a local
minima(an infinite loop) when n is larger.

Repeat thousands of times and record the best implementation.
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Low-depth CNOT circuits

Applications on AES MixColumns

Table 1: Comparison of CNOT circuits of the AES MixColumns matrix.

Source # CNOT W FD
[BFI21, LWF+22] 206 135 13

[LSL+19] 210 137 11
[JBK+22] 169 96 8
[JNRV20] 277 32 111

[GLRS16, ZWS+20] 277 32 39
[XZL+20] 92 32 30

[ZH22] 92 32 28
[LPZW23] 98 32 16

[DBBV+21b] 128 32 12
This paper 131 32 10
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Low-depth CNOT circuits

Applications on many MDS matrices and matrices used in
block ciphers

Table 2: Comparison of the depth/gate
count of CNOT circuits for matrices used in
block ciphers.

Cipher Size Q# [ZH22] This paper [DBBV+21b]
AESa [DR02] 32 30/92 28/92 10/131 12/128

ANUBIS [Bar00] 32 26/98 20/98 10/119 14/136
CLEFIA M0 [SSA+07] 32 30/98 27/98 10/110 13/126
CLEFIA M1 [SSA+07] 32 21/103 16/103 10/128 13/127

FOX MU4 [JV05] 32 55/136 48/136 21/265 21/200
QARMA128 [Ava17] 32 6/48 5/48 3/48 3/48

TWOFISH [SKW+98] 32 37/111 29/111 15/175 18/187
WHIRLWIND M0 [BNN+10] 32 65/183 51/183 28/331 28/286
WHIRLWIND M1 [BNN+10] 32 69/190 54/190 22/290 25/279

JOLTIK [JNP15] 16 20/44 17/44 7/52 9/48
MIDORI [BBI+15] 16 3/24 3/24 3/24 3/24

SmallScale AES [CMR05] 16 20/43 19/43 10/62 11/59
PRIDE L0 [ADK+14] 16 3/24 3/24 3/24 3/24
PRIDE L1 [ADK+14] 16 5/24 5/24 3/24 3/24
PRIDE L2 [ADK+14] 16 5/24 5/24 3/24 3/24
PRIDE L3 [ADK+14] 16 6/24 6/24 3/24 3/24

PRINCE M0 [BCG+12] 16 6/24 6/24 3/24 3/24
PRINCE M1 [BCG+12] 16 6/24 6/24 3/24 3/24

QARMA64 [Ava17] 16 6/24 5/24 3/24 3/24
SKINNY [BJK+16] 16 3/12 3/12 3/12 3/12

a A recent result of 16/98 is given in [LPZW23].

Table 3: Comparison of the depth/gate
count of CNOT circuits for many
constructed MDS matrices.

Matrices Size Move-eq [ZH22] This paper [DBBV+21b]
4× 4 matrices in GF(4, F2)

[CTG16] 16 23/41 21/41 10/59 12/57
[JPST17] 16 24/41 18/41 9/49 9/48

[LS16] 16 27/41 26/41 11/63 12/65
[SKOP15] 16 25/44 22/44 11/59 11/59

[LW16] 16 29/44 27/44 11/62 12/65
[JPST17](Involutory) 16 15/41 14/41 9/54 13/54
[SKOP15](Involutory) 16 19/44 16/44 7/52 9/48

[LW16](Involutory) 16 27/44 25/44 7/52 9/48
[SS16](Involutory) 16 12/38 11/38 8/46 8/44

4× 4 matrices in GF(8, F2)
[CTG16] 32 56/144 47/144 18/208 20/188
[JPST17] 32 26/82 22/82 9/100 9/96

[LS16] 32 67/121 54/121 21/235 23/203
[LW16] 32 55/104 42/104 13/164 16/167

[SKOP15] 32 23/90 20/90 10/112 11/118
[SS16] 32 47/114 40/114 20/218 20/190

[JPST17](Involutory) 32 18/83 14/83 9/102 13/108
[SKOP15](Involutory) 32 18/91 16/91 8/101 9/96

[LW16](Involutory) 32 19/87 19/87 8/99 8/98
[SS16](Involutory) 32 19/93 18/93 10/121 12/119

8× 8 matrices in GF(4, F2)
[SS17] 32 54/183 44/183 29/351 33/302

[SKOP15] 32 59/170 49/170 28/349 29/286
[SKOP15](Involutory) 32 47/185 37/185 29/337 30/300

8× 8 matrices in GF(8, F2)
[SKOP15](Involutory) 64 50/348 37/348 22/484 25/412
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Compressed pipeline structure Previous work

Structures for iterative building blocks

The structures based on the out-of-place oracle ORj of round function Rj :
|x〉 |y〉 7→ |x〉 |y ⊕Rj(x)〉

The pipeline structure.
The zig-zag structure.
The out-of-place based round-in-place structure.

The structure based on the in-place oracle of round function Rj :
|x〉 |0〉 7→ |Rj(x)〉 |0〉

The straight-line structure. Use in-place S-box.

Decomposing the oracle of round function
The shallowed pipeline structure. Delay the uncomputation of round function
to the next round. Combine computation and uncomputation to save qubits.
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Compressed pipeline structure Previous work

Structures based on the out-of-place oracle
|k⟩ |k⟩

|m⟩ |m⟩

|0⟩ |c1⟩

|0⟩ |c2⟩

|0⟩ |c3⟩

|0⟩ |c4⟩

|0⟩ |c5⟩

|0⟩ |c6⟩

|0⟩ |c7⟩

|0⟩ |c8⟩

|0⟩ |c9⟩

|0⟩ |c⟩

R1,i

R1,o R2,i

R2,o R3,i

R3,o R4,i

R4,o R5,i

R5,o R6,i

R6,o R7,i

R7,o R8,i

R8,o R9,i

R9,o R10,i

R10,o

Figure 6: The pipeline structure Sp
computes intermediate states one by one.

|k⟩

|x⟩

|0⟩

|0⟩

|k⟩

|R(k, x)⟩

|x ⊕R−1(R(k, x))⟩ = |0⟩

|0⟩

|k⟩

|x⟩

|R(k, x)⟩

|0⟩

|k⟩

|R(k, x)⟩

|x⟩

|0⟩

OR OR−1

Figure 7: The OP-based round-in-place
function in Si cleans intermediate states
immediately.

|k⟩ |k⟩

|m⟩ |m⟩

|0⟩ |c⟩

|0⟩ |c9⟩

|0⟩ |c7⟩

|0⟩ |c5⟩

R1,i

R1,o R2,i

R2,o R3,i

R3,o R4,i

R4,o

R†
3,i

R†
3,o

R†
2,i

R†
2,o

R†
1,i

R†
1,o R5,o

R5,i

R6,i

R6,o R7,i

R7,o

R†
6,i

R†
6,o

R†
5,i

R†
5,o R8,o

R8,i

R9,i

R9,o

R†
8,i

R†
8,o R10,o

R10,i

Figure 8: The zig-zag structure Sz uncomputes intermediate states occasionally..
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Compressed pipeline structure Our compressed pipeline structure

Our compressed pipeline structure
Compute of the next intermediate state and clean the previous one in parallel.
A combination of the pipeline structure and the OP-based round-in-place
structure.

|k⟩ |k
′
⟩

|m⟩ |c9⟩

|0⟩ |c⟩

|0⟩ |0⟩

R1,i

R1,o
R2,i

R2,o
R3,i

R3,o

R−1
2,o

R−1

2,i

R−1
1,o

R−1

1,i R4,o

R4,i

R5,i

R5,o R6,i

R6,o

R−1
5,o

R−1

5,i

R−1
4,o

R−1

4,i R7,o

R7,i

R8,i

R8,o

R−1

7,i

R−1
7,o

R9,i

R9,o

R−1
3,o

R−1

3,i

R−1
6,o

R−1

6,i

|c0⟩

|c1⟩

|0⟩

|0⟩

|c1⟩

|c2⟩

|c3⟩

|0⟩

|c2⟩

|c3⟩

|c4⟩

|0⟩

|0⟩

|c4⟩

|c5⟩

|c6⟩

|0⟩

|c5⟩

|c6⟩

|c7⟩

|0⟩

|0⟩

|c7⟩

|c8⟩ R−1

8,i

R−1
8,o

Rj,i

R−1
j−1,o

Rj,o

|cj−1⟩

|cj⟩

|0⟩

R−1

j−1,i

|0⟩

|cj⟩

|cj+1⟩

R−1
j−1,o

Rj,i

|cj−1⟩

|cj⟩

|0⟩

|0⟩

|cj⟩

|0⟩

Rj,o|0⟩ |cj+1⟩

R−1
j−1,i

R10,i

R10,o

|c9⟩

|0⟩

|c8⟩

R−1

9,i

R−1
9,o

Figure 9: The compressed pipeline structure Scp. For convenience, the copy of the |cj〉
state is simplified as "split into two parts".
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Compressed pipeline structure Our compressed pipeline structure

Comparison

ORj , OR−1
j

: round depth 1, α ancilla qubits.
State length n, number of rounds r .
The key schedule needs k qubits (our structure needs k ′ qubits with a little
more information).

Table 4: The comparison of different structures, where t is the minimal number such
that

∑t
i=1 i > r .

Structure Round depth Width
Sp r k + (r + 1)n + α

Sz ≈ 2r k + tn + α ≈ k +
√
2rn + α

Si 2r k + 2n + α
This paper r k ′ + 4n + 2α
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Compressed pipeline structure Our compressed pipeline structure

Circuits for the Grover oracle and the Encryption oracle

Grover oracle: refer to Table 4 with almost twice the round depth.
Encryption oracle: since the roundkeys are prefixed, the remaining redundant
states contains only |cr−1〉, which can be cleaned with round depth 1.

Table 5: The depth and width of Encryption oracles with different structures

Encryption oracle Sp Sz Si This paper
round depth 2r ≈ 4r 2r r + 1

width (r + 1)n + α ≈
√
2rn + α (1 + 2)n + α (1 + 4)n + 2α
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Quantum circuits of AES Content

Content

Quantum circuits of AES S-box.

Detailed quantum circuits of AES under our compressed pipeline structure.

Improved encryption circuit of AES under the shallowed pipeline structure.
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Quantum circuits of AES Quantum circuits of AES S-box

AES S-box and the circuit Sbox
AES S-box.

C2 : |x〉 |y〉 7→ |x〉 |y ⊕ S(x)〉
C1 : |x〉 |0〉 7→ |x〉 |S(x)〉
C3 : |S(x)〉 |x〉 7→ |S(x)〉 |0〉
C4 : |x〉 |0〉 7→ |S(x)〉 |0〉

Table 6: Some Toffoli-based C1 circuits of AES S-box

Source #CNOT #1qClifford #Toffoli Toffoli-depth Ancilla qubits
[LXX+23] 193 4 57 24 5
[LXX+23] 195 4 57 22 6
[LGQW23] 197 4 44 32 4

The circuit Sbox. It usually has low Toffoli depth and is used to construct
low T -depth AES S-box.

Sbox: |x〉 |0〉 |y〉 7→ |x ′〉 |r〉 |y ⊕ S(x)〉
SubS: |x〉 |0〉 7→ |x ′〉 |r〉, where |r〉 contains linear components of S(x).
SubS† is delayed to the next round to reduce the full depth in the shallowed
pipeline structure.
Combined Sbox and SubS† to save idle |0〉 qubits.
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Quantum circuits of AES Quantum circuits of AES S-box

Our input-invariant Sbox
The input register may change to |x ′〉 6= |x〉 before SubS† is done.
Input-invariant: ensure |x ′〉 = |x〉 without additional Toffoli gates.
A sufficient condition of making an Sbox input-invariant: the qubits used to
update the input register can only be further updated by CNOT gates.
Method: add a reverse sequence of CNOT gates which are related to the
updating of the input register.

Table 7: Some low TofD Sboxes

Source #CNOT #1qClifford #Toffoli TofD Ancilla qubits Input-invariant
[JNRV20] 186 4 34 6 120 4

[HS22] 214 4 34 4 120 4

[HS22] 356 4 78 3 182 4

[LPZW23] 168 4 34 4 74 8

This paper 179 4 34 4 74 4

[LPZW23] 196 4 34 4 60 8

This paper 207 4 34 4 60 4

[JBK+22] 313 4 78 3 136 8b

[JBK+22] 162 4 34 4 68a 8b

a The full depth of this circuit is smaller when the Toffoli gates are decomposed.
b Since the authors do not give specific implementations, we cannot give detailed costs

for their input-invariant versions.
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Quantum circuits of AES Circuits under our compressed pipeline structure

Encryption circuit of AES-128
K0

B F1

K1

F2

K2

F3

K3

F4

K4

F5

K5

F6

K6

F7

K7

F8

K8

F9

K9|k⟩

|m⟩
|0⟩
|0⟩
|0⟩

|c⟩
|0⟩

|c9⟩
|S(c9)⟩

|k′⟩

Figure 10: Our encryption circuit of AES-128. The arrows indicate the AddRoundKey
process at the beginning or end of Kj .

Si|m⟩

|0⟩

|0⟩

|0⟩

So

M

|c0⟩

|S(c0)⟩

|c1⟩

|0⟩

k0

k1

S−1
o

Si

|cj−1⟩

|S(cj−1)⟩

|cj⟩

|0⟩

|S(cj−1)⟩

|cj⟩

So|0⟩
|S(cj)⟩

S−1
i M

M kj

kj−1

|cj+1⟩

|0⟩

|cj⟩

|S(cj)⟩

Circuit of B Circuit of Fj

Figure 11: Circuits of B and Fj . Si ,So and S−1
i ,S−1

o stand for the input and output
registers of C1 circuits and C3 circuits, respectively. MixColmuns no longer acts on the
first message register in F9. ShiftRows are omitted for simplicity throughout the rest of
the paper.
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Quantum circuits of AES Circuits under our compressed pipeline structure

The key schedule

Two consecutive roundkeys |kj〉 , |kj+1〉 should be able to be computed
simultaneously by CNOT gates.
Store linear components of two consecutive roundkeys registers
|k0

j 〉 |k1
j 〉 |k2

j 〉 |k3
j 〉 |S(k3

j )〉 to save qubits.
The dependency to compute kj+1:

k0
j+1 = Constj+1 ⊕ S(kj

3)⊕ k0
j

k1
j+1 = Constj+1 ⊕ S(kj

3)⊕ k0
j ⊕ k1

j

k2
j+1 = Constj+1 ⊕ S(kj

3)⊕ k0
j ⊕ k1

j ⊕ k2
j

k3
j+1 = Constj+1 ⊕ S(kj

3)⊕ k0
j ⊕ k1

j ⊕ k2
j ⊕ k3

j

,

where Constj+1 is the (j + 1)-th round constant in the key schedule.
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Quantum circuits of AES Circuits under our compressed pipeline structure

The key schedule Kj and K ′
j

Trivially 8 32-qubit registers −→ only 6 or 5 32-qubit registers

|k0
j−1⟩

|k1
j−1⟩

|k2
j−1⟩

|k3
j−1⟩

Constj |k0
j ⟩

|k1
j ⟩

|k2
j ⟩

|k3
j ⟩

|S
(
k3

j−1

)
⟩

|0⟩|0⟩

|S
(
k3

j
)
⟩

S†
i

S†
o

Si

So

Figure 12: The j-th iteration Kj of the key
schedule.

|k0
j−1⟩

|k1
j−1⟩

|k2
j−1⟩

|k3
j−1⟩

Constj |k0
j ⟩

|k1
j ⟩

|k2
j ⟩

|k3
j ⟩

|S
(
k3

j−1

)
⟩ |S

(
k3

j
)
⟩

Sbox† Sbox|rj−1⟩ |0⟩ |rj⟩

|0⟩

Figure 13: K
′
j with Sbox and Sbox†. The

dashed line represents the ancilla qubits of
qAND-based Sbox.

K ′
j is only suitable for qAND-based Sbox, Sbox†.
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Quantum circuits of AES Circuits under our compressed pipeline structure

Cost comparison

Table 8: Costs of encryption circuits of AES-128 for different structures

Circuits Cp Ci Ccp with Kj Ccp with K ′

j
Qubits of key registers 128 128 192 160

Qubits of message registers 128 × 11 128 × 2 128 × 4 128 × 4
C1 circuits in parallel 16 16 40 36
C2 circuits in parallel 4 2 0 0
Layers of AES S-box 10 20 10 10

Table 9: Condition of the S-box’s ancilla qubits m for better cost

Compared to Sp Compared to Si
Use K ′

j , better TD-W cost m < 54 m > 0

Use Kj , better TofD-W cost m < 42 m < 16
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An AES-128 Encryption oracle with lower T -depth

Previous researchers cannot break the limit of 2× 10 layers of AES S-box.
Under our compressed pipeline structure: 10 + 1 layers of AES S-box. The
last layer is the clear function below:

S−1
i

|c⟩

|0⟩

|c9⟩

|S(c9)⟩

S−1
o

|c⟩

|0⟩

|0⟩

|0⟩k10

Figure 14: The clear function C .

An AES-128 Encryption oracle with T -depth 33, using qAND-based C1

circuits and C3 circuits with T -depth 3.
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Improved circuit for the shallowed pipeline structure

Problem: if the Sbox is not input-invariant, the input register |k3
j−1〉 will

change before it is used later(since in the shallowed pipeline structure SubS†

is delayed to the next round).

Related works:
Use input-invariant Sbox with larger width. 32 qubits for storing each
|k3

j−1〉[JBK+22].
Use Sbox that is not input-invariant with smaller width. 10 × 32 qubits for
storing all |k3

j−1〉 with 1 ≤ j ≤ 10[LPZW23].

Our work:
Make the Sbox input-invariant.
No additional qubits for each |k3

j−1〉 by the key dependency
|k3

j−1〉 = |k2
j 〉 ⊕ |k3

j 〉.
An Encryption circuit with a fewer width.

Haotian Shi, Xiutao Feng Quantum Circuits of AES 2024.12.11 27 / 30



Quantum circuits of AES Improved circuit under the shallowed pipeline structure

Comparison

Table 10: Comparison of encryption circuit metrics from various sources

Source #CNOT #X #Toffoli TofD W TofD-W cost
[GLRS16] 166,548 1,456 151,552 12,672 984 12,469,248
[ASAM18] 192,832 1,370 150,528 - 976 -
[LGQW23] 53,360 1,072 16,688 12,168 264 3,212,352

[LPS20] 107,960 1,570 16,940 1,880 864 1,624,320
[ZWS+20] 128,517 4,528 19,788 2,016 512 1,032,192

[HS22](p = 9) 126,016 2,528 17,888 1,558 374 582,692
[LGQW23] 53,496 1,072 16,664 1,472 328 482,816

[HS22](p = 18) 126,016 2,528 17,888 820 492 403,440
[JBK+22] 81,312 800 12,240 40 6,368 254,720

[LXX+23](m = 16) 77,984 2,224 19,608 476 474 225,624
This paperc 96,364 2,172 21,660 220 944 207,680

[LPZW23] (out-of-place) 75,024 800 12,920 40 4,823 192,920
[LPZW23] (in-place) 65,736 800 12,920 40 3,667 146,680

[JBK+22] 63,868 816 12,380 40 3,428 137,120
This papera 67,150 800 12,920 40 3,368 134,720
This paperb 64,750 800 12,920 40 3,268 130,720

a Using our improved shallowed pipeline structure and the input-invariant version of
combined Sbox and Sbox† in [LPZW23].

b Using our improved shallowed pipeline structure and the input-invariant version of
combined Sbox and Sbox† with fewer qubits in [JBK+22].

c Using our compressed pipeline structure and the C1 circuit in [LXX+23] with TofD 22
and 6 ancilla qubits.
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Conclusion

An improved greedy algorithm for finding low-depth CNOT circuits. The
depth 10 implementation of AES MixColumns.

A new compressed pipeline structure for iterative building blocks. It can
be used to construct Encryption oracles with low round depth (T -depth).

Some improvements in terms of quantum circuits of AES, including detailed
encryption circuits, low T -depth Encryption oracles, and the
input-invariant Sbox applied in the shallowed pipeline structure.

Similar independent work: Zhang M, Shi T, Wu W, et al. Optimized Quantum
Circuit of AES with Interlacing-Uncompute Structure[J]. IEEE Transactions on
Computers, 2024.
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Thank you!
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