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What is Proofs of Quantumness

Verifier Classical?
Quantum?

I’m
Quantum!

Prover

Interaction

Schemes Assumptions

[BCM+18] LWE

[BKVV20] Random Oracle & Ring-LWE

[KMCVY22,
KLVY23,BGKM+23]

Bell’s inequality
& (Ring -)LWE
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What is Secure Key Leasing?

Given a key

Revoke the key

Schemes Channels

[APV23,AKN+23] Quantum Channel

[CGJL24] Classical Channel
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Our Results

Schemes Assumptions Modulus

[BCM+18]’s PoQ LWE superpoly

[BKVV20]’s PoQ
Random Oracle &

Ring-LWE
poly

[KMCVY22,KLVY23
BGKM+23]’s PoQs

Bell’s inequality
& (Ring -)LWE

poly

Our PoQ LWE poly

[CGJL23]’s PKE-SKL LWE superpoly

Our PKE-SKL LWE poly

* PoQ: Proofs of Quantumness;

* PKE-SKL: Public Key Encryption with Secure Key Leasing.
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Road Map

1 Proofs of Quantumness
Claw-Free Function
Noisy Claw-Free Function
Proofs of Quantumness
Our improvements on Proofs of Quantumness

2 Public Key Encryption with Secure Key Leasing
What is PKE-SKL?
How to realize?

3 Future works?
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Proofs of Quantumness

Claw-Free Function

Claw-Free Functions

X
Y

f0

f1

A pair of public injective
functions f0 and f1 with
the same range. It has the
following two essential
properties:

Claw:
For any y in the
range, ∃x0, x1,
f0(x0) = f1(x1) = y.

Claw-Free:
For any y in the
range, hard to
find (x0, x1):
f0(x0) = f1(x1) = y.
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Proofs of Quantumness
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Claw-Free Functions

X
Y

f0

f1

f0(x0)

f1(x1)

x0

x1

y

A pair of public injective
functions f0 and f1 with
the same range. It has the
following two essential
properties:

Claw:
For any y in the
range, ∃x0, x1,
f0(x0) = f1(x1) = y.
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Proofs of Quantumness

Claw-Free Function

Claw-Free Functions

X
Y

f0

f1

f0(x0)

f1(x1)

x0

x1

y×

A pair of public injective
functions f0 and f1 with
the same range. It has the
following two essential
properties:

Claw:
For any y in the
range, ∃x0, x1,
f0(x0) = f1(x1) = y.

Claw-Free:
For any y in the
range, hard to
find (x0, x1):
f0(x0) = f1(x1) = y.
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Proofs of Quantumness

Noisy Claw-Free Function

LWE-based Noisy Claw-Free Function
[BCM+18]:
Given k = (A,As+ e0), can we get Claw-Free function?

• •f ′k,0(x) f ′k,1(x− s)

Claw: supp(f ′k,0(x))
⋂

supp(f ′k,1(x− s)) ̸= ∅.

Claw-Free: Finding a claw ⇒ breaking LWE.
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Proofs of Quantumness

Noisy Claw-Free Function

LWE-based Noisy Claw-Free Function
[BCM+18]:
Given k = (A,As+ e0),

fk,0(x) = Ax
fk,1(x) = Ax+ b(As+ e0)?

• •

f ′k,0(x) f ′k,1(x− s)

fk,0(x) fk,1(x− s)
Not claw,

but close!

Claw: supp(f ′k,0(x))
⋂

supp(f ′k,1(x− s)) ̸= ∅.

Claw-Free: Finding a claw ⇒ breaking LWE.
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Proofs of Quantumness

Noisy Claw-Free Function

LWE-based Noisy Claw-Free Function
[BCM+18]:
Given k = (A,As+ e0), the distribution function:

∀y ∈ Zm
q : (f

′
k,b(x))(y) = DZm,r ,2r

√
m(y − Ax− b · (As+ e0))
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Proofs of Quantumness

Noisy Claw-Free Function

How to generate claw in superposition?
[BCM+18]

Generate
∑

b∈{0,1}
x∈X

∑
∥e∥≤2r

√
m

√
DZm,r (e)|b⟩|x⟩|e⟩; [GR02]

Given k = (A,As+ e0 mod q) Compute∑
b∈{0,1}
x∈X

∑
∥e∥≤2r

√
m

√
DZm,r (e)|b⟩|x⟩|A(x+ bs) + be0 + e︸ ︷︷ ︸

f ′
k,b

(x)

⟩

• •f ′k,0(x) f ′k,1(x− s)

|0, x⟩+ |1, x− s⟩
(|0, x0⟩+ |1, x1⟩)

|1, x− s⟩|0, x⟩

∥e0∥/∥e∥ negligible

Measurement y = Ax+ e′
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Proofs of Quantumness

Noisy Claw-Free Function

|0, x0⟩+ |1, x1⟩

(b, xb) (c ,d)

Standard
Measure

Hadamard
Measure

d ∼ U({0, 1}n⌈log q⌉), [BCM+18] shows
c = d⊤ · (x0 ⊕ x1) = ⟨Ib,xb(d), s⟩.

Can we get both values of measurements? No!
Adaptive hardcore bit [BCM+18]: Given (A,As+ e0) with

superpolynomail modulus and d
$←− {0, 1}n⌈log q⌉, the adversary

picks (b, xb), hard to get c = d⊤ · (x0 ⊕ x1) = ⟨Ib,xb(d), s⟩.
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Proofs of Quantumness

Proofs of Quantumness

Can we prove the

quantumness?

Randomly ask for

values under

either Hadamard

or Standard

measurement

Quantum

Classical

Do either measurement

accordingly under

quantum computation

⇒ Completeness

Need to know values

under both measurement

in advanced, impossible

due to AHB.

⇒ Soundness
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Proofs of Quantumness

Proofs of Quantumness

NTCF-based Proofs of Quantumness[BCM
+18]:

Verifier Prover

Classical?
Quantum?

For i ∈ [N], repeat:

1. Generate , tdAi ,

ki = (Ai ,Aisi + e0,i )

ki 2. Generate

|0, xi,0⟩+ |1, xi,1⟩
measurement yiyi

3. ri ← {0, 1}
ri

4. 1) ri = 0,

Standard measure,

σri ,i = (bi , xbi ,i )

2) ri = 1,

Hadamard measure,

σri ,i = (c, di )

σri ,i

5. Check validity of

the measured values.
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Proofs of Quantumness
based on LWE

over polynomial modulus

?

Soundness

?

Completeness

?

AHB with
poly modulus
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Proofs of Quantumness
based on LWE

over polynomial modulus

?

Soundness

?

Completeness

?

AHB with
poly modulus
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Sketch of proof of AHB in [BCM+18]:

Ib,xb (d)

s
, A

s

+

e0
Given A and

Replace A with BC + F

Ib,xb (d)

s , B
C

s

+
F

s

+

e0

e0 flooding noise

Given BC+ F,

This causes superpoly modulus!

LWE

U(Z2), B
C

s

+
F

s

+

e0
Given BC+ F and

U(Z2), A

s

+

e0
Given A and

≈

Ib,xb (d)

s ≈ U(Z2) on condition
C

s

fixed.
rely on

⇒ Given (A,As+ e0 mod q), ⟨Ib,xb(d), s⟩ ≈ U(Z2) ⇒ AHB.
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Our Proof:

Ib,xb (d)

s
, A

s

+

e0
Given A and

Replace A with BC + F

Ib,xb (d)

s , B
C

s

+
F

s

+

e0
Given BC+ F,

LWE

U(Z2), B
C

s

+
F

s

+

e0
Given BC+ F and

U(Z2), A

s

+

e0
Given A and

≈

e0 covers Fs completely, Necessary?

Ib,xb (d)

s , B
C

s

+
F

s

+
F

e(1)0

+

e(2)0

e0 = Fe
(1)
0 + e

(2)
0 inspired by [BD20]
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Proofs of Quantumness
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Our Proof:

Ib,xb (d)

s
, A

s

+

e0
Given A and

Replace A with BC + F

Ib,xb (d)

s , B
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s

+
F
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+
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+
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+
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(2)
0 inspired by [BD20]

e(1)0 completely

covers s?

Not Necessary!
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Our Proof:

Ib,xb (d)

s
, A

s

+

e0
Given A and

Replace A with BC + F

Ib,xb (d)

s , B
C

s

+
F

s

+

e0
Given BC+ F,

LWE

U(Z2), B
C

s

+
F

s

+

e0
Given BC+ F and

U(Z2), A

s

+

e0
Given A and

≈

Ib,xb (d)

s , B
C

s

+
F

s

+
F

e(1)0

+

e(2)0

e0 = Fe
(1)
0 + e

(2)
0 inspired by [BD20]

e(1)0 partially covers s.

⟨Ib,xb (d), s⟩ ≈ U(Z2) on condition Cs and s+ e(1)0 are fixed, e(1)0 ←↩ DZn,n,n3/2

rely on
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Proofs of Quantumness
based on LWE

over polynomial modulus

Soundness

?

Completeness

AHB with
poly modulus

?

∥e0∥/∥e∥ noticeable



Adaptive Hardcore Bit and Quantum Key Leasing over Classical Channel from LWE with Polynomial Modulus

Proofs of Quantumness

Our improvements on Proofs of Quantumness

Proofs of Quantumness
based on LWE

over polynomial modulus

Soundness

?

Completeness

AHB with
poly modulus

?

∥e0∥/∥e∥ noticeable



Adaptive Hardcore Bit and Quantum Key Leasing over Classical Channel from LWE with Polynomial Modulus

Proofs of Quantumness

Our improvements on Proofs of Quantumness

∥e0∥/∥e∥ negligible [BCM+18]

f ′k,0(x) f ′k,1(x− s)

|0, x0⟩ + |1, x1⟩
|1, x1⟩|0, x0⟩

A(x + s)
A(x + s) + e0

Generate |0, x⟩+ |1, x− s⟩
Do Hadamard measurement,
(c ,d) satisfies
c = d⊤(x0 ⊕ x1)
overwhelmingly.

∥e0∥/∥e∥ noticeable [BKVV20]

f ′k,0(x) f ′k,1(x− s)

p0|0, x0⟩ + p1|1, x1⟩
|1, x1⟩|0, x0⟩

A(x + s)
A(x + s) + e0

Generate
p0|0, x⟩+ p1|1, x− s⟩, not
close to |0, x⟩+ |1, x− s⟩
Do Hadamard measurement,
(c ,d) satisfies
c = d⊤(x0 ⊕ x1) with
probability at least 0.8.
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Can Quantum Computer pass the check?

Do standard measurement ⇒ still (0, x0) or (1, x1)

Do Hadamard measurement for N1 times,

* c = d⊤ · (x0 ⊕ x1) mod 2 with probability at least 0.8.

* Claim a threshold 0.75N1.
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Can Quantum Computer pass the check?

Do standard measurement ⇒ still (0, x0) or (1, x1)

Do Hadamard measurement for N1 times,

* c = d⊤ · (x0 ⊕ x1) mod 2 with probability at least 0.8.

* Claim a threshold 0.75N1.
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Proofs of Quantumness

Our improvements on Proofs of Quantumness

Proofs of Quantumness
based on LWE

over polynomial modulus

Soundness Completeness

AHB with
poly modulus

∥e0∥/∥e∥ noticeable
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Public Key Encryption with Secure Key Leasing

1 Proofs of Quantumness
Claw-Free Function
Noisy Claw-Free Function
Proofs of Quantumness
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Public Key Encryption with Secure Key Leasing

What is PKE-SKL?

What is Public Key Encryption with Secure
Key Leasing over Classical Channel?[CGJL23]

Leaser
Classical
Channel

Lessee

1. Generate

mpk,msk

mpk

2. Generate

pk, sk
pk

3. Encrypt,

get ct.
ct

4. Decrypt

5. Delete sk,

generate cert.

cert

6. Verify with

cert,msk.
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Public Key Encryption with Secure Key Leasing

How to realize?

How to generate key?[CGJL23]

Leaser Lessee

1. Generate

k = (A, b = As+ e0)

msk = TA. k

2. Generate

|0, x⟩+ |1, x− s⟩
and y = Ax+ e.

let pk = (A, b, y),

sk = |0, x⟩+ |1, x− s⟩

Polynomial?
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How to realize?

How to generate key?[CGJL23]

Leaser Lessee

1. Generate

k = (A, b = As+ e0)

msk = TA. k

2. Generate

p0|0, x⟩+ p1|1, x− s⟩
and y = Ax+ e.
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Public Key Encryption with Secure Key Leasing

How to realize?

How to encrypt and decrypt?[CGJL23]
With ciphertext ct1 = r⊤A, ct2 = r⊤b, ct3 = r⊤y + e′ + ⌈q/2⌉µ:

(p0|0, x⟩+ p1|1, x− s⟩)
⊗|ct3 − b · ct2⟩

b = 0

|r⊤Ax+ r⊤e+ e′ + ⌈q/2⌉µ⟩

b = 1

|r⊤A(x− s) + r⊤(e− e0) + e′ + ⌈q/2⌉µ⟩

with

ct1, x

|
(
r⊤e+ e′ + ⌈q/2⌉µ

)
/⌈q/2⌉⟩

with ct1,

x− s

|
(
r⊤(e− e0) + e′ + ⌈q/2⌉µ

)
/⌈q/2⌉⟩

==

|µ⟩



Adaptive Hardcore Bit and Quantum Key Leasing over Classical Channel from LWE with Polynomial Modulus

Public Key Encryption with Secure Key Leasing

How to realize?

IND-CPA

Enc(pk, 0)

r⊤Ax+ r⊤e+ e′
ct3 = r⊤y + e′ =

r⊤Ax+ r⊤e+ e′ + ⌈q/2⌉

Enc(pk, 1)
indistinguishable

ct3 = r⊤y + e′ + ⌈q/2⌉ =indistinguishable

One-time Pad

r⊤Ax+ r⊤e+ e′
indistinguishable

U(Zq)

[CGJL23]

r⊤A ≈ U(Zn
q) condition on r⊤e



Adaptive Hardcore Bit and Quantum Key Leasing over Classical Channel from LWE with Polynomial Modulus

Public Key Encryption with Secure Key Leasing

How to realize?

r⊤

A ,

r⊤

e

e′ covers r⊤e

r⊤

A ,

r⊤

e +
e′

≈stat

U(Zn
q), e′

Original ∥e∥∞ ≤ B

e1
$←− U([−B, B]m)

r⊤

A ,

r⊤
[
e

−

e1
]
e′1

Z = {i|e′1,i = 0}, Z = [m] \ Z,

rZ = (ri )i∈Z , rZ = (ri )i∈Z
r⊤Z

AZ +
r⊤Z

AZ ,
r⊤Z

e′
1,Z

Z independent from A
LHL

U(Zn
q)+

r⊤Z
AZ

,
r⊤Z

U(Zn
q)

e′
1,Z

Ours
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Public Key Encryption with Secure Key Leasing

How to realize?

How to delete?[CGJL23]

|0, x⟩+ |1, x− s⟩

(b, x− bs) (c ,d)

two keys

×
Due to AHB, one getting (c, d)

cannot get either (b, x− bs),

hence cannot decrypt.

Hadamard
Measure

Leasor: check
c = d⊤(x⊕ (x− s))

c = d⊤(x⊕ (x− s))
with probability at least 0.8.

Set a threshold 0.75

Polynomial?
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Future works?

Future works?

Applications of Noticeable NTCF?

* Efficient Revocable quantum digital signature based on
Noticeable NTCF?

* Quantum delegated computation based on NTCF?

Applications of Secure key leasing?

* Revocable broadcast encryption?

......
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Reference

v

v shortest vector,

∥v∥2 = λ1(Λq(A))

Λq(A) =

{y = Ax mod q, ∀x ∈ Zn}

x

x′

f ′k,0(x)

f ′k,1(x + s)

f ′k,0(x
′)

Injection: Since ∥e∥ ≪ λ1(Λq(A)), for x ̸= x′,
supp(f ′k,b(x))

⋂
supp(f ′k,b′(x

′)) = ∅, b, b′ ∈ {0, 1}.
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Given (b, xb,d), compute
Ib,xb(d) =

(
d⊤i ·

(
xb,i ⊕ (xb,i − (−1)b)

)
mod 2

)
i∈[n]

d1 di· · · · · ·
dn

log q

·
(

, · · ·

xb,i ⊕ (xb,i − (−1)b)

, · · ·
)
=

n

Ib,xb (d):

d⊤i ·
(
xb,i ⊕ (xb,i − (−1)b)

)
mod 2

[BCM+18] shows c = d⊤ · (x0 ⊕ x1) = ⟨Ib,xb(d), s⟩.
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