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» Malicious corruptions are very general.
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» First formalized in [MS14] (EUROCRYPT’15).
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» First formalized in [MS14] (EUROCRYPT’15).

» Extended to the UC framework in [CMNV22] (EUROCRYPT’22).
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Key Exchange in the Post-Snowden Era: Universally

ASIACRYPT 2024 Composable Subversion-Resilient PAKE


https://www.iacr.org/archive/pkc2012/72930450/72930450.pdf

PAKE from OT

» Starting point: PAKE from OT due to [CDVW12] (PKC’12).

» First: PAKE from OT assuming authenticated channels (AKA Randomized Equality).

> Then: Remove authenticated channels.
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Building block for PAKE
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» Both parties do the same for every bit of the password.
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Oblivious Transfer in the presence of subversion

Alice’s RF Bob’s RF
| | | |
| I | | I |
| | | |
| | | | | |
! 4 145 145
X0, X1 X0, X1

X0, X1

[

Alice’s PC

A

Xp * x;'g *xllol

ASIACRYPT 2024 Composable Subversion-Resilient PAKE

> Bob’s PC

Key Exchange in the Post-Snowden Era: Universally



F o7 from Dual-Mode Cryptosystems [PVWO08]

Sender S(xo,x1) Receiver R(o)

CRS = crs
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CRS = crs
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F o7 from Dual-Mode Cryptosystems [PVWO08]

Sender S(xo,x1) Receiver R(o)
CRS = crs
(sk,pk) +—g KeyGen(o)
pk
yp < Enc(pk,b, )
(Yo, y1) k

Output Dec(sk, yo)
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F o7 from Dual-Mode Cryptosystems [PVWO08]

Sender S(xo,x1) Receiver R(o)
CRS = crs
(sk,pk) +g KeyGen|[o)
pk
yp < Enc(pk,b, )
(Yo, y1) k

Output Dec(sk,ys)

» Only y, for which b = ¢ can be decrypted.
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Instantiating .,

Core Cg (xg, 1) Firewall Fg (z(,z)) Core Cg (o)

CRS = crs
(sk,pk) <5 KeyGen(o)

pk
<—
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Instantiating .,

Core Cg (z9,71) Firewall Fg (z(,z}) Core Cy (o)
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» Given F,o1, we realize Randomized Equality in the srUC framework.
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» Given F,o1, we realize Randomized Equality in the srUC framework.

» Similar protocol structure to [CDVW12] - details on the paper!
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» ldea: leverage on split functionalities [BCL+05] (CRYPTO’05, JoC‘07).
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Removing authenticated channels in standard UC
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» ldea: leverage on split functionalities [BCL+05] (CRYPTO’05, JoC‘07).

» The worse the adversary can do is partition parties before the protocol run.
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Split authentication in standard UC
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Split authentication in standard UC [BCL+05]

Client P;

(ski, vk;) <—g KeyGen(1*)

"u"ki'
vk;
Sidi = (Vki."u"kj)
oi = Signg, (sid;)
(0, sid;)
(0j,sid;)

If sid; # sid;, abort.
It Vrty,, (sid;, o;) = 0, abort.
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Backbone of communication in srUC (F¢,7)
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® =
- 9=

Bob

» Proper instantiation by sanitizing the protocol for split-auth shown before.
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Backbone of communication in srUC (split F¢47)
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» Proper instantiation by sanitizing the protocol for split-auth shown before.

Alice

» Improving on an open problem: F ¢4 was never instantiated in [CMNV22]!
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Wrapping up

» Introduction of the first PAKE protocol in the srUC framework.
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Wrapping up
» Introduction of the first PAKE protocol in the srUC framework.
» Several new sanitation-friendly primitives.

» Extension of the srUC framework to the unauthenticated setting.

» Open: more efficient PAKE, other functionalities, new primitives —the sky’s the limit!
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