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“Traditional” MPC

Alice Bob

➢ Malicious corruptions are very general.

➢ What about honest parties?
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Bob

Cryptographic Reverse Firewalls

Alice

➢ First formalized in [MS14] (EUROCRYPT’15).

➢ Extended to the UC framework in [CMNV22] (EUROCRYPT’22).

https://eprint.iacr.org/2014/758
https://eprint.iacr.org/2022/244
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PAKE from OT

➢ Starting point: PAKE from OT due to [CDVW12] (PKC’12).

➢ First: PAKE from OT assuming authenticated channels (AKA Randomized Equality).

➢ Then: Remove authenticated channels.

https://www.iacr.org/archive/pkc2012/72930450/72930450.pdf
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➢ Both parties do the same for every bit of the password.
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PVW08

ℱ𝑂𝑇  from Dual-Mode Cryptosystems [PVW08] 

➢ Only 𝑦𝑏 for which 𝑏 = 𝜎 can be decrypted.

https://eprint.iacr.org/2007/348
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Randomized Equality from ℱ𝑠𝑂𝑇  

Alice Bob

CDVW12

➢ Given 𝓕𝒔𝑶𝑻, we realize Randomized Equality in the srUC framework.

➢ Similar protocol structure to [CDVW12] - details on the paper!

𝛱𝑅𝐸
ℱ𝑆𝐴𝑇

ℱ𝑠𝑂𝑇

https://www.iacr.org/archive/pkc2012/72930450/72930450.pdf
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Removing authenticated channels in standard UC

Alice Bob

AC

➢ Idea: leverage on split functionalities [BCL+05] (CRYPTO’05, JoC‘07).

➢ The worse the adversary can do is partition parties before the protocol run.

https://eprint.iacr.org/2007/464
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https://eprint.iacr.org/2007/464
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Bob

Backbone of communication in srUC (split 𝓕𝑺𝑨𝑻)

Alice

SC AC SC

CMNV22

➢ Proper instantiation by sanitizing the protocol for split-auth shown before.

➢ Improving on an open problem: 𝓕𝑺𝑨𝑻 was never instantiated in [CMNV22]!

https://eprint.iacr.org/2022/244
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From 𝜫𝑹𝑬 to 𝜫𝑷𝑨𝑲𝑬

Alice Bob

𝛱𝑅𝐸

Alice

𝛱𝑅𝐸 𝛱𝑅𝐸
Bob 
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Wrapping up

➢ Introduction of the first PAKE protocol in the srUC framework.

➢ Several new sanitation-friendly primitives.

➢ Extension of the srUC framework to the unauthenticated setting.

➢ Open: more efficient PAKE, other functionalities, new primitives  – the sky’s the limit!



Thanks!
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